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Abstract

This thesis explores a narrow but important aspect of the conflict in Afghanistan when it seeks to
identify limitations on ISAF’s ability for sharing intelligence with the Afghan National Security
Forces. The case study is exploratory and utilizes a mixed methods approach where the initial
gualitative phase aims to identify what ISAF intelligence officers recognize as hurdles for
sharing. Data is collected through interviews, field observations and participation in partner
meetings. The concurrent quantitative phase is based on a survey of all-source analysts and airr
to expand on the qualitative research and also to identify how the analysts’ perceptions influence
ISAF’s ability for intelligence sharing.

Even though ISAF has got the appropriate documentation and processes in place, a lack of
education, training and open debate on moral dilemmas leave too much latitude and uncertainty
in the hands of individuals. Missing quality control with the work of interpreters, the absence of
universal standards for security markings, different national policies, procedures and caveats
together with a mix of theatre-wide information systems are major obstacles for collaboration
and limit ISAF’s ability for sharing intelligence with the Afghan National Security Forces. Also
the underdeveloped Afghan security standards add problems of legitimacy, and it degrades the
important level of trust between the partners. The combined effect of these challenges seems to

be less sharing, and at a higher security cost than probably intended.
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1 Introduction

At the time of writing in early 2010 the Afghanisteonflict has entered itd"dunning year and
President Obama has announced another signific&ttkdop increase. The present thesis will
look into a narrow but important aspect of thisftion Its purpose is to identify limitations on
the International Security Assistance Forces’ (IpAlBility to share intelligence with the Afghan

National Security Forces (ANSF).

Why intelligence sharing? ISAF is authorized by theted Nations (2001) to render support to
Afghan Authorities. In short its exit strategy asrhake itself redundant through the development
of, and eventual transfer of security responsiegito, the ANSF. Anthony Cordesman has in a

few words argued the central rationale for suctrategyy (2009, p. ii):

NATO/ISAF and U.S. forces cannot win this kind afitary victory on their own. Their
success will be determined in large part by how amd how quickly they build up a
much larger and more effective Afghan National Si&gtorces (ANSF) first to support
NATO/ISAF efforts, then take the lead, and everyuaplace NATO/ISAF and US

forces.

This strategy implies two distinct ISAF activities-a-vis the ANSF (UN, 2009): (1) to reform,
enhance and expand their force structure; and@attner with them in operations. The
interdependence that stems from operational pattigerests on mutual situational awareness,
something Michael Herman (2001) alludes to wheargeies that common intelligence
assessments are prerequisite for collective attyoroalitions of the willing. In the present
Afghanistan context the coalition must necessaldp embrace the host nation security forces.
Dame Pauline Neville-Jones adds that “there have tsome generally accepted basic principles
to which all forces involved in an operation sign he starting point has to be minimizing the
risk of the forces involved while maximizing theifectiveness.” (2003, p. ii). Both principles
are dependent on good intelligence support, indigdahat ISAF’s force protection and ultimate
success hinge on functioning intelligence collaborawith the ANSF. It is this partnering

activity that forms the point of departure for firesent thesis.



However, this kind of collaboration is not well dabed, either within the existing academic
literature or in military doctrines. The Americamirk Publication 3-24 on counterinsurgency
operations (Joint Chiefs of Staff, 2009) has deddtss than half a page on the issue of
intelligence integration with the host nation. Tdextrine states that sharing is important, but
counters this advice with a prudent reminder ormied for protecting sources and capacities as
well as on the threat of infiltration.

The design of the present thesis is inspired by WhCreswell's (2009) latest contribution to
the field of social science research methodologresprocesses. Its philosophical worldview is
problem-centred and real-world oriented — a pragmathat fits well with the author’s
professional background as a military officer. Biwdy utilizes a mixed methods approach with
a concurrent triangulation strategy that will beganted in greater detail in chapter 2. Chapter 3
will introduce an analytical framework comprisingdic assumptions of factors that could limit
intelligence sharing from a multinational forceth@ host nation in contexts like in Afghanistan.
Chapter 4 aims to identify what ISAF intelligendécaers recognize as hurdles for intelligence
sharing with the ANSF, including how they understtéime force’ policy and how they practice
such sharing. The empirical basis is five semiestmed interviews with centrally placed ISAF
intelligence officers as well as field observati@msl participation in partner meetings. Chapter 5
aims to expand otine qualitative research and to identify how artalyserceptions of the

sharing environment influence ISAF’s ability fotefligence sharing. The empirical basis is a
survey of all-source analysts within “ISAF Jointr@mand” (IJC) and “Regional Command
North” (RC (N)). Chapter 6 will summarize the findis and draw conclusions on those issues
that limit ISAFs ability for sharing intelligenceitin the Afghan National Security Forces.

At this point it is prudent to inform about my pensl experience from serving as chief of ISAF
Headquarters Combined Joint Intelligence PlanniegtiBn (Chief CJ2 Plans) from December
2008 to June 2009. Intelligence sharing with ough#sin counterparts was already then regarded
as important, and my section was deeply involvdt: fesearch question thus stems from being
exposed to a real-world practical probleihat limits ISAF ability for sharing intelligence with

the Afghan National Security Forces?

Lacking proper intelligence theories or even arctesinition of intelligence itself (Treverton,
Jones, Boraz, & Lipscy, 2006) the analytical frarngwof my research will start with a

discussion of three basic models of the intelligeoycle. These rather plain models with their



step-by-step approach to intelligence producti@encantral for understanding how intelligence
organizations and national communities work, baytare not sufficient to explain how they
interact and collaborate with foreign partners.rii@n’s model (1996), later discussed by Robert
M. Clark (2007) and evolved by Sir David Omand (@0@ill therefore be expanded in chapter
3 for the purpose of this study by the introductidrtwo central concepts: (tpmmunication

per se; and (Aircular reporting.It will be argued that these two concepts comprgeortant
interface hurdles for intelligence sharing. Comneation with foreign partners is difficult
because of the need for interpretation and becaafusdtural differences. Circular reporting,
which means that shared intelligence is channéiéadk into the intelligence cycle as new
information, is a hindrance towards sharing bec#lusefforts to expose it soaks up scarce

analytical resources.

Based on a review of central texts on intelligeacd my personal experience as an intelligence
officer, three additional factors have been addeti¢ analytical model which will be used to
focus the research. The combination of these flaters make up what this study refers to as
the sharing environmerfbecrecy3) is the most distinctive feature of intelligenend is used as

a means for protection of information about capacaitethods and sources (Herman, 1996). The
need for secrecy is in itself a hindrance for stgaof all types of intelligence in all types of
settings, but certain characteristics of the Afgbantext make sharing even more demanding.
Themultinationality (4) of the force including multilateral frameworks intelligence sharing is
also likely to be a hindrance toward sharing beeadsnterface hurdles and differences in
national policy, procedures, processes and capa&gaitglly, intelligencesthics(5) and moral
dilemmas of those involved are likely to be a hardre towards intelligence sharing because of
the potential fatal consequences of sharing whalldhhave been withheld, and conversely the

same effects of not disseminating what should lees shared.

In a partnership like the one between ISAF and AltFsharing of information and
intelligence is a two-way road. The exchange waliiime easier and more unrestricted further
down in the chain of command with fewer countriesived (as the research demonstrates,
these two issues are closely related). The pressaarch is however focussed on identifying
difficulties arising from the dynamics on a multiioaal level. In ISAF this narrows the scope to
higher headquarters from the regional level uptheur it is the ability of the multinational ISAF
rather than the will or ability of the Afghans thvaitl be investigated. The aim is therefore to

identify what limits ISAF headquarters’ ability fdisseminating intelligence to the ANSF, and
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not the other way around. In a setting charactdriesecrecy, trust and personal

responsibilities, the organizational ability forasimg is, however, affected by the willingness of
single intelligence professionals to produce aratesintelligence. This will is dependent on the
analysts’ knowledge of ISAF’s policy, procedures @nocesses for intelligence sharing as well
as their perceptions of the sharing environmeim¢tude their host nation partners, demanding

this to be a major part of the research.
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2 Research design

This research, which aims to identify limitations ISAF’s ability to share intelligence with the
Afghan National Security Forces, will be conducssdan exploratory case study (Yin, 2003)
utilizing a mixed methods approach with a concurteangulation strategy (Creswell, 2009).
The exploratory nature comes as a consequenceitédi existing studies on multinational
intelligence collaboration in similar contexts. Ivgtionale for choosing a combination of
qualitative and quantitative methods is to enhdheeaeliability of the data on this relatively
sensitive topic. Creswell (2009) suggests such direthods designs precisely when qualitative
or quantitative methods alone seem inadequateniderstanding the problem. He also proposes
that “in a concurrent triangulation approach, theearcher collects both quantitative and
qualitative data concurrently and then compareswioedatabases to determine if there is

convergence, differences, or some combinatigm.213).

The point of departure for my research will be sdrasic assumptions on factors that could limit
intelligence sharing from a multinational forceth@ host nation in contexts such as Afghanistan.
These assumptions will be developed through atiiee review were Herman’s (1996) seminal
work “Intelligence power in peace and war” is cahtbut the work will also be informed by my
own experiences. The assumptions are not hypothe$festested, but rather part of an

analytical framework acting as focussing lensegherresearch. During the field studies it was,
however, important for me to keep an open mindnexpected outcomes. One part of the
framework is a modified model of the intelligengele. The model will be developed and
presented in chapter 3 for use in this specifidytbut it could potentially have wider and more
general applications.

The case study is limited to examining how cern®8a&lF intelligence professionals at a specific
point in time consider the possibilities for intgince sharing with their Afghan counterparts.
Data was collected during my field trip to Afghaars from 2 to 17 February 2010, only a few
weeks after Major General Michael T. Flynn madeliouiis “Blueprint for Making [American]
Intelligence relevant in Afghanistan” (Flynn, Poger, & Batchelor, 2010). For the intelligence
community this directive was epoch-making, andigsiicant as the recent developments in
ISAF’'s command and headquarters structufe.collect data so early in the implementation

phase of both these processes could have influghea@sults in various ways. To postpone the

! ISAF’s organizational developments throughoutab®imn 2009 are presented in more detail in paphgtal.
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field trip was, however, not a practical optiontBthe interview guide (annex B) and the survey
questionnaire (annex C) was developed in Norwaytesigéd among experienced Afghanistan
analysts on 20 January 2010. This test provideakdd inputs for a final calibration of these

instruments.

The purpose of the qualitative interviews (chagdewas to identify what ISAF intelligence
officers recognize as hurdles for intelligence stgawith the ANSF, including how they
understand ISAF’s policy and how they practice ssltdring. The empirical base is five
interviews; three with intelligence officers in A Kabul International Airport; and two with
similar personnel in RC (N) close to Masar-e Shaiiffive occupied central positions related
to sharing, and most of them as senior all-sounedyats. | selected these officers based on
discussions with intelligence leaders in the twmowands precisely for their experience and
involvement in intelligence collaboration with thest nation. During my two weeks’ stay in
Afghanistan | also had the opportunity to obseregknpractices, to discuss with intelligence
leaders and staff members, and to participatelialmarative partner meetings and official

briefings.

The purpose of the quantitative research (chapterté expand othe qualitative research and

to identify how analysts’ perceptions of the shgremvironment influence ISAF’s ability for
intelligence sharing.The empirical data was collected through a supfey9 all-source
intelligence analysts from IJC and seven from R (Bpresenting the majority of such
personnel in the intelligence hubs of those commAB®cause of the inherent intelligence
sensitivities, a cross-sectional self-administeyeéstionnaire was chosen as the best vehicle for
accessing this type of data. The questionnaireistsnsf 25 items, each presenting five
alternative answers on a Likert scale. It also @imstthree open-ended questions. The
demographic part of the questionnaire was develaptda view not to challenge general
intelligence sensitivities, separating only militdrom civilian employees and establishing their

intelligence experience with ISAF.

2 As discussed in chapter 1, the term “sharing emvirent” in this study comprises of, and referstie,three
factorssecrecy, multinationalitandethics

® The applicable intelligence organizations of 1i@ &C (N) are presented in more detail in the ampparagraphs
of chapter 4.
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The field trip was divided in two periods, with thest nine days spent in IJC and the restin RC
(N). The two first days in both commands were usedamiliarization, introduction and more
general discussions with intelligence leaders. @ik of the time was then used for interviews,
participation in meetings and briefings as welf@sobservations and conversations. With one
exception the interviews were carried out in Nori@agestablishments. The final action in both
IJC and RC (N) was to conduct the survey. Aftelemary introduction, this was carried out at
each analyst’s work place without my presence. Joaption of the interviews and sorting of
survey data were completed in Afghanistan whilgllilsad easy access to the respondents, while

the actual analysis was done in Norway immedizaéisr.

The reliability of the data could have been infloeth by preconceptions and biases that stem
from my background as an intelligence analyst amchér ISAF employee. The fact that the
research was welcomed by ISAF as both timely aleaat could similarly have influenced
respondents to act and appear more involved aratfive than they genuinely were. It may also
be that respondents with varied cultural and lisgiaibackgrounds understood questions and
survey statements differently. To remove some isfgbtential ambiguity, tests of both the
interview guide and survey questionnaire were cotetlin advance. In order to obtain reliable
data on sensitive topics it was important for mguarantee the respondents’ anonymity, even if
this would make it harder for others to trace #wearch. The reliability could also have been
affected by the fact that data was collected bgféiner senior to many in the target group, and
who benefited from recent operational experieneasgive about this, respondents could have
been eager to impress with their own and ISAF'emeprogress. Also security sensitivities
could have influenced the reliability of especidhy unclassified interviews. Instead of
following their impulse not to discuss certain ssurespondents could have felt compelled to
answer something or anything. Finally | would likeemphasize that an unclassified study on
intelligence sharing can only hope to scratch tiréase on some of the more sensitive topics.
One such issue is how national policy on intellgeeharing and caveats differ between the

ISAF troop-contributing nations.

When it comes to the internal validity of the studlys worth mentioning that IJC was only a
few months old at the time of data collection. Tieadquarters staff, which partly emanated
from the old ISAF headquarters, was still in a nuperiod and adapting to new realities. The
increased emphasis on intelligence collaboratiahamsociated documentation on policy and

practices was equally fresh, while the operatiomadpo was as high as ever. To compensate for
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such challenges the research covered two quiterdiff headquarters, with RC (N) temporarily
lesser marked by the new initiatives. Still, IJ@ &C (N) count for only two of the altogether
seven multinational ISAF headquarters at or abbeedgional level. The total number is even
higher if the headquarters of the new NATO TrainG@gmmand is included. The thesis therefore
represents a snapshot of no more than roughly reyd the multinational headquarters at a
very turbulent and hectic period for ISAF.

To counter these validity challenges the reseatitihas three tools proposed by Creswell
(2009): (1) triangulation between qualitative anudtitative methodg?2) rich and thick
descriptions; and (3) detailed step-by-step expians. Even if some scholars, and among them
Helen Simons, find that “combining or mixing metkatbes not necessarily strengthen validity”
(Simons, 2009, p. 130), | propose that parts ofesgarch as well as the validity of certain
findings were dependent on such an approach. Ifjnél proposes “to have the draft report
reviewed, not just by peers [...] but also by thdipgrants and informants in the case.” (2003, p.
159). A last effort to improve the overall reliatyiland validity of the study was thus to give
ISAF a chance to review a draft version of the palpeen if the external validity of this

confined case study is limited, it brings to ligbgues that would restrict intelligence sharing in
similar contexts. As such, some of the findingsldde transferrable.
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3 Analytical framework

The purpose of this chapter is to introduce anyaical framework with basic assumptions of
factors that could limit intelligence sharing franamultinational force to the host nation in
contexts like the one in Afghanistan. To framediszussions and for better appreciating the
“elusiveness” of intelligence as a research ateaijliopen with a short review of the state of
intelligence theory and definitions, emphasising/tibis relates to sharing. The discussion will
then focus on three basic models of the intelligerycle; their shortcomings related to sharing
and consequently propose a modified model thagtibsuited to identify challenges for such
sharing.Communicatiorandcircular reportingare two such challenges that will be illustrated i
more detail in chapter 4 through the use of caseip examples. Finally, this chapter will
introduce the three focussing factors or lensesttiggether form the sharing environment in this

study:secrecymultinationalityandethics

3.1 Intelligence theory and how it relates to shari  ng

Intelligence as a phenomenon is complex and eluboth in itself and even more so within the
framework of international relations. To recogrespects of this “specialness” is essential for
appreciating the challenges associated with muitinal intelligence sharing. A short review of
the academic, political and military discourse tedieto intelligence theory and sharing will do

much to accomplish this.

When, on 15 Jun 2005 the U.S. Office of the Direofd\National Intelligence and RAND
Corporation gathered 40 practitioners, academiu$ specialists from Europe and North
America for a one-day workshop to discuss how tiesarnderlie American intelligence work
and how they could lead to a better understandimgtelligence, it became clear (Treverton, et
al., 2006) that: (1) there is no uniquely, eithené&ican or any other theory of intelligence; (2)
there is not even a common agreed definition @lligence; and (3) there are also diverging
views on the very essence of intelligence. Finaftiyhe context of different national practices,
there is also a lack of academic agreement onitidirty lines between foreign and domestic

intelligence, and between domestic intelligence lamdenforcement.

In its conclusion the workshop report focuses @dbservation that under the present security
challenges even the strongest states becomes wadrgon builders than unilateral “doers”, and

it singles out the importance of intelligence shgriTreverton, et al., 2006, p. 32):
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Here, a theory of intelligence might help intellige move beyond i@d hocinitiatives. Theory
might help because moving intelligence back anthftur state and local partners, let alone non-
friendly limited partners in the war on intelligenfterror], will take intelligence back to first
principles: who needs what, when, and how? Whatétligence? What is classification and

“need to know"?

This line of thought brings the report (p. 32) betorically paraphrase and expand on questions

earlier proposed by Michael Herman:

Now, as the nature of states change, how far anititelligence services become focal points
for cooperation, even transparency? What are thiésliof their potential to reach out, not just
sharing choice tidbits with favoured partners, édngaging in joint problem-solving with

corporations and NGOs, as well as states and &thbrities and foreign partners?

It is evident from these discussions that even utigethreat from international terrorism, states
and agencies feel challenged when intelligencedpgsed as a vehicle for cooperation. Herman
(1996) suggests that security considerations lingtwillingness of states to engage in
intelligence collaboration and sharing. He furtbeggests that “every new foreign exchange is a
new risk [...].” (p. 207). This ingrained scepticissnpart of the backdrop for any serious debate
on intelligence sharing. Introverted risk considierss and self censoring leads to restraints that
cause both international and inter-agency frictiims kind of “cultural isolation” in turn spurs
articulated as well as latent differences in poloygl execution, resulting in a rather motley and
elusive baseline for those tasked with drawingriglligence policy and practical procedures for

a multinational force.

After 9/11 the political mood in many Western caie# has turned towards more intelligence
cooperation. The communities are, however, perrdeaid conservatism and they are for many
reasons slow to react, even within national cosfiidter the failed 2009 Christmas Day terror
plot to bring down a commercial jetliner en rouddrom Amsterdam to Detroit, New York
Times journalists Jeff Zeleny and Helene Coope&dcitvhite House officials eluding to the (still
existing) domestic problem of sharing: “[...] The gident was standing by his top national
security advisers, including those whose ageneigesdfto communicate with one another.”
(Zeleny & Cooper, 2010, Jan 6).
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The difficulties that were identified by Hermaneady in 1996 are evidently much the same
after more than a decade of coalition operatioms fthe Balkans via Afghanistan to Iraq. The
latest American doctrine on counterinsurgency dpera admits that “foreign disclosure
guidelines could be a significant constraint teligence sharing withllies [my italics]” (Joint
Chiefs of Staff, 2009, p. V3)What then about sharing with unknown host natiariners? The
doctrine continues: “This [sharing intelligence lwgoalition partners] is important in

maintaining the integrity of a common holistic uretanding of the OE [Operational
Environment].” When discussing integration with tiwst nation, the doctrine simply asserts that
“sharing intelligence with HN [host nation] secyrfbrces and government personnel is an
important and effective means of supporting th&éMig efforts.” (p. V14). However, this is

immediately followed by a caveat:

When sharing intelligence with the HN, it is impaont to understand the level of infiltration by
insurgents or foreign intelligence services. Insafpossible, intelligence should be tailored so
required intelligence still gets to HN consumersdnes not give away information about sources

and capabilities.

3.2 The intelligence cycle
A multinational force ability to share intelligenegth the host nation depends inter alia on how
that nation is aligned with, and adapted into therall intelligence production cycle. Any new
partner has to be treated both as a source ohmafiton and as a user of intelligence. As a source
the partner will be judged by the timeliness, iglity and validity of the information it provides,
and as a user by its ability to safeguard and nsase the intelligence it receives. On this
frontier of multilateral interaction are some geal@hallenges for intelligence sharing: (1) to
secure that written and verbal communication trands language and cultural barriers with its
contents and meaning intact; and (2) to safegugahat unchecked information backflows into
the production cycle. Mechanisms for dealing witiththese challenges will act as throttles on
the multinational force ability to share intelligem To visualize this it is necessary to stipuéate

* American National Disclosure Policy is describeddme detail in Joint Publication 2-0: Joint aratibhal
Intelligence Support to Military Operations, AnneéxJoint Chiefs of Staff, 2004): “USG [United State
Government] policy is to treat classified militdnformation as a national security asset, which maghared with
foreign governments and international organizatimmy when there is a clearly defined advantaghéoUnited
States. [...] in exceptional cases it will be in WErests to make information available to a forejgmernment
before concluding an [security] agreement, evéhdfrecipient government’s safeguards appear insded



18

model by how intelligence is produced in a multioa&l setting, including how a third party fits
into the overall intelligence cycle.

3.2.1 Traditional models

In the midst of all controversies and discussidrad surround intelligence definitions and
theories, practitioners and scholars at least 4eagree on a few basics for a model of the
intelligence process. Herman'’s (1996) basic versitooduces three main stages: (1) collection
with single-source outputs; (2) all-source analgsening from all available information; and
(3) dissemination of intelligence reports to théiqyoand decision-makers. He also explains an
intermediate stage between analysis and users wiekroader intelligence community
produces top level national assessmeiise problem with this and prospective models & th
they create expectations of a fixed sequentialgg®érom collection via analysis to
dissemination. The truth is, as Herman alludes tusfuller intelligence process portrayed
below (1996, p. 43), that intelligence and inforimatis disseminated to the users from all stages
in the process. Another of his findings is thattfmut of single-source collection incorporates
substantial analysis and interpretation” (199611, and that collection agencies function
almost as stand-alone intelligence centres withlstsource products going directly to users.
Herman then turns our attention to the crucialsion of responsibility between single-source

communities as experts on techniques and all-saumeenunities as experts sabjects.

All-source
» analysis and >
Single-source dissemination
collection,
processing, \ U
reporting Top level E
> national > R
assessment and s

dissemination

Single-source reports

A 4

Figure 1: Herman'’s “Fuller intelligence process”

® In this study the termssessmenprimarily a UK definition used for common intelligee products, is used to
cover all finished forward-looking intelligence picts, including the similagstimateused by the U.S. in inter-
agency National Intelligence Estimates (NIE).
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Before looking at other generic models it is impattto notice that they all have a purely
national perspective where intelligence — in pphei- is produced bottom-up in a one-way
stream from collectors to users with direction tasking flowing the other way. In a
multinational setting this is more complex. Heresalurce analysts will receive and use a range
of products from single-source outputs to finisirgdlligence products, much of it stemming
from organizations and processes controlled byptmantributing nations rather than by the
multinational force they are supporting. How tm#iuences intelligence sharing and how it may
be incorporated in the models will be discusseerlat

In Robert M. Clark’s discussion of a target-cengjpproach to intelligence analysis he presents a
traditional model of what he describes as “almas$iemlogical concept” of an intelligence cycle
(2007, p. 11). With six steps, this model may Isoknewhat different than Herman'’s, but the
similarities are in fact bigger than the differesic€he circular structure and arrows seem to
emphasize a one-way cycle that according to Hermmammany intelligence practitioners is
misleading. This is exactly Clark’s point, and Ipersds some time criticizing the model for its
many flaws, among them also for constraining tbesfbf information. The reason for bringing
forward Clark’straditional model rather than the one he proposes as an ditermathat it more
closely resembles what nations teach in their duedrand intelligence courses. The model that
is presented in the American intelligence doct(if@nt Chiefs of Staff, 2007) could act as an

example, even if that variant is without arrows &ad the mission included in the centre.

1. Requirements,

-

needs \
/
1

5. Dissemination 2. Planning,
. direction
5. Analysis, 3. Collection I
production

4, Processing

Figure 2: Clark's “Traditional Intelligence Cycle”
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For our purpose the biggest difference between ldieramd Clark is the isolation of the
processing step from collection. This new stepudek translation, decryption, validation and
organization of the content into report formatdhdtvever misses to explain that collector
agencies or sections de facto execute their ovsedigation to all-source agencies or sections
as well as directly to intelligence users. A mdrerbugh discussion of what it means to organize
information into reports would hint to this. Onerfality is to include a proper security
classification — something that no professional darget. Another is to label it for release to
foreign countries and/or organization(s), and edthind less frequently used is to annotate if
further distribution is permitted. The last is attedly less of a regular formality than a practical
adaptation in the field. One example of how docuisiean be marked for further distribution is:
“This report can be released to Afghan Authoritiéidiese formalities are, together with the
communication channels used, the vehicles by winighligence operators on all levels
influence and control the dissemination of theodurcts. Here is where the producers display
restraints and fears and where they prove theid gath or credulity related to intelligence
collaboration and sharing. Much more than persoreibility is at stake, something that will be

discussed later.

The last model to be introduced is one that Siri@&@mand (2009) presented during the autumn
2009 Professional Advanced Intelligence CoursaéatNorwegian Defence Command and Staff
College in Oslo. To answer some of the criticisneaflier models he places user interaction
outside the cycle, while keeping corporate directibintelligence collection and production
inside® He then includes a new first (and last) step efdycle highlighting the overall
intelligence goal of improving decisions and enadpkaction. Herman's first stage and Clark’s
collection step has been developed under the nasl laccessing’highlighting that modern
intelligence operations not only happen behind gniemes, but also by accessing data protected
personal information (something Omand labels PRAY)Iahd through more extensive use of
open source information. Another difference is tHatman’s analysis and intermediate
assessment stages, or Clarks analysis and prodwstéip, has been grouped under the new label

“elucidating”.

® Scholars and practitioners tend to discuss exacily close the interaction or dialogue betweenligance
producers and their customers should be, and hewribduction should be directed. As for produdts,&nd users
of intelligence typically want (Omand, 2009): “Ragporting, as fast as possible (but validated @aveated) [then]
analysed intelligence, in its context with undemdiag of significance [and finally] assessed ingelhce, all-source,
with explanatory power, forward looking but infordhby understanding of the past.”
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User
interaction

Elucidating

Disseminating

Directing

Accessing

Figure 3: Omand’s new intelligence cycle

This latest model answers, though it could be atgne too simplistic way, much of the earlier
criticism of user interaction with the differenept or stages of the intelligence process.
However, it still presents it as a one-way contumioycle. This is not wrong, but as earlier
argued nor does it tell the full story. The model siisses to visualize intervening feedback
loops as well as the separate mini-cycles thatroeghin each collection agency or section. The
latter point is especially relevant for understagddroblems related to multinational intelligence
sharing in a setting where all-source analystpaoted together from different nations and
cultures and fed a mixture of single and all-soym@ucts over which they have little
ownership or influence. Analysts simply have towreceived information as a product of its
own intelligence cycle and they have to honousdsurity classification and authorized

disclosure.

3.2.2 A modified model that visualizes challenges f  or sharing

A modified model, specific for this study, is infoed by all three versions above and proposes a
baseline for better understanding intelligenceadmilation between international partners,
including between a multinational force and thetmagion. It could be argued that it also better
reflects the overall intelligence universe wherkbeobors and analysts receive and utilize
information from both domestically controlled scescand foreign partners alike, and were they
disseminate their products to national and foreiggrs as well as to intelligence colleagues
within their own community. In order to promote @liktic understanding of the intelligence

production cycle, and for completeness, the maougludes a typical user-producer interaction



22

with on the one hand the resource and taskinggli@anformed by intelligence requirements
and costs, and on the other the product dialogiezemie producer supports the user acquiring
the best possible understanding of the disseminatelligence. The product dialogue is
typically also used for clarifications and adjusirseof the requiremenfsin a multinational
setting where the distance is greater between peydwand users and where there are more
hurdles, the interaction will often be limited &sponding to each other’s formal requirements
for information with less room for dialogue or dissions. In accordance with mutual
understanding and agreements the partners proaateaher with anything from raw data to

finished products, but the flow will be controllbg a stern disclosure process.

User domain
— = — Internal user processes
/..—>{ Requirements }~ - - ——— » Requests for information
. -
. - ~ 7 Resource and tasking dialogue
’ Y
./. \'\ .
| ¥ Partner domain
. . . * .
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. - direction '\.\.\

N, ¥
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:
I‘ ! | and collection
1
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1
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Analysis and ~| Dissemination

assessments J‘ 1

Figure 4: A modified intelligence cycle

The model depicts the partner as a user of inegitg in its own right, as well as being a source
disseminating its own single-source and finishedlligence products. For this exchange to be
meaningful both partners have to interpret infororaind intelligence in a similar way across
cultural and language barriers, something thatgnse to a need for interpretation and wider
cultural awareness. The model also visualizesi#ieof intelligence flowing back via the

" Product is here understood in accordance with ftiXa Shulsky’s rather wide definition: “The produwdtthe
intelligence process can be any means, from a foepart to a hurried conversation [...]".(1993, 3)6
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partner into the production cycle from the disseation steps, either directly to analysis and
assessments or via the accessing and collectiprasteircular reporting This could be
intentionally where the partner even fabricatealtars the original information in order to serve
some selfish purposes, or it could be by chancekihg mechanisms for dealing with both these

challenges will reduce the multinational force’sligbfor sharing intelligence with its partners.

3.3 How secrecy and information defences limit shar  ing

After determining how the host nation fits into theerall intelligence cycle and challenges
related with that, it is now time to introduce theee focussing factors or lenses that constitute
the sharing environment in this study; fissicrecyand thermultinationalityandethics These

will affect all intelligence cooperation, but coute exacerbated by special characteristics of the
host nation, including the often immature and fegeneous nature of its intelligence services

and security forces.

Secrecy and the corresponding security arrangenaeaisotentially the most limiting factor on a
multinational force ability to share intelligena®mething that makes it necessary to explore this
phenomenon in some detail. Secrets are protectéarimal security markings that differ from
nation to nation, and these “labels” act as linsiteoth for the use of sensitive information and

for its further distribution. For intelligence pnackrs to willingly share their products the
receiving party has to be; (1) sanctioned as aitegie user in general and also of each specific
product, indicating that they could receive it@sg as; (2) the person(s) actually receiving the
products are authorized for it; and (3) the orgainin they represent need the information in
order to perform their duties or execute their miss. As a consequence of their personal
security responsibilities, intelligence professisnaill typically also on a more subjective basis

consider the recipient’s trustworthiness beforeisiga

To sanction a new user and to approve the reldasatain types of intelligence is a matter of
policy, but how to implement the policy is a matéprocedure and processes as well as
knowledge, education and real world experienceddtermine what intelligence the new user or

partner need to know is on the other hand basgddgement. A lack of formal authorization

® The problem of circular reporting in a multina@environment is highlighted by the United StaA@rsForce:
“Several times during Operations PROVIDE PROMISE BE#Y FLIGHT, (US operations in Bosnia)
information collected from US sources was passediA®O officials, who later reported the informatiback into
the US intelligence system. The same thing happenelerse.” (United States Air Force, 2007, p. 18
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should normally exclude the dissemination of imgelhce while a lack of trust between
individuals and organizations will hamper it, evetine intention is to share. The use of security
markings, authorization procedures and the muchtédmeed-to-know mantra will be
examined further in theory. Only experience wililever reveal if a partner properly safeguards
and does not misuse the intelligence he is providibis can be measured, but in practice it will
be ascertained more by perceptions and suppositicth®se involved in sharing.

3.3.1 Reasons for secrecy and protective security

In “Intelligence Power in Peace and War”, Herma®9@) opens with a passage on the history of
“secret intelligence” were he points out that s@ied informers providing sensitive information
are as old as government itself. When later disiegssharacteristics of intelligence collection he
states that “[it] seeks to penetrate what is detoatbrmal information gathering.” (p. 88). He
follows up with highlighting three reasons for ssny: (1) it adds value by opening possibilities
because the target does not know what has beetiul (2) it conceals methods from possible
peacetime doubts over legality and propriety; alndtnmportant (3) it protects the collection
process and consequently single sources vulnet@bolauntermeasures. These reasons can be
summarized as the requirement for protecting iigietice capacity, methods and sources, and
some would also add intentions. The objective igratect the future flow of information more
than the content of already provided intelligertderman proposes that “secrecy’s effects run
throughout the complete intelligence system andtamaost distinctive feature.” (1996, p. 98).

There is little discussion about the needs foresggrand the concept of “secret intelligence” has
broad academic support. When Jennifer E. Simgizes the American “propensity to equate
intelligence with secrets [...]” (2005, p. 38) asamderous cognitive block, she does not suggest
that security should be relaxed — in many caséerdhe opposite. What she asks for, along with
other scholars, is a more active use of open seuncine intelligence production. In addition to
increasing the information base, this would stireilanecessary paradigm shift from a situation
where intelligence users tend to emphasize anditmedligence according to its security
classification more than its contents and relevambty higher classification, the more important
and interesting seems to be the mantra among fioaetis and users still today. This is in itself
an important discussion, however not part of these@nt research. Here it is sufficient to
recognize that secrecy is ingrained in the inteflice community and expected by intelligence
users. The concepts of secrecy and its guardiamnaitionsecurity is honoured and rewarded

throughout the intelligence universe.
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Secrets are however not secrets for long withoéiceprotection. This is why governments
“erect information defences” (Herman, 1996, p. 1&8rman continues by identifying three
different components of information security, whehe first one; protectiveecurity is most
relevant for this study. Protective security in@udeasures such as personnel vetting, control of
contact with foreigners, access control to premésewell as rules for the classification, custody
and transmission of documents — all serving a booatept described as “need to know”.
Abram N. Shulsky claims that “in general, anyonetoalling classified information is
responsible for ascertaining a requester’s ne&daw before providing the information.” (1993,
p. 113). In many countries this responsibilityavered by law. In Norway it is for instance a
criminal offence punishable with up to one yeapiiison not to prevent the dissemination of
classified information to unauthorized personneld{8ity Act, 1998). Not surprisingly, the
resulting fear of providing information to unauttzed users and bias towards protection seeps
into the spine of intelligence professionals.

3.3.2 Sharing only with sanctioned users and the us e of security markings

Before host nation organizations are entitled teiree intelligence they have to be sanctioned as
legitimate users, something that is a policy qoestrhen each product has to be disclosed for
their release, something that is subject to indi@igudgement and more of a procedural
question. Intelligence producers contribute to fgrscess by marking their products with the
appropriate security classification and by advisiitat dissemination should be allowed. If we
continue to use Norway and Norwegian law as exansgletion 11 of the Security Act (1998)
establishes that “the person who issues or othemrisduces sensitive information shall ensure
that the information is marked with the approprisgeurity classification. Security classification
shall not be carried out to a greater extent teastrictly necessary, and the security
classification used shall be no higher than necgsdais further established that one of the
following standards shall be used (translated fdonwegian): “TOP SECRET”, “SECRET”,
“CONFIDENTIAL” or “RESTRICTED”, and directions fotheir use are provided.

Not all countries adapt similar legislation or grees, but at least NATO nations adhere to the

same basic principles. The U.S. system describeshinjsky (1993) is for instance very similar.

® There are several notions and definitions reltaetie concept of security. The Norwegian Natiddeturity
Authority’s (NSM, undated) description pfotective securitys for instance much wider than the one introdumgd
Herman and used in this study.
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For the benefit of cooperation the security clasaiion will be supplemented by amplifying
directions for dissemination, such as e.g. “(oaging country) SECRET - Releasable to NATO
as NATO SECRET". The complete security marking antthereof can be in the language of
the originating country, or in English. Some proelscwill add supplementing directions, e.g.
“this product is the property of (country or ageneyurther release is (not authorized or
authorized) to.”, and all will take it for granted that the sharatbrmation is not disseminated
outside the predetermined countries or organizatwithout their explicit consent. There are,
however, no universal standards for these markangspractices differ considerably between

nations and agencies.

Working under a NATO umbrella this is different.idenations have agreed to adhere to a
common set of basic security regulations and stalsdaoordinated and implemented by the
NATO Office of Security (NATO, 2006). One of thef@e’s responsibilities is to negotiate
security arrangements with non-NATO countries teative NATO classified information.
Included in the mentioned standards are NATO apmai®ecurity classifications, where the term
“NATO?” is a qualifier demanding that the informatighould be protected in accordance with
NATO Security Policy (NATO, 2002). This signifielsat a Force Commander working in the
NATO chain of command is bound by NATO policy whHeandling NATO classified
intelligence. He will in practice be given latitutte further dissemination of intelligence that is
released to his command in the first place, inclgdhreat warnings and other time sensitive
intelligence. The subtle nuances in how to tretligence marked with different types of
security markings may be of superior importancenfarntaining international trust, but they are
very demanding for intelligence and security preiesals alike.

Section 11 of the Norwegian Security Act (1998palaguely discusses the concept of
international intelligence collaboration: “Providtdht there is reciprocity, the King may make
an agreement with a foreign state or internationg&nization concerning the security
classification of information received that is $assified by the state or international
organization in question, and concerning the olibgeto take steps to secure such information.”
This alludes to the sensitivities involved in hanglinformation received through international
cooperation. Herman notes: “Those given accessrsiteve intelligence by a foreign partner
have to follow the partner’s rules to the lett€f.996, p. 211). His point is underlined by Hans
Born and lan Leigh who state that (2005, p. 64):
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[...] bilateral relations can only be maintained @odtinued if both parties fully and strictly
respect the basic agreement underlying their igegice sharing: that the origin and details of
intelligence provided by the partner service wilfirotected according to its classification and

will not be passed on to third parties.

Even stable relationships nourished by deep mirtusi are fragile and susceptible to immediate
curtailment or even termination if mishandled. Tamlerstand how intelligence organizations
work and how sharing is practiced it is vital t«kaowledge these sensitivities as well as the
personal responsibilities and legal accountabdlitnvolved, often held by junior analysts with
limited experience. Intelligence cooperation coetven in the most benign of circumstances be
described as difficult, and “security makes st#t@s twice about international collaboration

that involves sharing” (Herman, 1996, p. 192).

3.3.3 Sharing only with authorized personnel — vett  ing and security clearance

After establishing that the host nation is a sametd user and that a specific intelligence product
is disclosed for their release, those involvechmmdissemination process should ascertain that
the receiving person(s) are actually vetted andaiged for that security classification. A lack

of authorized host nation personnel will consedlydimit the multinational force ability to

share intelligence. In Norway, also these respdiigb are covered by law: “Any person who
might gain access to sensitive information, stederve authorization.” (Changes to the Security
Act, 2008). The purpose of authorization is to eaghat only personnel with a potentieed to
knowget access to sensitive information. Further: “Aeyson receiving authorization for access
to sensitive information shall in advance underggeusity clearance [my translations from
section 19].” Security clearance is a nationgboesibility and is granted through a formal
vetting process, also labelled as screening (Shui€93). The main purpose of this process is
to assure the vetted persons ability to keep sedreiNorway this process entails (Security Act,
1998):

[...] vetting shall cover information in the possessof the clearance authority concerned and
searching of relevant public registers [...]. Vettmgy also cover other sources, including
statements from places where the person beingdvietie served or worked, public authorities or

references that have been provided or are supptanyen
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The objective of vetting or screening is thus tolede unfit personnel from gaining a security
clearance. According to section 21 of the Secuily(1998), “security clearance shall only be
given or maintained if there i reasonable douljimy italics] as to the suitability of the person
concerned with respect to security.” Of specifiati@rs to be assessed is: “Connection with
domestic or foreign organizations which have ilabjectives, which may threaten the
democratic social order or which consider violeacacts of terrorism to be acceptable means.”
In NATO countries such vetting processes progressigh established routines as everyday
business, and in most other countries it woulddssible for the government to establish ad-hoc
routines to satisfy at least rudimentary immediegiting needs. In so-called failed states or
former failed states this, however, becomes mdfeuwlt. Public registers may be of limited
value or even non-existent, and personal papeasykind will typically be in short supply. In
Afghanistan these difficulties are exacerbatednyfact that many persons only answer given
names, and many have fled or moved extensivelygirout more than three decades of
upheavals and armed struggle. Loyalty could be taardeasure in a country were survival has

become art.

3.3.4 The final obstacle: sharing only with those w  ho need to know

The final security related obstacle for intelligersharing is that the receiving party has to need
the information in order to perform its duties @eeute its missions. This “need to know”
principle has over time manifested itself into antna that typically works against sharing. The
principle has recently been under attack, butsts@mfar managed to resist a louder and louder

call for “need to share”, even within a single cyror intelligence community.

Much as the present Afghanistan conflict itsel§ tacent call for change of policy and
procedures for intelligence sharing originates fitbmndevastating 11 September 2001 bombings
in the United States. The executive summary oBfié Commission Report highlights: “The
U.S. government has access to a vast amount afatmn. But it has a weak system for
processing and using what it has. The system @&d'ne know" should be replaced by a system
of "need to share."” (2004, p. 24). Jumping fivangeforward to the aftermath of the failed 2009
Christmas Day bombing commented above, Congresswdaree Harman made the following
comment (2009, Dec 30):

As an author of the 2004 Intelligence Reform Adtave been saying for years that better

information sharing is needed and turf cannot bBjesly guarded. That Act set up a process to
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transition from a fieedto know' to a 'heedto sharée' culture, but the Christmas bomb incident is

evidence that we have much work to do.

The call for change originates from the United &aand was first and foremost a finger pointed
at U.S. intelligence and law enforcement agenagadinly with homeland security. Lately it has
however also emerged in the context of ongoingittealoperations. In Iraq, a former
commander of Multi-National Force — Irag (MNF-l)eeral David H. Petraeus through his
Counterinsurgency Guidance directed: “Operate ‘Oread to share” rather than a “need to
know” basis; disseminate intelligence as soon asipte to all who can benefit from it.” (2008,

p. 2). In Afghanistan, the present commander’slaiguidance is even more explicit on the
importance of interaction between the coalition #elhost nation security forces: “Live and
train together, plan and operate together. Shaeame battle-rhythm and information. Integrate
your command and control structures.” (McChrystatall, 2009, p. 5)

The real issue, all the way from 9/11 via Iraq fglfanistan, may be to identify more exactly
what friends and partners alike need to know —agans to an end — rather than to replace it
with a “need to share” culture that sounds more &k objective in its own right. Few would
argue that intelligence capacity, methods and ssuias well as sensitive information, suddenly
have lost their vulnerability or need for proteatidJsed as a means, a recognized need to know
status does not remove the requirements for azgiayn or the preceding vetting filters, or any
other security measures for that matter. The chg#les to come to workable solutions in an
environment where partnering and enhancing theoigpat local security forces is required and
mandatory, but where the security risks are as hsghe host nation’s ability for proper vetting
and authorization are neglectable. To force a raoti@e identification of who need to know
could function as the longed for eye-opener angedfior change among intelligence operators

and custodians of information defences alike, amgla familiar concept.

Another point is that it's hard to measure sucoed®ld anyone accountable for a “need to
share” policy. Intelligence professionals could @ argue that they are sharing that which is
possible within the security constrictions they kvdt is further difficult to support a widely
interpreted “need to sharpblicy from a security official’s point of view. Eitask of getting

host nation individuals vetted and authorized &reiving large amounts of intelligence could be
insurmountable. The same goes for the partnerlgyatai securely hold and store such

intelligence. Based on their operational achievemand feedback it is somewhat easier to
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judge if they get what they need to know in oradesucceed and maintain adequate force
protection, both for themselves and for the caatlitroops with whom they cooperate. The
multinational forces’ ability for intelligence shiag is thus to a certain extent dependent on a
coherent recognition and judgement of what the hasbn partners need to know in order to

perform their duties or execute their missions.

3.4 The Multinational Force
The organization of a multinational force will aftats internal coherence in different ways and
on different levels, including its ability for idtgence sharing. As established above, the
research will focus on the multinational aspectmt#lligence sharing to include the coherence
and compatibility of policy, procedures and infotroa systems between the different troop-
contributing nations as well as on existing mutétal intelligence frameworks. In order to better
understand the complex multinational dynamicss useful to separately examine each
organizational level of the force, from the lowtsttical level to the force headquarters before

discussing multilateral frameworks for intelligermoperation.

Not all components of a multinational force areatyuengaged in truly multinational
operations. As will be discussed below, the loeatl is often characterized by nationally
homogenous units that answer to their own pecpbécies and regulations as much as to the
alliance or coalition headquarters. Such units gadmlaterally with the host nation and share
intelligence in accordance with pragmatic natigr@icies. This is not to imply that intelligence
sharing is unproblematic on a bilateral level cgrewithin a purely national context. In his
thesis on American lessons from the Phoenix Profrdoring the Vietnam War, Lieutenant
Colonel Ken Tovo comments (2005, p. 10) :

[...] while senior leaders synchronized objectivethathighest level, organizations
might still be working at cross-purposes at lovexels. This was particularly true in the
intelligence arena, where organizational rivaloéen hindered intelligence sharing, as
agencies treated their best sources and critieakpiof intelligence in a proprietary

manner.

19 phoenix Program is the code name for a five yaag U.S. attack on the Viet Cong Infrastructure (Mdliring
the Vietnam War. VCI were clandestine operativesdj within the South Viethamese society and sufipgthe
Viet Cong and North Vietnamese units in the field.
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To understand how intelligence works in a multioadl setting it is also important to recognize
that most headquarters practice certain compartateation of analytical responsibilities. Some
analysts have functional responsibilities; for amgte for counter-narcotics or insurgency
funding, and some have geographical responsilsiieere they more holistically cover the
situation within the operational boundaries of on@ few subordinate commands. The result is
that individual analysts within a single staff sectinteract with, and depend on contributions
from different intelligence collectors and natio@ten geographically oriented analysts in a
superior headquarters are from the same natidmgs)riake up the majority of the subordinate
headquarters within the analyst’s area of respditgjlibut not always. Likewise, functionally
oriented analysts are often from nations that te&d in, or put special emphasis on a specific

problem area, but not always.

3.4.1 Forces in the field — coherent but geographic  ally fragmented

Forces in the field that engage in partnered omaraiare typically nationally homogeneous, or
they have embedded smaller detachments from omeow rarely a few other nations. One
result of this set-up is more bilaterally orientetglligence relations with local host nation
forces, something that falls outside this studgliszuss. Even so, to appreciate the web of such
bilateral relations is important to understanddbmplex dynamics of the sharing environment
in a setting like Afghanistan. These tactical laweits are typically organized in brigade or
battalion sized task forces, each assigned a geloiged area of responsibility that most often
coincides with the host nation political boundariescounterinsurgency operations a common
operational technique is to conduct so-called ComatbiAction between coalition and host nation
forces where small detachments down to platooven squad level live among and provide
security to the indigenous population (Joint ChadfStaff, 2009). Such units have modest

intelligence staffs and also more locally definefbimation needs.

Some units, like Provincial Reconstruction Tean®RTPin Afghanistan, focus as much on
enhancing local governance and development aseoseiturity line of operation (NATO, 2008).
Consequently their intelligence needs are widemn tygpreciating hostile capacities and
intentions™ A common denominator for all tactical level urigshowever, that they are the ones

most frequently placing soldiers at risk. Evenutterity in the form of operational control is

1 See for instance Peter Dahl Thruelsen’s (20087 precommendations for the S2 (intelligence) stafftion of
the ISAF deployed Danish Battlegroup embedded skTrce Helmand of Regional Command South.
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transferred to the commander of the multinationedd, their sending nation will continue to
have a vested interest in both their use and safety

The combination of nationally homogenous units exgplicit demands for force protection are
precisely why intelligence sharing often becomesezand sometimes also more unrestricted at
this level. When partners team up for interdepenhdembat missions their success and survival
rely on a common understanding of the battlefiiitklligence sharing will therefore be handled
bilaterally and in as pragmatic and practical a mearas possible within national rules and
regulations, putting a premium on mission accorhptisnt as well as shorter and longer term
force protection. But even at this level the keydvis trust. Experiences from Vietnam (Tovo,
2005) proved that the South Vietnamese securitefowere infiltrated by the Viet Cong at

every level, leading to curtailment of combined r@piens and intelligence sharing.

Units in the field are typically supported by fomdaleployed national logistics, and by reach
back systems for administration and informationpgwpwith all communication conducted in
their own mother tongue. These “support” channetsige strong national control over the
utilization of force contributions, and the infortime systems and procedures reflect national
policy and capacity also in the field of intelligenand security. In sum this makes up a web of
what could be described as pragmatic nationaldititi approaches supported by separate
policies, capacities and information systems. Qigher organizational level this complex web

meets with a universal command requirement foraunifty and transparency.

3.4.2 Regional headquarters — less coherent but reg  ionally more independent

Regional headquarters are as different as thadriaéions, but they are all in the front line of
facing the challenges ingrained in multination&tiligence sharing. Between units in the field
and the higher level coalition headquarters, thdenopost cold war intervention or peace-
keeping force typically deploy multinational headgers with regional responsibilities. These

are commanded by a lead nation that normally aiswiges the lion share of troops and
headquarters staff. In Afghanistan a total of figgional headquarters have been established; RC

Capital on rotation between Turkey, France ang;If&C North led by Germany; RC West by

12 See also Angela Gendron’s discussion of poliiegisitivities and national interests in the contéxntelligence
ethics in peace support operations (2006, pp. B83-1
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Italy; RC South, so far on rotation between Can#ttaNetherlands and the United Kingdom;
and finally RC East led by the United States.

In such fixed regional settings the incentivessareng for the lead nation to deploy and
maintain solid intelligence support; both in thenfioof assets assigned to the multinational force
and nationally controlled ones. This “lead natiaydr” will place itself on top of the local web
of national battlefield approaches described aband,it will reflect the inherent differences in
capacity and policy between the lead nations. Bezafithe multinational manning of most
regional headquarters the lead nation cannot dtypiically not impose its own information
systems on the staff, but they will run them ingblat. The recognized information systems will
be those supplied by the lead nation or allianod,the manning of the headquarters and its
intelligence staff will be along the same linestasse described for the force headquarters
below. The exception to this norm is where theargs led by the U.S. Their headquarters and
subordinate regional forces tend to be more hommgethan others, and they are typically run

on national American information systems.

This regional set-up that is based on a local Wdblaterally oriented relationships produces
tangible geographical differences with respechtelligence coverage and capacity. To some
extent the force commander can counter this by ipponent of force level assets, but huge
differences will remain. More relevant for this &gy however, are the openings this regional set-
up creates for differences in policy and practiedated to intelligence sharing. The

multinational force and the emerging host natiacuséy forces therefore have to expect and
adapt to quite extensive regional and local difiess.

3.4.3 Force headquarters — as coherent as its frame  work

It is the commander of the multinational force whwithin certain limitations, determines policy
for intelligence sharing, and it is his headquartbat promulgate procedures, processes and
facilitating mechanisms for such sharing. High lesaalition headquarters in the NATO chain

of command are truly multinational, manned anddgdtaff and high ranking officers from
different nations on rotation. How, and by whattegsthis rotation is managed differs from case
to case, and also over time. In ISAF the commaaddrsome of his key officers has now been
permanently assigned to the nation with most “boatghe ground” — the United States. The
other participating nations will, however, makesstirat they are represented with both leaders

and staff commensurable with their national contitns. This is in theory also the case for
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intelligence professionals. However, with only @ fexceptions all intelligence positions have
up to now been manned by NATO nations. The reasothis is that the main information
systems have been supplied by NATO, and theseustnera&zed for NATO access only. In
coalition operations outside NATO the informatigstems will typically be supplied by the lead
nation, and the intelligence staffs will emanatarirthe same — or in the case of Anglo-Saxon
led operations, from one of the “five-eye” courdgr(see paragraph 3.4.4 below) authorized to

access specific domains of those systems.

For intelligence collection and analytical suppbe force headquarters to a large extent depend
on reach back to the participating nations, arntiéncase of NATO operations also to the NATO
chain of command. For this reason and purpose, rofine nations will be represented on or
near the headquarters compound by a National iggelte Cell (Joint Chiefs of Staff, 2004, p.
IV20). How this greater in-theatre intelligence camnity functions, and how nations engage
and support the multinational force will influenite headquarters’ ability to produce relevant,
timely and reliable products and to cooperate é&ffely with any third party, including the host
nation. An environment distinguished by differenoesational policies, regulations and caveats
will induce doubts and restraints in the mindsndélligence producers, something that would
impact negatively on both the timeliness of repartd on information security. Even those
smaller states that Gendron denotes as “free fidadsthat in her words contribute “very little if
anything to its [the peace alliance] effectivenesai help overcome some of these hurdles by
displaying positive sentiments and forming “regioc@alitions in which intelligence is freely
shared [...]” (Gendron, 2006, p. 171).

In NATO led operations there are multitudes of infation systems at work, especially at the
force level, but also at regional levels. Natioimatlligence Cells utilize their own systems with
air-gaps or firewalfs to the multinational systems. Intelligence colbestoperate on highly
sensitive national or NATO systems with air-gap$irewalls between them, and with air-gaps
to the less sensitive systems that analysts ugeinwork. Analysts on their side can use either
“NATO secret” or specific “mission secret” systemish firewalls between them, while many
Americans in addition will depend heavily on theational SIPRNET (Secret Internet Protocol
Router Network) with air-gaps to NATO systems. Ascdssed above, all these systems require

13 Air-gaps between information systems indicate thatsystems are physically separated and thahdatto be
transferred manually between them. A separatiofireyall on the other hand indicates that the systare
connected, and that they are able to exchangepéatiing the right “keys” to the firewall.
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different authorization and seen together they adplay a huge variety of security markings —
both officially sanctioned and some more pragmaid context dependent. This layout
necessarily complicates the production of relea&spldducts and it arguably represents one of

the biggest obstacles for intelligence sharing.

3.4.4 Multilateral frameworks for intelligence coop  eration

As intelligence cooperation between states is alfyiexecuted bilaterally, there are few real
multilateral frameworks or “intelligence clubs” @xistence. However, one such transnational
club dates back to the Second World War and trias@sigins from the close intelligence
cooperation between the five English speakingsallles., UK, Australia, Canada and New
Zealand (Born & Leigh, 2005). From this relationsteveloped what Herman (1996) describes
as the “UK-US (and Old Commonwealth)” model basedh® intelligence community with
separate collection and analysis agencies, depatd@ihdefence intelligence and some sort of
community assessments forming “a natiayatem]|...] to be managed as a national resource”
(Herman, 1996, p. 27). The similarities are thggbr than the differences between the five
Anglo-Saxon countries that are included in thisnfesvork.

This successful wartime cooperation became pernmavidnespecially signals intelligence
integrated to the point of common manning and amlyhe relationship is further underpinned
by “[...] comparable national security practices deppented by special agreements for the
handling of intelligencethese include formal limitations on what can besegsoutside the UK-
US-Commonwealth circlgny italics]” (Herman, 1996, pp. 210-211). Thisvé-eye”

community obviously simplifies intelligence coop@ra between the designated nations, and
could in theory help to facilitate sharing alsowather partners, including the host nation. The
reverse effect is that it brings about a sensdaskalivision among coalition members of being

“inside” or left “outside”, something that does resthance cooperation and sharing.

The other multilateral intelligence framework wontientioning is composed of the NATO
alliance itself. Over the last 60 odd years it iegeloped to a mature and proven undertaking,
with some probably arguing fixed and inflexible @auncracy. The NATO framework does not

employ much in the form of organic collection assand is therefore mostly based on its ability
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to receive, handle and share large amounts ofmdtintelligence outputs. With regards to
security, Herman notes (1996, p. 364):

The NATO system included multinational intelligerstaffs, but always had the insoluble
problem of protecting fragile intelligence sourégesa multinational environment. [...] nations
judged their most important national intelligenodé too sensitive to be put into NATO in this

‘official’ way.

Also this framework leaves some “inside” and otlfergside”, something that was briefly
discussed above with the composition of the foemdquarters and manning of the intelligence
staff. For practical purposes this implies thatittielligence community of multinational forces
is divided into four ascending “access levels’stfihe grand coalition with all troop contributing
nations; then the NATO members; then the “five-eg@hmunity or derivates thereof; and
finally the national level with established or agklbilateral relations. Add then the host nation,
and these five levels could be described as thé&matibnal variant of Sir David Omand’s
“concentric circles of trust” (2007, pp. 120-122he wider coalition community is supported by
a “mission secret” information system, NATO membaysa “NATO secret” system, and the
five-eye community by access to shareable domdinatmnal systems — all utilizing the
English language. Finally, each individual natisrsupported by national systems in their own
mother tongue. So far, dissemination of intelligeta the outermost fifth circle or host nation
has been “air-gapped” to them in the form of docatsmer, more frequently, through verbal

communication.

Even during the Cold War when the alliance was namohller than today and its member
nations perceived an existential threat, intellggeaxchange was hampered by a lack of trust in
the wider NATO community’s ability to keep secrdtstoday’s environment, with interventions
and peace-keeping coalition operations in so-cdtaed states, the action is further away from
home and most nations feel less existentially tieressd. This could lead both ways with regards
to their readiness for intelligence sharing. Somdd be willing to take more risks; including
sharing with the host nation, while others coutdeast initially, draw the opposite conclusion.
To operate with up to five concentric circles afstrthat is built on a web of pragmatic national
battlefield approaches and separate informatioteBysis by its sheer complexity counteracting

the very idea of intelligence sharing.
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3.5 Intelligence ethics

When Angela Gendron discuss intelligence ethiqgsegce support operations, she comments
that “a state’s failure to share relevant and tymedelligence is ethically indefensible unless
there are strong grounds for supposing that thathegaffects to the state or its allies outweigh
the benefits.” (2006, p. 170). Her remarks may @etpd towards the internal intelligence
sharing within peacekeeping forces, but they mastdually justified in situations where the
fulfilment of a UN mandate demands sharing alst wie host nation. She continues:
“Classifying and continuing to review intelligenagéth the object of facilitating sharing may be
a resource-intensive and complex procedure formzg#ons, but it is one which is necessary if

it is to fulfil its international obligations.” (d.70)

These comments must be seen in context with hearkenthat some members of the force may
anyway decide to withhold intelligence for theirrowational reasons, because they are
restricted by third party rules or concerned thairtinformation could be misused or not
properly protected. One such third party rule cdaddhat the intelligence in question has been
based on bilaterally received information, someghirat precludes further dissemination
without the originator’s consent. Examples of méasuld be that the intelligence is used to
enhance the standing of one of the factions inrmadenost nation power struggles, or simply for
tipping off criminals. As discussed above, the gctibn of sensitive information is neither
simple nor clear cut even in a developed countti @imature security regime. The reasons for
encouraging restrictive sharing policies are thaeefalid and the risks taken by more liberal

practices have ethical aspects and dilemmas aof dlagi.

Gendron’s comments raises at least two moral dilasifor those multinational staff workers

that are engaged in the production of releasalbddligence: (1) what to do in situations where

they judge that the intelligence on hand for défarreasons should be released to the host
nation, but where the source has classified itwag that prohibits its release; and (2) how much
they should let their own perceptions of the reicgj\party’s trustworthiness influence their
intelligence sharing practices. Based on earligculisions the textbook answer to the first
question is to withhold such intelligence until #@urce has been consulted, and to the second as
a minimum to make sure that the recipients “neddtaw” and that they have been authorized

for the classification level they receive.
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In a hectic operational environment where commanded staffs necessarily have to apply
some measure of pragmatic realism against bothestenmd longer term objectives, both these

answers could, however, prove insurmountable requents. Gendron notes that (2006, p. 170):

[...] sharing often takes place in spite of the rukber than because of them. Users in the field
may resort to ad hoc creative and discretionarysomes to compensate for the lack of formal

arrangements or to circumvent rules that are seéocarestrictive.

There are also other ethical aspects of intelligeard intelligence sharing. In their timely work
on oversight of security and intelligence servidgsn and Leigh discuss how a professional
code of ethics may help practitioners to “perfoha tespective jobs in a just and morally

satisfactory manner” (2005, p. 47). They continue:

To devise a professional code of ethics, and teraffining courses for intelligence staffers, is a
useful means to set, communicate and maintain amin level of shared practices among

intelligence employees.

To my knowledge none of the post cold war multioradl peace support operations has codified
intelligence ethics as part of their Standard OjeyaProcedures. However, it may be that a
simple code and associated training classes caljddvercome some of the limitations on
multinational forces ability to share intelligeneéh the host nation. Another discussion in their
chapter on International Cooperation concerns aajp@ with foreign intelligence services in
relation to human rights and especially torturer(B& Leigh, 2005, pp. 64-67). Agreeable to the
fact that international law does not discuss tleeafsnformation obtained by a partner state’s
security services through torture, they anyway aripat it ought to be forbidden. A question or
dilemma that might materialize for analysts abowtare intelligence is thus whether that piece
of information could lead to somebody being captuaed then tortured. However important
such ethical considerations are, many would argaethey should not impact on decisions to
share intelligence. Arguably the Security SectdioRe with its education and training
programmes and similar initiatives are better suiteechanisms for promoting basic human

rights.
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4 Recognized challenges for sharing

The purpose of this chapter is to identify what FSAtelligence officers recognize as hurdles for
intelligence sharing with the ANSF, including hdwey understand the force’s policy and how
they practice such sharing. In order to explainchrext the chapter will, however, open with a
short review of recent high-level developmentsSAF, to include: (1) how its command
structure and partner integration has evolved;(@nh¢SAF headquarters recent history for
intelligence collaboration with the ANSF. Conformito a long established practice never to
reveal the identity of serving intelligence offisgeboth the name and rank of the interviewed
officers cited throughout this chapter have bedrsswted with aliases. Capt. Anderson, Capt.
Brown and Capt. Clark from 1JC as well as Capt.iBDand Capt. Evans from RC (N) are all
experienced professionals with a profound knowlealgs understanding of ISAF partnering and

sharing efforts.

4.1 Recent developments within the ISAF command str  ucture and partner integration
Upon arrival in Kabul early February 2010 it becastear that the top echelons of ISAF had

undergone dramatic changes since my departurene 2009. The former ISAF headquarters in
downtown Kabul had over a span of just a few mosfis in two, leaving a “four star”
Commander ISAF headquarters at its old premisesaralv “three star” headquarters at Kabul
International Airport. Responsibilities are divideetween them with the four star headquarters
led by COMISAF, General Stanley A. McChrystal, hiamgistrategic political-military aspects
of the ISAF mission while the three star headquardSAF Joint Command (IJC) — led by
Lieutenant General David M. Rodriguez is running-tiaday military operations through the
regional commands and Provincial ReconstructiormBe@ATO, 2009a). Also high level
partnering has evolved with Afghan liaison officéxam the three main branches of their
security forces; the National Directorate of SeguiNDS) charged with intelligence and
security; the Afghan National Police (ANP); and &kighan National Army (ANA) now
permanently embedded in 1IJC and seated in the Gmddioint Operations Centre — an area
where classified information is discussed and diggdl on a continuous basis.

ISAF’s higher level intelligence echelons have ugdee intellectual developments that are no
less dramatic. From quite recently being enemysaetite efforts are now brought in line with
the latest counterinsurgency thinking (McChrystaHta&ll, 2009), focussing on understanding the
Afghan society and its people. One effect of tthiargye is that open and other non-sensitive

sources of information have gained increased sagmite in the overall intelligence effort. Even
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the name-change of the all-source intelligence sha&pC from the traditional “Joint Intelligence
Centre” (JIC) to “Information Dominance Centre” @pbears witness to this mental
development. Embedded in this centre’s cross-fanatiteams are personnel monitoring
development and governance in addition to analgstsng at the more traditional security
issues. Overall, IJC seems to favour the term métion over intelligence as it better describes
the needs of counterinsurgency operations, andubeaais judged to simplify partnering and
sharing (IJC, 2010). The intentions and directioh®lajor General Flynn (2010) are obviously
taking hold.

Continual partnering is also establishing itselthivi intelligence circles. The fact that ANSF

will be permanently represented by a liaison offitem the National Directorate of Security in
the Information Dominance Centre is earth shattgian a multinational command bound by

rigid NATO security regulations. What can easilyrbiself into the mind of someone with

former experience from NATO headquarters and matitomal operations is the mental picture

of a senior Afghan police intelligence officer thgimeeting with a non-American analyst under

a 40 inch plasma screen displaying the SIPRNETessi@ver. This is not to suggest a lenient or
senseless treatment of sensitivities, but the Acaes are leading the way — and they are serious.
In this pragmatic euphoria of change and partnprnsig tempting to call to mind those basic
purposes of protective security; the protectiooagacity, methods and sources (and some

would add intentions). Not all information can dosld be shared.

At the time of data collection in February 201@&rthwere advanced plans for embedding ANSF
officers also in the Combined Joint Operations @eat RC (N), but there were no immediate
plans for ANSF representation on the intelligertedf sCollaboration between partners was still
conducted through liaison arrangements involvirffprint sections and officers of the Regional
Command with respective Afghan counterparts. Tldst Marshal kept in contact with the
ANP, the HUMINT community with the NDS and the iligeence leadership itself with the

ANA. RC (N) also kept a traditional organizatiomabdel for the intelligence staff, focussing
mainly on the opposing insurgency forces. The contead, however, recently established a
new staff element in the form of a multinationakliigence Fusion Centre employing many of
the same cross functions as 1JC’s Information Dam@e Centre. In many ways RC (N) seemed
to be a small organizational step or two behindklabul developments, but in some areas at
least catching up and preparing for more continygartnering and sharing. It is fair to say that

in February 2010 the higher command level was gssing steadily from a “we and them”
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perspective to “us” and that the regional commaad about to leave the starting block on the

same journey.

4.2 ISAF headquarters history of intelligence colla  boration with the ANSF
Partnering between ISAF HQ and its opposite ANS&dhearters is nothing nettAlso under

the former Commander ISAF, General David D. McKarnthis effort was seen as vital for
meeting the mandate, and as condition for thestvategy. Staff sections and individuals were
encouraged to partner to the fullest extent possdnid had to keep meticulous records of all
their ANSF interactions. A number of regular ventaerseciprocal sharing of intelligence and
information were also established, and some leatetstaff officers from both sides grew to
know each other quite well. As long as people ditivwmork together on a regular basis or had
access to common information and communicatioregsysthere were, however, limits to how
far this type of partnership could be stretchedadt, it turned out to be harder than expected to
get people and staff together on a scale that wmalke a noticeable difference. Something

more had to be done in order to get partneringcageration on the right track.

It was therefore decided to station ISAF liaisoficefs within ANSF headquarters operation
centres and in 2008 also to establish a commooeo$fpace within the confines of the Afghan
National Military Coordination Centre in Kabul fptanning purposes. This entity was known by
several names, but the most common was “Joint Pigrperation Centre (JPOC)". The
building itself was financed by American money, @naas fitted out with a combination of
NATO and American sponsored equipment. The cenagpermanently manned by ANSF
planners, and it had separate office spaces withsado classified systems for ISAF planners
working there on a semi-permanent basis. The JR@Aity was certified to NATO security
standards in 2009 and a handful of the Afghan effiavorking there were subject to vetting for
proper ISAF security clearances and future authtion for access to classified ISAF areas and
information. However, due to the lack of publicasts and other difficulties with establishing
their past, this turned out to be a long-lastinocpss.

The problem with especially the ISAF part of th®©@Pduring the first year or so was that it
almost developed into a “state within the statethvitls separate agenda working around and

4 This short historic account has been establishidigh conversations with two intelligence offictirat were
central in the partnering process under generalikftién and also in standing up the Joint Plannipgr@tion
Centre (JPOC).
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outside of the normal ISAF staff, and sometimepkegethem in the blind. Their relationship
with the Afghans developed impeccably throughoutMath a tendency to separate the two
partner staffs instead of bringing them closer tioge The reasons could be many, possibly
including a sense or relief within the core ISA&fsthat partnering was now firmly taken off
their shoulders and borne by the overwhelmed JR&€ €onsequently, the intended “jump-
start” only worked for those inside, and they wkaidy overworked already. Then, in June 2009
General Stanley A. McChrystal and his team turngdadding a new momentum to the

partnering efforts.

4.3 Communication and the use of interpreters
The first findings of this research relate to comisation challenges. Very few if any of the
analysts in either IJC or RC (N) speak Dari or Rasdnd their ANSF partners’ command of
English is not much better. The use of interpreitetbus unavoidable. To translate a text or
verbal communication is in itself difficult. Thedral meaning of certain words and phrases
differ in different languages and cultures, andrpoterpretation could twist both the literal
content and the intended message of an intelligprastuct. When Capt. Brown looks at
information provided by Afghans, he occasionalhdf that “whenever you look at it in English
it really doesn’t make much sense. So I'm assursinglarly going back into Dari.” As in all
human interaction and maybe more so in armed @b@aftid counterinsurgency operations where
public perceptions are imperative, the consequeoicesor translation and interpretation could
be grave. Since “the ultimate object of intelligens to enable action to be optimized by
reducing ignorance” (Omand, 2007, p. 99), the cguseces could be haphazard at best and

even lethal at worst. Capt. Anderson is clear wieesomments the use of interpreters:

No, that’s probably the weakest link we have rigtsv. Because we depend on translators
translating our intelligence into Dari, so depegdim the skillset of the translator, he could

actually get the right meaning, or the wrong megnin

He then follows up with a couple of examples fromdwn experience. The first one is about

the differences between mines and Improvised Ex@d3evices (IEDs):

We used to think that the Afghans didn’t differaiei between mines and IEDs — [that] they call
them all mines. That's not true, except the intetgar can’t pick up on the difference or just the

other word the Afghans are using when they defenites.
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In a situation where IEDs are the number one kdfezoalition soldiers this difference is not
trivial. The other example could at first seem aitrftumorous, but that is only until one realizes

how extremely delicate any interaction with Afgh@omen are:

The English word is metal detector [...] the Dari ditihhey use is wooden baton. So the actual
paragraph said: ISAF and ANSF forces will searchdies with a wooden baton. Obviously that

doesn’t work.

Both these examples are from the translation ofid@nts, but also the use of interpreters
during meetings has its challenges. After obseraicguple of meetings between Afghan and
ISAF partners it is clear that the use of integn®has not been properly rehearsed, either by
Afghans or by the multinational staff. The challeng even bigger for those with English as a
second language. Sentences and statements beanfoag@and complicated and they cover too
many topics before the “terps” get a chance tosteda. Many also keep eye-contact with the
interpreters rather than their partners makingath@sphere less personal than could otherwise

have been possible. Except for this, the meetirge Wweld in a positive and friendly tone.

4.4 The problem of circular reporting
The danger of circular reporting is something thaibles intelligence professionals in their
guest for corroboration of developing intelligeqreducts. Lacking or inadequate mechanisms
for precluding such inputs from the intelligenceleytherefore complicates production and,
because of the resource drain on analysts, itliafsts the appetite for intelligence sharing. The
problem with circular reporting and information aening is considerable in ISAF even before

the host nation makes its entrance into the igetice cycle (Sterzer, McDuff, & Flasz, 2008):

Circular reporting will always be an issue in theelligence function. One single event can and
will be reported in a dozen different products [and then re-reported yet again in the near
future. Furthermore, because there are few staizgargroducts and templates for modern
counter-insurgency (COIN) agreed upon by all thigona contributing to ISAF, some
organizations omit to put the source of the infdiorawhereas others rewrite the information
itself (occasionally with mistakes or changes). &om@nalyst, this is a major problem to say the
least. The screening process of the informationedkas its analysis requires an immense

amount of focus and crosschecking, taking time ¢batd be better spent on more vital tasks.
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A single-source piece of information or intelligenmould be extremely valuable, but most of the
time it has to be confirmed by other sources bediotemmander is willing or procedurally able
to take action, especially if there is a dangerctilateral damage. In a setting like Afghanistan
the concepts of corroboration, confirmation andwdar reporting is probably best explained
through the use of artificial, but illustrative bdexamples. The first could be described as “ideal
world — by the book™:

A few hours ago a human intelligence team from I$&¢eived a tip-off from a friendly source
mentioning a new large-bore machine gun being liestan the roof of an abandoned building
close to a village road sometimes used by ISAFANMSF convoys. The team made their report
and passed it up chain. Finally, it reaches thaligence centre that judges it not to be very time
sensitive, but anyhow starts the process for cowiton by cueing other collection assets.
Imagery comes back with a clear picture of an @dh anti-aircraft artillery piece, and signal
collectors report new and weapons-related insunggaasmissions in that cross-bearing. The
initial report is now corroborated by three diffiersources, and everything is collated and
assessed into a finished (and thus confirmed)ligeeice product. The next stop for this piece of
intelligence is the Joint Targeting Working Groapd after a thorough targeting process
precluding the presence of civilians, a laser giiidemb destroys the gun without causing

collateral damage or civilian casualties. That’shiea perfect world.

The second artificial example is illustrative aituation where the analyst’s job becomes more
difficult because of circular reporting:

Local citizen A has for years seen himself as itpetiul heir to the job as police chief in district
X, but was for political reasons passed over btadiscitizen B. Citizen A has never come to
terms with either citizen B or the sub-tribe heresents, and is looking for a way to get rid of
him. The opportunity presents itself during a lavedeting between Afghan security officials

and ISAF. He accuses the absent police chief oigoedrrupt, and supports it with a plausible
explanation. Both ISAF and Afghan officials takde®and walk away. The ISAF representative
compiles his report to the regional command andaspoally mentions the incident. One of the
Afghan officials decides to do some superficialdstigation on his own, and happy with the
results he distributes his report up the chain. @eek later, in a regional meeting, an Afghan

representative hands over to ISAF a report abaotapt police chief in district X. An ISAF
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analyst runs a database query and pulls out thk aldeeport. Is this the corroboration he needs
to confirm corruption? Maybe not, but the regioo@amnmand anyway decide to include a short
assessment of the two reports in their daily regfiantelligence summary. Then the same
happens again at the next higher level. The origindhis case fake report has been given a new
spin at each level by both partners as it crisss®s its way up the chain, and only a thorough
criminal investigation can now confirm or deny wirathe end looks like confirmed

intelligence.

Even though the interviews and conversations missétkentify circular reporting as a major
obstacle for sharing, Capt. Clark alluded to it whe stated:

We have a good environment for information sharight now. But it is not entirely coordinated.
[...] So, person A in ISAF may feed information oryrshare information with an official in
GIR0A who in turn shares that information back ¢éogon B in ISAF as if it is information that

belongs to the Government of Afghanistan.

Similar concerns are vaguely expressed by thdiggeake leadership in RC (N). Looking at the
problem from a slightly different perspective thteymetimes uncover that the same basic
information or intelligence trickles into their $gm from different host nation organizations, and
that some of it also has what they describe astadi‘'sensational” or inventive twist — perhaps
pointing to a certain unhealthy competition betwtesm for attention. It does not take much
spin on information to make it hard for analyst@teclude circular reporting. Capt. Brown
comments that in order to reduce this problem yeedrto look carefully for similarities, keep
open communication with the originator and metioslg source all reports: “But is it something
that will happen? No doubt about it. | think it llnlappen [...] a lot of times.” In the extreme,
false information could be used by competing Afgfaations to play the international force.
Inventive modes of circular reporting would in tlcase be used proactively to convince both
Afghan and ISAF intelligence staffs that they hgeé enough corroboration to conduct
conclusive assessments that in turn could leaddisgriminate action. In a worst case scenario

this could lead to the targeting and killing of azent civilians.

4.5 The burden of secrecy and related security conc  erns

When asked to elaborate on ISAF policy for shatirggthree 1JC officers seem quite confident,

at least about the general gist of it. Capt. Anolersmpathically responds “write-to-release”,
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indicating that analysts should concentrate on ntaktleasable products. The two others open
with describing what classification level the Afgiszouldreceive and by what methods the
dissemination may be executed. All three demoresaaitrong support for partnership and
intelligence sharing and believe this is the wawhrd. Capt. Clark emphasizes that ISAF has
come a long way in this direction only during hi®g stay. They, along with other intelligence
analysts in the Information Dominance Centre, h@avdéecome more uncertain when later
asked if they had seen the actual paperwork, oreMioefind details about procedures and
processes. When asking Capt. Davies of RC (N)dheeggeneral question he opens with stating
that “the policy is given byJC in respective FRAGOs [fragmentation orders]hjah is

objectively correct but that on the other hand dontlicate a more distanced position to the

challenge.

Capt. Anderson’s immediate concern is what typeetting process the Afghan recipients of
ISAF intelligence have been subjected to: “Thers never a [...] supporting document that
explained to the analyst how the ANSF staff wertteek” His point goes straight to the heart of
protective security where the holder of intelligernas certain responsibilities with regards to its
dissemination. In his mind the Afghan authoritiesénbeen introduced to security formalities
like vetting processes and “need to know” policlag, all three officers are ignorant about how
the Afghans execute these procedures. Consequbkatgnalysts do not know if their opposite
ANSF numbers are properly vetted and authorizeddeive the information they are presented,
and have to take it for granted that they aretérlturns out that ISAF and Afghan authorities
are addressing the vetting problem with adaptieegaures fitting to the local context. At least
all the Afghan officers that are embedded in ISA&dguarters have undergone such screening

and are authorized.

When discussing release authority the three IJiCevff agree that ISAF may release information
and intelligence up to the ISAF SECRET level to@wernment of the Islamic Republic of
Afghanistan (GIRoA), and that there are three foofndissemination: document release which
means handing over a document in English or tréesska Dari; information display where the
information is visualized for the partners durinmeeting, but with no copies handed out; and
verbally during partner meetings and discussiohs. fWo last methods turn out to be the
officially preferred ISAF way of sharing. In Caj@rown’s words: “you can show them some

intelligence things back and forth but most oftilee it is through verbal communication.” His
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remark is also valid for RC (N), were most of tharsng is done through verbal communication.
Sharing of documents is more infrequent and uskaibt at a lower classification level.

During follow-up conversations it is establishedttreleasable documents have to be marked in
a special way: “NATO/ISAF [Security classificatioREL GIRoA” or “NATO/ISAF [Security
classification] FOR DISPLAY ONLY GIR0A”, and thabe¢y have to be disseminated through
the Theatre or a Unit Disclosure Offit&for review and recording. To follow these instians

is, however, a problem for RC (N) as they do natehihis function manned. Capt. Davies
laconically confesses: “So we face a problem, comiog that. So there is no basic, no routine
exchange of written products, so far”. A quick quef the main NATO database for finished
intelligence products reveal that less than 1%efarchived ISAF related documents from 2009
carry these classification markings. Even if thecpatage could be expected to increase
somewhat in line with the higher emphasis on slgartrunderscores that most intelligence
collaboration is done verbally.

Capt. Anderson accentuates the problem with sgamarkings when he states: “There are no
such things as “ISAF SECRET Releasable to GIRoAdjdating that such a marking has been
in use, but that it is not an authorized secutiéggification (as a matter of fact, it lacks therevo
NATO). This exemplifies the confusion that surrosirtassification markings and caveats. It
could sound like nugatory semantics, but it represeeal uncertainty and frustration amongst
analysts on how to extract and make use of intllig protected by a multitude of different
security markings for their partnering and shapagposes. This frustration leads one of the
survey respondents to demand: “Ensure proper ngsland information is used within the
markings.” Capt. Anderson continues: “So you havevtite your own product and try to figure
out what is classified and needs to be protectadiywdhat isn’t or doesn’t and draft your
document like that — and you can share it.” Thigtsoa finger to those that do not follow
NATO (and ISAF) standards, including classifyingdments paragraph by paragraph and

indicating what can be released.

Another problem related to security classificatiansl sharing is highlighted in two survey
comments, one of them emphasizing that “over diaaion tends to inhibit information

sharing.” This alludes to a known tendency amomgstligence producers to tilt against over-

!> These functions are tasked with supervising amirobing the dissemination of classified infornmatiand
intelligence outside the alliance or coalition coumity.
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classifying their products, be it for uncertairttymake sure it has got enough protection,
because of laziness or just to secure attention thee users. Classification markings are not
only used for protecting sensitive information, batHerman notes (1996) also for enhancing
intelligence influence and as “departments’ badgesmeans of protecting and extending their
territory.” (p. 93). Capt. Clark, however, obseragsositive trend in ISAF where classifications
are pushed down to the lowest level possible iriotal facilitate sharing.

An illustrative example of the confusion causedsbygurity markings can be found in the NATO
classified e-mail system. When starting a new d-thaiuser is challenged to choose a security
classification with releasability annotations franpull-down menu of standard and officially
sanctioned labels. This list is growing longer a#sT® engages in new operations and with more
official partners, like e.g. SFOR, KFOR, ISAF ahe Partnership for Peace or Mediterranean
Dialogue programs. The classification markingstaem used as keys to the firewalls against
other information systems. However, in February@iere were still no labels annotating
releasability from NATO or ISAF to the host natigBtRoA or ANSF. Even if this has had

marginal practical consequences so far, it addseancertainty and frustration of analysts.

When discussing the problem of classification magkiwith other staff, and after searching the
systems, it turns out that ISAF HQ has producedrestte documentation on both policy and
procedures for how to share intelligence and infdrom, most of it dated throughout the second
half of 2009. Amongst these documents are classific guides and SOPs for information
release and cooperation as well as clarificatianawhority for sharing. The problem may be
that people are overwhelmed and that theory tataineextent is counteracted by the different
but anyhow legitimate practices in use. A persanguthree different information systems soon
finds that he has to adhere to three differentdsteds for security markings, and he will receive
even more from troop contributing nations that cynwath their own national standards. A
simple task that in a hectic operational environns&iould have been undemanding could soon
turn into protracted detective work with continuesfjotiations between analysts and those
contributing the intelligence. When discussing leogcks for sharing Capt. Brown suggests
that: “It’s [the whole process] just time consumihthink that is probably the biggest
constraint”. In his mind uncertainty can spur astyto turn to what they know best — their own

national markings and caveats.
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Capt. Anderson’s statement on how he produceslgasable products must not be interpreted
in a way to suggest that analysts are ignoranéadirsty or moral dilemmas; they are not. They
understand all too well the requirement for praterintelligence capacity, methods and
sources. They also acknowledge the overriding pi@c¢hat release of classified information is
subject to consent by the originator. A consequenhed this is that some analysts find it easier
to write their own releasable products bottom ungl keep them on an unclassified level.
Anderson continues: “That really means you areingian unclassified document.” This takes
time, and it could hinder the sharing of critiaaflarmation. Capt. Clark also alludes to this when
he suggests: “If analysts don’t know what they lbang to the table, then I think they are more
reluctant to bring anything”.

When asked about major security concerns and debaittlenecks for sharing most of the
officers highlight dismal Afghan security standar@gspt. Davies laconically summarizes this as
“the holes in the ANSF where information is meltegay.” Capt. Clark’s tone is more
diplomatic when he judges that “you can never b&gddrcent sure that what you are giving to a
government official will not end up in a place wlérwas not intended to be.” Capt. Anderson
on his side delivers a straight shot: “If | haveraduct in my hand, and | get to the Afghans
there is zero degree of certainty that it is gambe safeguarded and kept”, and further: “The
safeguards aren’t in place with GIR0A.” This is ke up by survey comments mentioning
experiences of leaks where insurgents have beert@pkevent or more effectively counter

ISAF operations.

What worries analysts most is apparently a diffeAdghan tradition and culture for handling of
sensitive information as much as deliberate le@ks.examples they mention are leaving
documents in places for others to view or grabalad uncontrolled access to meeting rooms.
Capt. Clark exemplifies the last point: “You dokitow what he [the servant] is overhearing
[...]”. He continues with mentioning a more traditadrsecurity risk: “Third party intelligence
services may be active within the country.” Theserigs will not surprise anyone, and they are
most certainly calculated into the risk of enhanskedring and partnership. Partnership and
information sharing are so vital for the counteungency strategy that the generals are willing to
accept much risk.
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4.6 Multinationality and ISAF coherence

Some of the more important restraints for intetige sharing that stem from multinationality
have already been discussed under the secrecy &dmive. The multitude of different
information systems and associated security maskimgduce insecurity among intelligence
professionals tasked with partnering and shariihg. dreferred system in Afghanistan is the
mission specific “ISAF secret” system, but the peabwith that in Capt Anderson’s mind is
that there are not “a lot of ISAF secret terminalthe United States, or in Norway or in Britain
or wherever.” That means that intelligence readakha the force contributing capitals, either
directly, or more commonly through the Nationakligence Cells have to go via national
systems, either through firewalls or manually a@ped. This form of communication
counteracts both timeliness and relevance of ig&gice in a fluid operational environment. It
also contributes to the effect of writing on a l@gkthan necessary classification level because
reach back analysts tends to use national classdit markings without thought for the wider
in-theatre sharing needs. Capt. Davies feels tiimstde-effect of traditional intelligence
stovepiping best can be overcome if “everybodyaskmg on one system, and ISAF secret is

the system which has to be used”.

The security markings that each nation applietstintelligence products mirror national caveats
and differences that contribute to the complicated of dos and don’ts for tested intelligence
professionals. Capt. Anderson cites one of the raptreme variants of these caveats that have
been presented to him personally: “We will not aske anything to Afghanistan.” The discussion
of national caveats is in itself sensitive, anddanto details or comment on specific nations is
not possible in an open study. When pushed a lbihymf the analysts however acknowledge
that there are big differences between the nabonsow they look upon and practice sharing.
As one survey comment puts it: “National level irstgencies do not share intelligence
effectively. These nations do not write most ofrtfieaished intelligence production for sharing
with ISAF and rarely if ever GIR0oA.” Such caveatslalifferences manifest themselves already
at the lowest tactical level where some of the Pi@al Reconstruction Teams in Capt.
Anderson’s mind are “prevented from getting a chseking relationship with say their ANP or
ANA partner”. The resulting differences then reflen the regional commands where according
to Capt. Brown, some of them “are a lot betterhatrig information than others.” Such
observations are supported by earlier findings (Baw & Dale, 2009, p. 17):
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An additional challenge is information flow amor®AlF participants. [...] Constraints on
information flow may include the use of differentational and NATO—communications
channels, linguistic barriers, and some reluctamcthe part of some countries to share

information perceived to be especially sensitive.

Another sensitive issue is created by the multitdtetelligence frameworks and “concentric
circles of trust” that are presented in chaptérise staff members that come from a non-
NATO country (but still ISAF troop contributing naih) will not even be allowed into many of
the intelligence staff's workplaces. They simplgkdahe authorization to work in an
environment where higher classified systems lilke"MATO secret” system are present. Also
NATO members outside the Anglo-Saxon “five-eye” coumity (or derivates thereof) are
restricted from accessing certain areas, and otofhare national facilities and bilateral sharing
arrangements. The fact that the overall intelligecapacity increases dramatically the closer to
the centre the analyst finds himself does not teekdleviate mistrust and the feeling of being
“inside” or left “outside”. Capt. Davies goes as & he can when he states: “Like in every
multinational environment there are some frictibesveen nations, if they're NATO member or
ISAF member [...].” Another analyst admits that ihdae frustrating to be in the centre of this
circle as well. There is, however, a general fegthmat ISAF is moving towards a more
hospitable and inclusive sharing environment, samgtCapt. Brown articulate when he states
that “the different nations that share with thedwearters is still a lot better than I've seen in
other places”. Capt. Clark agrees: “I see things tiwt | don’t think | ever would [have]
thought of seeing as far as information sharingragreomultinational coalition.”

The ISAF leadership has recently implemented aertdiiatives that potentially could do much
to overcome the barriers provided by multinatiaiyatihe first being a somewhat more open
American intelligence posture. This is visualizgdlie appearance of SIPRNET terminals in the
multinational Information Dominance Centre of |&gesture that alone has done quite a bit to
alleviate internal mistrust and friction. Capt. Rl¢ghus believes that the overall picture is gettin
more coherent and “that our [ISAF] leadershipyay to ensure that it is.” He continues: “The
information sharing environment is very positive][many nations are willing to give enough.”
Others are a bit less enthusiastic as exemplifyetthése survey comments: “In ISAF are already
issues with intel sharing. National systems angnat intel [...]. Not shared with non-U.S. /

non NATO countries.” And: “Too many stovepipes!!tNmough lateral movement of intel from
ISAF partners.”
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Another important initiative has been to estabirghitinational so-called Intelligence Fusion
Centres at the regional commands. In RC (N) tlemeht was separated from the traditional J2
(intelligence) structure, and will according to €dpvans conduct deeper cross-functional
studies and projects including network analysiadirig together all relevant actors including
Afghan ministries that contribute to the COIN stgat. This will leave the somewhat
undermanned J2 structure (in Capt. Evans wordspte more conventional opposing forces
tasks; putting together intelligence reports, catdiwiefings and bring intelligence expertise to
planning situations. He suggests that this cestrielded from the daily trivialities, will “talk to
the folks that have real equities and interestiescribing certain functional areas of RC North’s
battle space.” The mindset of the Intelligence éusentre is to “make every effort to form a
network to attack the network [...]. We are reaclong across the battle-space to network with
organizations that talk to us.” This rather expamsibjective implies intelligence sharing to be a
major ingredient of the centre’s work practices .yl this is why Capt. Anderson suggests:
“Now that every RC has a fusion centre it will hee that much easier to get information

shared, ‘cause | just go to the fusion centre gdaoing to the individual country in charge.”

4.7 Intelligence ethics and moral dilemmas

Intelligence ethics are not codified by ISAF anki@dl questions related to intelligence sharing
do not figure prominently among analysts’ expressatterns. As one survey comment puts it:
“Ethical questions should not play into the equaifcclear guidance is/was provided to all
incoming analysts.” This comment may point towatdsinvaluable military ethos of readiness
to serve and to comply with orders, but as with ynaimer oversimplified generic statements
also this one hides a wealth of shades and detéalsy ethical questions are for instance
moulded into the concept of secrecy which demapésators to protect intelligence capacity
and methods as well as their sources. Capt. Broatass“that there is a very strong feeling by

people to make sure that they are not comprom|#iregwell-being and safety of their sources]”.

The moral dilemmas faced on a daily basis by atalysy best be explained by the following

survey comment:

We are often told stories about how senior offia@rd combat commanders share information
without going through proper clearing procedureanklysts were to do the same they would be

fired. Most of this is likely rumours [sic] butdpes present ethical dilemmas.
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Capt. Anderson addresses the same dilemma wheskheveledge that some of his counterparts
may not have been properly vetted and authorizeidstil finds it “a judgement call what you

are going to give them, because you know thatlittake a year or more to get that Afghan
officer vetted [...].”Angela Gendron’s statement diia paragraph 3.4 above that “sharing often
takes place in spite of the rules rather than bexafithem” thus gets some support. Capt Clark
for instance finds that “in many instances you hp@eple who are executing from the spirit of

the law but maybe not to the exact letter of the-ato avoid that bottleneck or that process”.

Capt. Evans promptly acknowledges the explicit sgcdilemmas associated with risktaking, or
“the ethics of assuming the risk with our countryrsesecurity [...]", as well as with “the
information we don’t share”. He continues: “Shanmguld certainly come with a certain cost —
and there are tradeoffs on this — on the infornmagioaring we conduct — there are tradeoffs
involved in the information sharing that we dordinduct.” The optimal balance between
sharing and security may never be found, and it beathat to get more security and force
protection in the future one needs to accept mekeim the present. The problem is that the
opposite could also be true. Analysts with thegaleresponsibilities therefore expect a clearly
articulated policy framework with associated praged and education for sharing. Capt.
Anderson with his experience and long exposuré&oisg dilemmas has found a way or method
for how to rationalize this that represents a sohawurtailed version of the prevailing “share

till it hurts”'® mantra:

You need to ask yourself: [...] what is [the] opesatl requirement — so what do the Afghans
absolutely have to know in order to make partneqgerations function, and what am | possibly

compromising if | share that information.

When asked about their thoughts on how ISAF pralideelligence could be misused to
support random factions in internal Afghan poweuggles (e.g. conflicts between local and
regional power brokers and former warlords), aiigaof corrupt officials or criminal networks
like the narcotics industry, Capt. Clark’s respasey be representative. “No, | have not seen
that first hand [...]” and “I haven't linked the twaf them.” Seen in context with other

statements such comments may reflect that thevieteed analysts do not handle cases or share

8 »ghare till it hurts” is an expression that igiatited to the ISAF leadership and was much usé8Ad to
explain the prevailing policy of intelligence pagting and sharing with the ANSF.
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intelligence where these types of concerns wouldrafly surface. Only Capt. Anderson has
thought about this and explains his way of redudggpossibility for misuse: “I share the
intelligence across the board — that’s one of teelranisms | have put in place. | have [...]
ANA, ANP [and] NDS in the same room”. He propodeatt'you [have] got to ensure
specifically that they all get the same informatioWhen elaborating he admits that some of the
ways that the multinational forces organize andatgevis-a-vis the ANSF counteracts this
requirement. But at least his section in IJC israveand makes a point of inviting and
encouraging all the three main Afghan security @tayto appear in partnered meetings. Such

practices make it harder for any one of them toegigpe and misuse intelligence.

4.8 Other hurdles for intelligence sharing
Some of the issues that were brought forward duritegviews and observed or discussed in the
margins cannot be grouped under any one of theeabeadings, or their subtle nature demands
them to be commented upon separately. These aral14tk of education and training
opportunities for ISAF personnel; (2) the levelmist and confidence between ISAF and ANSF

partners; and (3) internal Afghan cooperation amegration.

4.8.1 A lack of education and training opportunitie s for ISAF personnel

Some of the security concerns discussed in paragr#y like the vetting status of ANSF
personnel, the use and understanding of differerurgy markings and caveats, guidelines for
what information should and should not be releasetalso best practices for making releasable
products are typically alleviated through educatod training. As discussed this is true also for
the use of interpreters and for ethical issuest.Gaplerson is very particular when he describes

the needs:

There ought to be a class that is vetted and prbyd8AF as to the best practices to share
intelligence with ANSF. And if that programme obtruction along with appropriate and
pertinent SOPs and directives from ISAF were ma@dable to the individual analyst, they

might feel a little more comfortable in sharing mdntelligence.

This is supported by a survey comment where aryshedmplains about the lack of training on
intelligence sharing before deploying to ISAF. Amatofficer mentioned a course he had
attended teaching how to disclose intelligencdliedanations and ISAF, but that was more

from a national policy viewpoint than supportingAFSpractices. The intelligence leadership in
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IJC however expects that such issues will soontfied way into the existing pre-deployment
staff training. There was, however, no mentionihgry in-theatre training opportunities.

4.8.2 Trust and confidence between the partners

Partnering in general and intelligence sharingartipular are dependent on a certain level of
trust between those involved, something that véalemamined further in chapter 5. Capt. Clark
however hints to this when he mentions that ISARtention is to “partner with them, live with
them, work with them — over their shoulder.” He twoues: “I think there is an element of trust
that we must demonstrate to achieve success. 8averdhow that trust our relationship cannot
work.” Capt. Anderson picks up on this when hénetathat during his long but intermittent stay
with ISAF, he has never seen the command as engageadtnering one on one as right now,
and especially the senior leadership: “There is@devel of shared confidence”. Even among
newly arrived staff members he finds a high levedanfidence in their Afghan counterparts.
Capt. Davies from RC (N) is a bit more reservedageees that a certain level of trust has been
established between a limited numbers of officath & long term relationship, but he also
reflects on examples of the opposite were theintaparts have proven less trustworthy.

Herman’s citation above that every new foreign exge represents a new risk is mostly about

trust or the lack thereof. Capt. Clark comparesigies of sharing with that of giving a gift:

You don’t know what the recipient is going to ddmwihat [gift] in the end. So you give it with
one thing in mind, and the biggest risk would ket they do not use it for the intended purpose.
Because knowledge is power, if you, if we wouldrel@omething and the recipient just holds on
to it in order to further his own agenda, | thihlat is the biggest tactical risk of sharing — of

information sharing. [...] but if you don’t take thagk, you may not have a chance of success.

Capt Evans discusses another aspect of trust. iHeans the impression that some nations are
willing to share only to the extent that it is ctent with the reasons for their ISAF
participation and that the Afghans are willing kage only if they see an immediate benefit to
themselves or their organization. As long as tmigression remains he fears that “there will
continue to be severe lack of trust [...]", somethiegbelieves will put the COMISAF mandated

sharing relationship at a disadvantage.
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4.8.3 Internal Afghan cooperation and integration

IJC staff officers often hinted that cooperationoaugst the three main Afghan intelligence
agencies (NDS, ANA through the Ministry of Deferaoed ANP through the Ministry of
Interior) could improve, a view that is supported by eafiledings (U.S. SECDEF, 2008, p. 14):

Historically, information has rarely been shareal|laborative analysis and coordinated collection
have been the exception rather than the norm. [muth work remains to build national

intelligence structures that encourage intelligesteaing [...].

To overcome such obstacles, the international canitsneind their Afghan partners have
recently established mechanisms like Regional andiftial Operational Coordination Centres
(OCC-R / P}’ These facilities act as permanent meeting verarethé promotion of internal
cooperation and integration within ANSF and betwAdISF and ISAF (Dillard, 2009).

To streamline inter-agency collaboration has howeveved to be a difficult proposition even
during the most benign of circumstances. The ingmue for ISAF comes from the fact that
improved ANSF cooperation simplifies sharing anduiees the dangers of circular reporting.
One way to pursue this is precisely through inadasartnering and sharing efforts. Capt.
Anderson alludes to this when he points out thtiirough pressure from us, [...] we have
brought in those who are willing to cooperate ansbiige various agencies”. In practical terms
this means to get ANA, ANP and NDS together ingame room, motivate them to share
intelligence and also have them engaged in coli&ha planning efforts.

In such a setting ISAF analysts often find themselwn a role as facilitators, collecting and
collating Afghan intelligence into a single cohdrpitture. They then compare this picture with
ISAF’s own, and provide feedback to their Afghammi@rparts suggesting where to focus
further or have another look. This method faciitathe establishment of common situational
awareness necessary for partnered planning andtaper and it promotes development of the
Afghan security sector. In addition to making Afgregencies cooperate, it helps them to

improve their entire intelligence chain from infation requirements and capacity, via methods

" Funding for these centres are justified in the Acaa defence budget for 2010: “[...] funding willgment
operational coordination centers at the regiondljamt provincial level to enable ANA, ANP, NatiahDirectorate
of Security, and International Security AssistaRoece (ISAF) operational coordination aintklligence sharing
[my italics].” (U.S. SECDEF, 2009, p. 5)
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and processes to products. The added bonus for iKS#hit it minimizes the needs for revealing

sensitive information without necessarily comprangson efficiency or accuracy.
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5 ISAF analysts knowledge and perceptions

The purpose of this chapter is to expandhenqualitative research and to identify how analys
perceptions of the sharing environment influenc®A'S ability for intelligence sharing with the
ANSF. The chapter presents the results of the guamd discusses to what extent the findings
support or contradict the findings in the previctapter. The survey focus is on the secrecy,
multinationality, and ethical factors that conggtthe sharing environment in this study. As
secrecy and the related security concerns wergifideinas the main challenge for sharing in
both the analytical framework and qualitative intews, these factors will be the main focus

also in this chapter.

The survey of all-source intelligence analysts Itegiin 19 returns from the Information
Dominance Centre of IJC and seven from the Jotstligence Centre of RC (N), representing
the majority of such personnel in those organizatiBach of the 25 items on the self-
administered questionnaire presented five alteraanswers on a Likert scale from “strongly
agree” via “agree” and “uncertain” to “disagree’ddstrongly disagree”. When commenting on
the results, the two first and two last alternaamswers are normally grouped. More resolution

is, however, provided if significant or otherwiseetined necessary.

Figure 5 presents the respondents’ accumulatedogmeht time as intelligence analyst with
ISAF. It shows that almost 50% of them have moaathsix months’ experience, something that

for many nations represents more than one fullalgpént period or rotation. The level of

—

experience is somewhat higher in Kab

than up north, with a mode between six Experience

months and a year in IJC versus

between two and six months in RC (N)|Less than two months > 19

A main difference between the two  |Less than six months 9 35
commands, however, turns out to be [More than six months 9 35
their analysts’ experience from More than a year 3 11
interaction with Afghan counterparts ~ [54™ 26 100
(figure 6). All RC (N) analysts Figure 5: Experience as intelligence analysts with ISAF

responded that they personally seldom
or never interact with Afghan counterparts, whei@é of the 1JC analysts answered that they
interact on a weekly basis or more. Only threehef19 1JC analysts respond that they seldom or

never interact. In the near future it is expecte this difference will level out, with the recgnt
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established Intelligence Fusion Centre at RC (Mdhag most of the regular host nation
contacts. Finally, it turned out that all excepe af the responding analysts were military,

precluding this variable from further analysis.

Interaction
Seldom / never 10 39
Once a month 5 19
More than once a month 4 15
Once a week 2 8
More than once a week 5 19
Sum 26 100

Figure 6: Analysts' interaction with ANSF counterparts

The importance of each analyst’s judgements wiglamds to intelligence sharing was discussed
in chapter 3. Consequently, how they personallgeteelSAF's policy to a large extent
determines ISAF’s overall ability for such sharihgchapter 4 it was established that ISAF HQ
has produced extensive policy documentation andepiares for sharing. When respondents are
confronted with the statement “I believe ISAF’stparship with the ANSF requires intelligence
sharing”, 96% of them agree and 62% even stronglgea suggesting an impressive level of
support for a proactive sharing polidyfurther turns out that 85% of the analysts aseairaid

of making wrong judgements regarding such sharimdj¢ating confidence in their own skills.
However, when challenged with the following stataeirf@SAF has provided me witblear

policies for intelligence sharing with the ANSFix sut of seven analysts in RC (N) disagree.
Also in IJC the opinions are split. Less than lodlfhe analysts agree, 21% disagree and the rest
are uncertainOn the more specific statement “ISAF has estaldishear procedures and
processes for disseminating intelligence to the BN&e responses are evenly distributed with
44% agreeing, 16% uncertain and 40% disagreeingsd results support the findings from the
interviews in which the analysts’ depth of poliaydwledge proved superficial, and it highlights
a lack of education and training opportunities.
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When comparing the experience and interaction bksawith how analysts respond to the
statement “I know my ANSF counterparts well enot@hssess their integrity and honesty”,
there are also big variations. Only two out of farealysts who combine more than six months
experience with weekly or more interaction findtttieey can agree with this statement, and the
others are uncertain. Those with the shortest ggmpat time and most infrequent interaction
are typically the ones who are most doubtful. @félpproximately 40% that strongly disagree,
90% have less than six months’ experience and Hdétaict with Afghans on a monthly basis or
less. In conclusion, it takes time to build perdoakations, and even more so in a multicultural
setting framed by secrecy and suspicion. As andatakafterthought it is worth mentioning that
while ISAF analysts come and go, Afghan officiamain in position longer and have to go
through this process over and over again. Thetlfettonly 11% of the responding analysts have
accumulated more than a year of in-theatre in&fhlag experience indicates that ISAF’s ability

for partnering and sharing is influenced negatiuslyts relatively inexperienced staffs.

5.1 How to produce intelligence for sharing, and ar e shared secrets still secrets?
Secrecy is a diverse concept, and the relatedigepunvisions are quite demanding even for
experienced operators. This makes collaboratiowdsst even long-time trusted partners
difficult. Security sensitivities are therefore ttmain reason why multilateral intelligence
sharing, and especially with strange host natibaspmes the extreme sport of international
relations. Maybe the most important player in resilous ISAF “sporting event” is the lonely
analyst who produces shareable intelligence asdinme way, shape or form also perform the
actual dissemination of it, either by hand or tlgiowocal and/or visual sharing. The analyst’s
knowledge of ISAF’s procedures and processes telligence sharing as well as perceptions of
the security environment to a large extéatermine ISAF’s ability to share intelligence wiith
Afghan partners. As military personnel they areeeted to follow orders and carry out assigned
tasks as best they can within the limitations theeygiven, but as already established; the
personal responsibilities for protection of secegtsexplicit and even covered by law in many

countries.

When analysts are confronted with the statement donfident how to produce intelligence
products releasable to the ANSF” more than 60%eagmed some even strongly. However,
approximately 20% disagree and 20 % are uncefThis. picture does not change much when

asked if they are confident how to mark intelligempcoducts. The overall confidence in their



61

own skills seems to be somewhat higher among tWwbsealso find that ISAF has provided them
with clear policies and established clear proceslarel processes for sharing. It is on the other
hand interesting that 30% of those respondingttiegt are uncertain or disagree with the claim
that ISAF has provided them with clear policies asthblished clear procedures and processes
for sharing, are still quite positive when asseagsireir own skills. Some of this inconsistency
could hypothetically be explained with former expace from multilateral intelligence sharing
and disclosure processes, and partly by analysiglgifollowing established work habits and
routines. There seems to be even less correlatitwelen how analysts perceive their own skills
and their actual in-theatre experience, or evehdyy often they interact with Afghans. 1JC
analysts, however, appear to be more confidenttth@nRC (N) colleagues. These findings
suggest that analysts arrive in theatre with aomasly sound general understanding and know-
how on how to produce and label intelligence praéslfar sharing, but that they lack mission
specific introductions. It could also point to arhealthy tendency of taking on established work
habits without necessary consideration.

The next logical step is to ask if the analyststtthat ISAF procedures and processes facilitate
secure sharing with the ANSF. Almost 60% of the &¥@lysts believe so, compared to none of
those from RC (N). Most of the remaining 1IJC antdysspond that they are uncertain, with only
10% of the total sample disagreeing.

However, when asked to consider thg) pelieve the intelligence we share with the ANSF
statement “| believe the intelligence is not compromised

we share with the ANSF is not

compromised”, only 20% agree, whilgStrongly agree 2 8
almost 60% disagree (figure 7). Thos fgree 3 12
) Uncertain 6 23

who agree with the statement are :
Disagree 10 38
among those who also believe that T — 5 19
ISAF’s procedures and processes sum 26 100

facilitate secure sharing. All this coulc
indicate that whatever procedures ann!:, lgure 7: Analysts’ security perceptions
processes ISAF establishes, most analysts stdkeper that secrets will be compromised. A
notable minority on the other hand believes thahgurocedures will actually succeed in
protecting secrets. The differences between [JCRAD@N) may also indicate that increased
interaction and collaboration could increase angalyselief in the utility of procedures and

processes.
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As discussed briefly in chapter 4, there are maagons why secrets are compromised, all the
way from a lack of basic security routines via aptron to regular espionage staged by foreign
intelligence services. Figure 8 present how ISA&lysis respond to statements that discuss
serious security risks which potentially could #ten their Afghan counterparts. In turn, this
indicates how well analysts believe the ANSF ale &dbprotect classified material. Only a
small minority believe their counterparts to batekly free from corruption and safe from
extortion and infiltration. A solid majority doe®mnagree, indicating that they rather believe the
opposite to be the case. There is no evident atival between these findings and the analysts’
in-theatre experience or frequency of interactiath wheir partners. In summary, ISAF analysts

believe that their Afghan counterparts are suligsubstantial security threats.

| don't believe corruption is a | believe our ANSF . .
o . | don't believe our ANSF
problem among our specific counterparts are relatively .
. counterparts are infiltrated
ANSF counterparts safe from extortion
Strongly agree 0 0 0 0
Agree 2 15 3 12
Uncertain 8 31 8 31 5 19
Disagree 9 34 11 42 11 42
Strongly disagree 7 27 3 12 7 27
Sum 26 100 26 100 26 100

Figure 8: Analysts’ security perceptions in more detail

When asked to consider the statement “I sometieagpfessured to share intelligence that |
believe should be withheld on security reasons%&# the respondents disagree and of those
23% even strongly. However, a substantial minaft23% agrees and 15% are uncertain. The
survey does not reveal common characteristics legtwleese analysts, but it is noteworthy that
so many of them strongly disagree and seeminglgmieel pressured to forsake security.
However, most of these respondents have less Wwambnths of in-theatre experience. The
responses on the next statement: “I believe sgatmitcerns always trump the need for sharing”
is perhaps more surprising with 34% agreeing andasy as 38% disagreeing. Even if it is not
possible to draw firm conclusions from these respsnpressure to share intelligence does not
appear to figure prominently among most analystgrigs. Many on the other hand seem to
have an almost stoic “matter of fact” attitude todgamanifest security risks, and appear not to

be such deep-rooted security absolutists that soayeexpect.
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Evidently, quite a few analysts can imagine instsneere security should yield for some higher
purpose. This is reinforced by their responsebémext two statements. 27% agree that when in
doubt they “tend to lean towards sharing and aceemie security risks” while 15% are
uncertain, and the rest disagree. In fact, almbtht@se IJC analysts that tend to lean towards
sharing or respond that they are uncertain, asdnge time trust ISAF procedures and processes
to facilitate secure sharing. They also tend teagyvith the following statement: “I principally
trust and follow my own judgement on what to sterd what not to share”. It turns out that

77% of all respondents agree to this and 19% etvengly agree. This is one of just two items
were no analysts respond that they are uncertaththee remaining 23% are evenly split

between disagreeing and strongly disagreeing. @&fetl23%, two thirds seldom or never interact
with their ANSF counterparts. Drawn together tindicates that most analysts trust their own
judgement when it comes to sharing and that quiésveof them, at least occasionally, tend to

favour sharing over security.

These rather wide ranging findings support what @amsed in chapter 4: that analysts lack
detailed knowledge about ISAF policies, procedaras processes for intelligence sharing with
the ANSF. While they seem to be enthusiastic abocih sharing and to a certain extent also
positive with reference to their own skills and tleefulness of ISAF procedures and processes,
they at the same time seem to be quite realisbataihe security risks involved. In other words
most analysts: (1) feel that they know what is exga of them; (2) to a certain extent believe
they know how to do it; and (3) have a soberingegption of the risks involved. The
responses also support earlier findings which sgithat quite a few analysts are pragmatic
when it comes to security, and that they seeknis Workable solutions for sharing where
possible. The question is whether their perceptudriee security environment limit ISAF’s
overall ability for intelligence sharing. Given &éaanalyst’s (legal) obligations for the protection
of secrets, the answer is self-evident. Theresis allimit to how much risk individuals are
willing to take. When reviewing how they expresfieeimselves during interviews and
comparing that with how they responded on the symyere is little to indicate that analysts are
negligent or careless when it comes to securitynéprivate initiatives to overcome the security
challenges and dilemmas were discussed in chaphbert 4hey are both isolated and resource

intensive. There is little to suggest that “bestqgbices” on sharing is widely debated.



64

5.2 Multinationality — adding another layer to the complexity

Findings in chapter 4 indicate that there are sutiistl differences between ISAF’s troop-
contributing nations in how they look upon and picac(local) intelligence sharing with the
ANSF. Even if analysts recognize that ISAF is mgviowards a more hospitable and inclusive
environment for information sharing, they find tinational caveats and differences still cause
friction and prevent a uniform ISAF-wide sharingirae. Some use the term “stovepipes” when
discussing national and agencies sharing practicess further identified that differences in
national processes and procedures as well as @udalof information systems cause problems
for sharing. In an open study many such aspecteeirbe superficially examined and nation-
specific variables must in general be left out. s’ ability for producing and disseminating
shareable intelligence will, however, be influenbgdhe support given from ISAF’s organic
intelligence collectors and national agencies abk®l also by how well the analyst knows the
practices and routines of subordinate headquaifbeslast aspect is important for him for

different reasons, among them to preclude or at lestimate the dangers of circular reporting.

The responses on the statement “In general I'meawgwhat our subordinate headquarters
share with the ANSF (within my functional or geqgnecal area of responsibility)” are varied
with 42% agreeing, the same number disagreeindhancest being uncertain. Also those that
agree or disagree strongly are equally split withd@h each. In RC (N) most analysts disagree,
but with the small sample size this is not indwaif a major difference between the two
headquarters. However, that so many analysts froegianal command disagree coincides with
the proposition that local intelligence relatiorgviieen homogenous national forces and local
host nation are more bilaterally oriented (and timase isolated from multinational reach or

review).

To produce shareable multinational intelligenceahalysts depend on collectors and nations to
supply them with information and intelligence tlbah be released further and that are marked
accordingly. It turns out that 50% of the analysjsee that “intelligence collectors usually mark
their information if further dissemination to théN&F is permissible.” 31% disagree, and the
rest are uncertain. It is important to establisdt #Hgreement to this statement does not indicate if
analysts are content with the volume of releaspiilducts, only that they are not kept in
ignorance. One collector agency could for instaneek all their products “not for further

release” and still fall within the statement. Asswaentioned in chapter 4, one nation asserted

that they would not share anything. When askeatonaent on the same statement substituting
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“intelligence collectors” with “nations”, 62% agread 31% disagree that nations usually mark
their information if further dissemination to th&N&F is permissible. Notably 23% changed
their response from agreeing or disagreeing t@gposite. If nothing else, this supports the
findings that analysts have mixed experience witw hations and collector agencies practice

sharing and also how they support ISAF’s sharimpin/es.

5.3 Ethics — the absent debate
The last factor to be examined is how analystsWedge and perceptions related to intelligence
ethics and local moral dilemmas may limit ISAF’sliépfor intelligence sharing. As established
in chapter 4, ISAF has not codified ethics for liilgence sharing as part of their documentation
and ethical questions related to sharing doespyar to figure prominently among analysts’
expressed concerns. Even so, 38% of them agrestabesnent proclaiming that “ISAF has clear
ethical standards for intelligence sharing with ANMSF” while the same number is uncertain
and 24% disagree. There are few noticeable diftaebetween how analysts from the two
commands respond to this and subsequent ethitahrstats, and also little correlation with what
they have answered on other statements. In fa&, #3hem see few ethical problems with
disseminating intelligence to the ANSF, while 46adree and 11% even strongly disagree.
This indicates that some analysts believe theyadlieving expressed ISAF standards and
guidelines, but also that many are concerned alwgrlying ethical challenges related to
sharing. One dilemma that most of them have tdedtais the ever present conflict between
obeying security demands and fulfilling sharingdseel his combined security and ethical
dilemma is hypothetically what drives analystsp@sses. As alluded to in the interviews, some
may be of the opinion that ISAF’s policy for inigkknce sharing renders separate ethical
guidelines redundant.

The statement “I don’t believe ISAF provided intgdince fuel Afghan power struggles or
otherwise cause civilian suffering” is designedaize analysts to consider specific ethical
issues that relate to Afghanistan’s recent histadngre warlords, strongmen and powerbrokers
have ruled the hinterlands and been in control @¢hrof the local politics. 38% agree with the
statement, and 31% disagree. The percentages wsth@igly agreed or strongly disagreed were
also of equal size. These rather inconsistent arsseeeild indicate that analysts disagree
between themselves if shared intelligence is msuséhis specific way, or simply that the
statement opens for different interpretation. Saaontext with the interviews and also with the

general field observations and conversations iatteethe mixed responses could however also
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indicate that many analysts do not work on issueshare intelligence where these types of
concerns would naturally surface. However, the ohpesponses suggest that many analysts are

concerned about the cascading effects of ISAF&lligence sharing.

When confronted with the statement “I see few diteas between my professional ethics and
ISAF’s policy for intelligence sharing with the ARS 54% respond that they agree. There is,
however, a substantial minority of 23% that disagaed also a relatively big share responding
that they are uncertain. This suggests that maalysts are content, but it also highlights that
guite a few recognize dilemmas and could be anxatnagit the results. On the next statement; “I
sometimes feel pressured to share intelligence thelieve should be withheld on ethical
reasons”, only 8% agree. 38% disagree and anof¥rstrongly disagree. There are some
interesting similarities between how analysts respan this statement and on a similar
statement above were “ethical reasons” was suteditwith “security reasons”. Of those
analysts who strongly disagree that they feel preskto share intelligence, all but one
responded the same way for security reasons. Alsbone analyst has opposite responses on
these two statements. This may indicate that atsaéys not typically put under pressure to share
specific intelligence products, but rather givetitdae to perform partnering and sharing in a
way that does not compromise their professionatetbr security concerns. The relatively wide
and incoherent distribution of responses on etlstzEments may, however, indicate a lack of
dialogue and attention to such challenges and nddeahmas involved in intelligence sharing.
This could be accentuated by a lack of codificatiad of missing education and training
opportunities. To leave ethical considerationslgdtethe individual analyst could reduce both
the coherence and efficiency of ISAF’s intelligest@ring.
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6 Conclusion

The purpose of this chapter is to present the mgsdrtant findings from the research and draw
conclusions on issues that limit ISAF’s ability &varing intelligence with the Afghan National
Security Forces. Except for the first point belevijch arguably is the most important hurdle
against sharing, the findings are presented inrafi#heir appearance throughout the study. An
overall conclusion is that ISAF share less inteltige with the ANSF than what is stipulated by
ISAF policy. At the same time, the sharing thatake place seems to have a higher security
cost than intended by the same policy. A main ned®dhind this is that intelligence analysts
have to rely on their own subjective judgement wpicticing intelligence sharing in overly
complex working conditions. Some of the hurdles emallenges identified in this study are

within ISAF’s mandate to mend, while others dependnternational cooperation and goodwill.

» Lack of education and training on intelligence shang. Analysts are very specific
about the lack of more formal education and trgrapportunities on ISAF’s policies,
procedures and processes for intelligence shadbiagumentation for such sharing exists
in the form of written communication and Standagk€ting Procedures, but the
analysts’ knowledge about the contents proved $igfmr The effect is insecurity and
restraints among intelligence professionals as agefbrce-wide differences in sharing
practices and performance. Security concerns higevetting status of ANSF personnel,
the use and understanding of different securitykings and caveats; guidelines for what
information should and should not be released #salzest practices for making
releasable products are among those issues thdtlmeeased through education and
training. Education and training could also teadklligence professionals to make better
use of interpreters, and it could be used as ae/éarudiscussing ethics and moral
dilemmas related to sharing. The rapid turnoveseduwby short rotation periods for
military personnel just underscores the importasfce more formal system for the

transfer of experience and maintenance of corponataory.

* Missing quality control with translations and poor utilization of interpreters.
Through their work analysts sometimes experienaettanslated information simply
does not make sense, or that mistakes have hungliat even serious operational
effects. They are however not aware of any ISAEifipanechanisms for quality control
with the work of interpreters, and some even feat this is one of the major weaknesses
with ISAF’s partnering efforts. Furthermore, thews interpreters during partner
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meetings has not been properly rehearsed, eithafdhans or ISAF analysts. Sentences
and statements tend to become too long and cortgddieand cover too many topics for
interpreters to keep up. The result may be poaostations that fail to convey facts and

messages from intelligence products and conversatio

Lack of mechanisms for preventing circular reporting. Even though circular reporting
Is a widely recognized problem amongst intelligepagfessionals, the research does not
identify it as being much debated or emphasizediwiSAF. Some analysts and leaders
acknowledge certain problems with circular repartielated to sharing, but individuals
that work to preclude it from being accidentallyimentionally introduced into the
intelligence cycle are seemingly left to find angpilement their own countermeasures.
Such sporadic and isolated efforts influence ISAfeéserence and effectiveness, and
therefore also to some extent its ability for igince sharing. Rather surprisingly, the

research did not identify the fear of circular rgpm as a main obstacle for sharing.

Inconsistent security marking of intelligence produwts. None of the analysts, either
interviewed or asked in the margins, was able fan precisely which security
markings to use on which system for intelligencarsiy with the ANSF. Without global
standards, troop-contributing nations follow th@in regulations or NATO standards, or
even a mix thereof, when labelling secret produlit resulting variations and
differences add to analysts’ insecurity and restré&ven though the situation is
improving, many nations and agencies still do petcty if their intelligence can be
shared with Afghans or not. Those who do, oftenkntiae whole document rather than
each individual paragraph as is intended with sgcorarkings. The result is that
analysts often must confer with sources on evenyliit of information they want to
include in their releasable products, somethingjtiiees time, if at all feasible.

Too many information systems and access levelSome ISAF analysts use three
different classified information systems in theailg work; a “mission secret” system; a
“NATO secret” system; and finally, a national systkke the American “SIPRNET”. To
work several systems with limited interconnectivéyalways demanding, but it becomes
even more confusing when each system brings sepstaatdards for security markings
and access rules. This diversity of informationeys highlights another source of

irritation, especially amongst intelligence profesals from non-NATO countries. Not
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only are they denied access to certain informadimh intelligence, but most of them even
have restricted access to work-spaces where “NAGaes’ systems are present. This
class-system with its concentric circles of trusiates internal differences, leaving some
coalition members less informed and involved irlildence matters than others. To
operate more than one mission wide informationesyss thus an obstacle for all types
of intelligence sharing.

Underdeveloped Afghan security standardslSAF’s ability for legitimate disclosure
and dissemination of intelligence depends on tAfgghan partner’s ability to protect
secrets. Generally, ISAF analysts highlight disAfghan security standards as the major
security concern and bottlenecks for sharing. V¢hases most concern is obviously a
lack of “NATO-compatible” Afghan traditions and tute for handling sensitive
information as much as deliberate leaks. This gdim&a moral dilemma that is troubling
many analysts; the dilemma between security andrghd o share what should have
been withheld could in a worst case situation Hated consequences, but so could the
opposite. Intelligence sharing is, however, so irtgrd for the counterinsurgency
strategy that the ISAF leadership is willing toggcmuch risk. Even so, this does not
release intelligence professionals from their irdinal (legal) responsibilities for the
protection of secrets, and especially secretsatteaprovided by a third party. To carry
out sharing in a high risk environment requiresgh liegree of trust, something that is

not always present.

Different national policies, procedures and caveat$SAF has limited integral capacity
for intelligence collection and depends on supfrorh the troop-contributing nations to
accomplish their mission. However, each nation cowi¢h its own set of policies for
intelligence sharing and they enforce their owreeas. Intelligence professionals
experience big differences, and some nations aedcigs are very restrictive. These
differences lead to geographical variations thatiawlate from the local tactical level
all the way up to the force headquarters, with samts and headquarters being more
forthcoming at sharing than others. In additiormemations employ complex and time-
consuming procedures for intelligence disclosuik dissemination, leading to a loss of

both timeliness and relevance especially when ngaith Afghan partners.



70

» Lack of debate on intelligence ethics and moral déimmas.Intelligence ethics are not
codified by ISAF and ethical questions relatedniteliigence sharing does not appear to
be at the forefront of the analysts’ concerns. Es@mmost analysts are aware that ethics
influence their sharing efforts. In fact, moralesiimas are manifest in much of their
daily work where the main struggle seems to be betwsecurity demands and the
operational necessity of sharing intelligence witthallenging partner. This plight of
being “damned if you do and damned if you don’&mes to worry individuals more than
ISAF as an organization. Some analysts seem tequuirity first, while others seem to
prioritize sharing. The lack of a “Unit Disclosutdficer” in Regional Command North
just accentuates the point that this is mostlydsfan individual dilemma. The cost for
ISAF is a loss of influence on important securityestions and sharing priorities as well

as less uniformity of its sharing efforts.

This study’s analytical framework presented sonmmdiassumptions of factors that potentially
could limit intelligence sharing from a multinatalrforce to the host nation in contexts such as
Afghanistan. A modified model of the intelligencgele highlightedcommunicatiorandcircular
reportingas two such factors. Communication was found torpertant while circular

reporting appeared to be of less significanceimdhse. The reason for this is uncertain, but the
lack of attention to circular reporting could indlie a weakness with ISAF’s intelligence
production and sharing efforts. The model sugg#stisthe possibility of shared intelligence
being channelled back into the intelligence cyd@ew information should have constituted a
bigger concern within ISAF, and that more stafbreses should have been allocated to prevent
such results from intelligence sharing. The anedytiramework then introduced the “sharing
environment” consisting of the three factoesrecy multinationalityandethics All of these
proved to influence and limit ISAF’s ability fortlligence sharing. However, the ethical factor
proved a little less salient and it was less expfidiscussed and recognized among intelligence

analysts.

In conclusion, a similar framework with the fivetid factors could be used for studying
intelligence sharing in contexts where a multinagidforce supports a host nation government
fighting insurgencies. The modified model of theelligence cycle is even less specific, and
could have wider application for intelligence theoknother important discussion presented in
the analytical framework was whether shifting frarfneed to know” to a “need to share”

approach to intelligence sharing would increas&bolation between agencies and international
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partners. It was suggested that it would be bé&dtetentify more exactly what friends and
partners need to know rather than to advocate acndtwre. The wide range of responses from
ISAF analysts when asked to consider statementshwdrioritize between sharing and security,
accentuated the restraint and uncertainty thatexpeessed during the interviews. In practical
terms, the all-source community appears slightydaid and even confused in their response
when sharing is stated more as a separate objebtneas a means. A forced mental process of
identifying who actually need to know certain infation, also among host nation agencies,
could help to realign the community. Over time j\aztdentification of all those who “need to
know” could increase the amount of intelligencerstgawithout unnecessary compromising on

security.
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Annex A: Glossary

Part 1 - Abbreviations and acronyms

ANA Afghan National Army

ANP Afghan National Police

ANSF Afghan national security forces

COIN Counterinsurgency

GIRoA Government of the Islamic Republic of Afghstan
HN host nation

HUMINT human intelligence

IDC Information Dominance Centre

IFC Intelligence Fusion Centre

IFOR Implementation Force

JC ISAF Joint Command

ISAF International Security Assistance Force
JIC Joint Intelligence Centre

JPOC Joint Planning Operation Centre

KFOR Kosovo Force

NDS National Directorate of Security

NIC National Intelligence Cell

NMCC National Military Coordination Centre
OCCR/P Operational Coordination Centre Regidirabvincial
PRT Provincial Reconstruction Team

RC (N) Regional Command North

SFOR Stabilization Force

SIPRNET Secret Internet Protocol Router Network
SOP Standard Operating Procedures
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Part 2 — Terms and definitions

The terms and definitions used in this paper apgiority order drawn from one of the cited
official references; (1) NATO standards in accomawith AAP-6; (2) U.S. standards in
accordance with Joint Publications 2-0, 2.01 ar®d 3(3) U.N. standards in accordance with the
“Definition of basic concepts and terminologieggmvernance and public administration” by the
committee of Experts on Public Administration (LRD06); or (4) they are amalgamated or

revised from corresponding definitions in thoserefces and made specific for this study.

Accessing and Collection- Used here to describe the process of accessingearet, open or
data protected sources of information, acquisitibthe relevant pieces of that information and
converting it into forms suitable for analysis assessment. This process is performed by
collection agencies.

Agency— Used here for any organization or individual agpeg in the processes of accessing,

collecting and/or analysing and assessing infoionati

All-source intelligence -Intelligence products and/or organizations andvdies that
incorporate all sources of information, most fregflyeincluding human resources intelligence,
imagery intelligence, measurement and signatuedligeence, signals intelligence, and open-
source data in the production of finished inteltige. (Joint Chiefs of Staff, 2007)

Analysis and assessmentUsed here to describe the process of conversfogmation into
finished intelligence through the integration, exdion, analysis, and interpretation of all source
data, with assessments being those products vittiward-lookingperspective. This process is

performed by all-source agencies.

Circular reporting — Used here fodescribing a situation where shared intelligenéarmation
is channelled back into the intelligence cycle ew mformation (duplication), sometimes also
being distorted or interpreted differently on thaywdeceiving analysts to believe that they have

got corroboration on earlier reports.
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Collation - (1) The grouping together of related items to pte\a record of events and facilitate
further processing; and (2) To compare criticap or more items or documents concerning the
same general subject; normally accomplished irptbeessing and exploitation portion of the

intelligence process. (Joint Chiefs of Staff, 2007)

Confirmation - An information item is said to be confirmed whersireported for the second
time, preferably by another independent source ehelability is considered when confirming
information. (Joint Chiefs of Staff, 2007)

Corruption — Influencing the decision-making process of alipuddficer or authority, or
influence peddling; dishonesty or breach of trysalpublic officer in the exercise of his duty;
insider dealing/conflicts of interests; [and] irdhce peddling by the use of fraudulent means
such as bribery, blackmail, which includes the afselection fraud. It is a form of behaviour that
deviates from ethics, morality, tradition, law asidic virtue. (UN, 2006)

Counterinsurgency (COIN) - Comprehensive civilian and military efforts takerdiefeat an

insurgency and to address any core grievancesit Qbiefs of Staff, 2009)

Disclosure— Used here to describe the process of cleartedligence for release and its

subsequent dissemination to authorized users eutseloriginating nation or organization.

Dissemination- The timely conveyance of intelligence, in an ajppiate form and by any
suitable means, to those who need it. (NATO, 2009b)

Ethics — Used here as the standards which guide the lmelmaand actions of organizations and

personnel involved in intelligence sharing and whitay be referred to as moral laws or policy.

Governance- The state’s ability to serve the citizens thiotige rules, processes, and behaviour
by which interests are articulated, resources aneaged, and power is exercised in a society,
including the representative participatory decigiaking processes typically guaranteed under
inclusive, constitutional authority. (Joint ChigfsStaff, 2009)
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Host Nation (HN) — Used here to describe a nation which voluntacgives the forces and/or
supplies of a multinational peace support or irgation force to be located on, to operate in, or

to transit through its territory.

Intelligence - The product resulting from the processing of infation concerning foreign
nations, hostile or potentially hostile forces meents, or areas of actual or potential
operations. The term is also applied to the agtiwitich results in the product and to the

organizations engaged in such activity. (NATO, 48)09

Information systems— Used here to cover all aspects of IT suppatthéamultinational force
and its national contributions but with a particidaphasis on those systems that intelligence
analysts use for their normal work as well as thwa@nal systems they access and/or or get

information from on a routinely basis.

Insurgency - The organized use of subversion and violenca gsoup or movement that seeks
to overthrow or force change of a governing autigolhsurgency can also refer to the group
itself. (Joint Chiefs of Staff, 2009)

Intelligence Community — Used here to describe all departments or agenti@government
or multinational force that are concerned with liigence activity, either in an oversight,

managerial, support, or participatory role.

Intelligence cycle- The sequence of activities whereby informatioatained, assembled,
converted into intelligence and made availablesers. (NATO, 2009b)

Planning and direction - The determination of intelligence requiremedesyelopment of
appropriate intelligence architecture, preparatiba collection plan, and issuance of orders and

requests to information collection agencies. (JGimiefs of Staff, 2007)

Operational control - The authority delegated to a commander to digces assigned so that
the commander may accomplish specific missionaskst which are usually limited by function,
time, or location; to deploy units concerned, andetain or assign tactical control of those units.
It does not include authority to assign separatpleypment of components of the units

concerned. Neither does it, of itself, include adistrative or logistic control. (NATO, 2009b)
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Reach back- The process of obtaining products, services,aqmiications, or forces, or
equipment, or material from organizations thatreoeforward deployed. (Joint Chiefs of Staff,
2009)

Secret Internet Protocol Router Network (SIPRNET) -Worldwide SECRET level packet
switch network that uses high-speed internet pmtaters and high-capacity Defence
Information Systems Network circuitry. (Joint Clueff Staff, 2004)

Security - The condition achieved when designated informatiasiteriel, personnel, activities
and installations are protected against espiorssimtage, subversion and terrorism, as well as

against loss or unauthorized disclosure. (NATO,9200

Security Classification- A category or grade assigned to defence informairamaterial to
indicate the degree of danger to NATO/national sgcthat would result from its unauthorized
disclosure and the standard of protection requmegliard against unauthorized disclosure.
(NATO, 2009b)

Security Clearance -An administrative determination by competent naicuthority that an
individual is eligible, from a security standpoifdr access to classified information. (NATO,
2009b)

Security Sector Reform(SSR)- The set of policies, plans, programs, and dawithat a
government undertakes to improve the way it pravshfety, security, and justice. (Joint Chiefs
of Staff, 2009)

Source- The means or system that can be used to obsedveeord information relating to the
condition, situation, or activities of a targeteddtion, organization, or individual. An
intelligence source can be people, documents, swrp or technical sensors. (Joint Chiefs of
Staff, 2007)

Threat Warning - The urgent communication and acknowledgemetitd-critical
information essential for the preservation of &fed/or vital resources. (Joint Chiefs of Staff,
2004)
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Annex B: Interview guide

My research objective is to reveal limitations &AFs ability to disseminat@ultinational
intelligence to Afghan National Security Forces @#. The collection of empirical data
consists of two parts; first a few semi-structurgdrviews with central intelligence officers like
yourself to investigate ISAF procedures and rogtiae well as recognized problem areas, and
then, adjusted as necessary for the findings duhiege interviews, a survey of intelligence
analysts in ISAF HQ and RC North to reveal theiowtedge and attitudes for producing and

disseminating releasable intelligence.

The interview will last approximately 1 hour, aniavill cover the following areas:

* General issues (ISAF policy and practice)
» Security issues
* Issues stemming from the multinational compositbiSAF

* Ethical issues

This research is conducted at thCLASSIFIED level and the interviews will be taped,

transcribed and stored by the researcher.

Your responses will be used for research purposks o
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ISAF Policy
The first issue | would like to discuss is ISAF@lipy for dissemination of intelligence to the
ANSF. Could | please ask you to elaborate a bihas) and also how you view the performance
of this headquarters?

* Procedures and processes - responsibilities aed rol

* Major challenges and/or bottlenedkgeaknesses in the chain)

« Education and training opportunitiéfer those producing intelligence for sharing)

Security
Proceeding from general policy matters, | would rite& you to comment on security issues
related to sharing. What do you see as the mapltertges here?
¢ NATO security regulationgstrengths and weaknesses)
* Vetting and authorization of Afghaiflsow many — what problems)
« Procedures for the translation of written and pralducts / quality contrdliteral accuracy and
how the message is understood by Afghan audiences)

» Level of trust between this headquarters and itSRANounterparts.

Multinationality
Then, | would like to discuss how multinationalitfluence sharing. Could you please include
some comments on coherence between the differadgnarters and nations?
« Influence of formalities such as document templatesurity labels and dissemination keys
(asset from know-how and uniformity or drawbackrfrioabitual behaviour - “copy last”)
e Biggest risks(Circular / contradictory reporting)

« Common databases and analytical tools.

Ethics
My last theme is about ethics. Could | please asktg elaborate on ethical challenges and
possible consequences of sharing, including whmtatguidelines ISAF employ?

e Showcasing of coalition differencéspening for manipulation)

« Fuelling of internal Afghan power struggl@sintended ethnic favouritism)

e Other misus¢organized and petty crime e.g.)

« The divide between internal security and foreigelliigence(democratic challenges)
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Annex C: Survey questionnaire

1 Purpose of this questionnaire

The purpose of this questionnaire is to investi¢@fe- intelligence analyst’s knowledge and
attitudes for producing and disseminating intetige to the Afghan National Security Forces
(ANSF).

By participating in this study you will get the appunity to communicate your experiences and

perceptions regarding important aspects of theinatibnal strategy for Afghanistan in general
and for ISAF partnering with the ANSF in particular

2 Your rights as participant
As participant in this study, you have the right to

1. Decline participation.

2. Withdraw from the research at any time during yoanticipation.

There will be no consequences of declining or wiladng from the study.

If further information about the research or yaghts as participant is needed, please contact
Helge Arnli in person or at helge.arnli@gmail.com

3 Instructions

Your responses to this questionnaire will be tr@asanonymous and confidentialand will
only be used for research purposes. Please aadiveprestions.

The questionnaire is expected to take approximdtglyinutes to complete.

1. Please indicate your response to each questiondisckng one of the provided
alternatives. If you want to correct, please mak&aver the false option.

2. Statistically respondents tend to lean towardsnéraktendency, i.e. the middle of the
scale. Please keep this in mind and make, if plessihoices based on preferences.

3. Please read the questionnaire carefully and refitée@ moment before answering.
4. The questionnaire is individual and cooperation auin the research reliability.

Thank you for your participation. Your contributianhighly appreciated!

D By checking this box | agree that | have been infeaned of my rights reference participating

in this research and give my consent for the reseeers to use my response for research
purposes only.
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DEMOGRAPHIC DETAILS
Please mark the appropriate option.

Employment type:
Military 11

Civilian HP

Total accumulated employment time as intelligence a

Less than two months D 1
Less than six months I:l 2
More than six months DS

More than a year D 4

nalyst with ISAF:



Please indicate to what extent you agree with the statements below by encircling the
corresponding number.

Q

Statement

Strongly
Agree

Agree

Uncertain

Disagree

Strongly

Disagree

ISAF has provided me wittlear
policies for intelligence sharing
with the ANSF.

ISAF has establishedear
procedures and processes for
disseminating intelligence to the
ANSF.

I’'m confident how to produce
intelligence products releasable
the ANSF.

to 1

I’'m confident how to mark
intelligence products releasable
the ANSF.

to 1

| believe ISAF’s partnership with
the ANSF requires intelligence
sharing.

| trust that our procedures and
processes facilitate secure shari
with the ANSF.

| believe the intelligence we sha
with the ANSF is not
compromised.

re

| don't believe corruption is a
problem among our specific
ANSF counterparts.

| believe our ANSF counterparts

are relatively safe from extortion|.
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Please indicate to what extent you agree with the statements below by encircling the

corresponding number.

Strongly ) ) Strongly
Q Statement Agree | Uncertain | Disagree )
Agree Disagree
10 | Idon’'t believe our ANSF 1 2 3 4 5
counterparts are infiltrated.
| have ANSF counterparts that | More than More
P Seldom/n| Once a Once a than
11 | meet on regular basis (please once a
: ever month week once a
encircle how often). month
week
| know my ANSF counterparts
12 | well enough to assess their 1 2 3 4 S
integrity and honesty.
| sometimes feel pressured to
13 share intelligence that | believe 1 2 3 4 5
should be withheld on security
reasons.
| believe security concerns always 1 2 3 4 5
14 .
trump the need for sharing.
| principally trust and follow my
15 | own judgement on what to share 1 2 3 4 S
and what not to share.
When in doubt | tend to lean
16 | towards sharing and accept some 1 2 3 4 5
security risks.
In general I'm aware of what our
subordinate headquarters share
17 | with the ANSF (within my 1 2 3 4 5

functional or geographical area
responsibility).




Please indicate to what extent you agree with the statements below by encircling the

corresponding number.

Statement

Strongly
Agree

Agree

Uncertain

Disagree

Strongly

Disagree

18

Intelligence collectors usually
mark their information if further
dissemination to the ANSF is
permissible.

19

Nations usually mark their
intelligence products if further
dissemination to the ANSF is
permissible.

20

ISAF has clear ethical standards
for intelligence sharing with the
ANSF.

21

| see few ethical problems with
disseminating intelligence to the
ANSF.

22

| don’t believe ISAF provided
intelligence fuel Afghan power
struggles or otherwise cause
civilian suffering.

23

| see few dilemmas between my|
professional ethics and ISAF’s
policy for intelligence sharing
with the ANSF.

24

| sometimes feel pressured to
share intelligence that | believe
should be withheld on ethical
reasons.

25

I'm afraid of making wrong
judgements regarding intelligend
sharing.

e 1

87
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Q26: Please state any additional remarks or thoughtsreference to security aspects of disseminating
intelligence to the ANSF (how, in your mind, setpiaspects influences or should influence ISAF’'s
intelligence sharing).

Q27: Please state any additional remarks or thougtitsreference to multinational issues of

disseminating intelligence to the ANSF (how, in yeMperience, multi-nationality influences ISAF's
ability for intelligence sharing).

Q28: Please state any additional remarks or thoughtsreference to ethical issues of disseminating

intelligence to the ANSF (how you feel ethics imgflices or should influence ISAF intelligence sharing

Thank you for completing this questionnaire.



