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Summary
What characterises dissemination of intelligence?

This thesis answers the question by studying igakce dissemination astorytelling and
prediction It argues that the dissemination stage of thelligence cycleranslatesprocessed
intelligence into a product servicing the decisioaker. Faced with the risk of error and
misunderstanding, the dissemination stagesemure the reliabilityof the conclusions, as it was
formed at the processing stage. Disseminatiotoigextual emphasising a dynamic of actors
and their environment, which is familiar and untemglable to the consumer. It delivers the

service at amppropriate time

This way, intelligence dissemination makes the outyf the processing stagecessibleand
thus applicableto the consumer. This is how the stdgHils the purpose of intelligencby
providing the consumer with improved situationalba@ness and an ability to create policy of a
guality otherwise impossible. In combining thesatdiees to a narrative, intelligence cstand
out with the decision-maker, arsicceed in the narrative battler his attention.



We must put the information out.

We must capture the narrative.
-- General Sir Rupert Smith, 2007 (:40)

Intelligence is presentation.
-- Lars Ulfving, 2002 (:97)
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1 Introduction: What Characterises Dissemination of Intelligence?

make.believe
-- Sony Ericsson slogan, November 2009

1.1 Embarkation Point and Research Question
Literature and thinking on dissemination of produdtom intelligence organisations to

intelligence consumers is filled with contrasts. @® one hand, there are statements like
'‘Dissemination tends to be intelligence's Achilte=el,’ (Herman 1996:45) and 'This end stage is
often the most difficult step in the intelligencgcte,’ (Johnson 2009:46). On the other, the texts
spend preciously few pages investigating these ities furthet. This paradox is the

inspiration for this thesis.

There may be three reasons for such contrasts.

- One; the dissemination stage does not cause aallérdor the intelligence process. From
the quotes above, this might not be the case.

- Two; studying dissemination as an isolated phenameaa not possible. That may be so,
intelligence-making is a highly integrated procdsg, the dissemination stage is nevertheless
singled out in textbooks and doctrinal approached, may thereby deserve some attention.

- Three; dissemination has not been subject to exteasademic scrutiny. If so, that fact may
prove a starting point for this study.

Then,what characterises dissemination of intelligeh&pringing from the observations above,

this will be the thesis' research question.

The thesis will argue that the dissemination staighe intelligence cycléranslatesthe output
of the intelligence process into a service, whiaHil§ the purpose of intelligence itself by
enabling the decision-maker to do something heraike could not. Faced with the risk of error
and misunderstanding, the dissemination stage semure the reliability, accessibility and
applicability of the product by utilising elemerd$ narration, making the intelligence product
stand outto the decision-maker. Thereby intelligence nslyapethe consumer's frame of

reference, and be a valuable contribution to hissebnal awareness.

This introduction will further outline the basicétbe thesis; its purpose, its analytical construct

and foundation in literature, its research desighigs structure.

! See f i Herman 1996:44-47 (4 pages of 385) andenifial 2009:62-64 (3 pages of 329). Theality of the
literature should of course not be estimated byiwa alone, but the brevity does nevertheless begjtiestion
posed in this thesis.
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1.2 Aim and Purpose
This section will introducevhat the thesis aims to achieve amtly it does so. The rest of the

chapter will showhowthis is going to happen.

1.2.1 Aim: What to Achieve
The aim of this thesis is to provide a thoroughlesgiion of the dissemination stage of the

intelligence process. It will discuss dissemindgqurpose explore particulachallengeswvhen
conveying intelligence predictions, and it will diss thenarrative aspects of transferring

processed intelligence products to the decisionemak

1.2.2 Purpose: Why Achieve It
The purpose of this thesis is to elucidate an wtdeding of what and how the dissemination

stage contributes to the purpose of intelligendes Tay, in turn, lead to a better understanding
of how the dissemination stage is utilised to tlemdiit of intelligence agencies and their

consumers.

1.3 Construct of Analysis

1.3.1 Application of the Research Question
What characterises dissemination of intelligendéf® thesis will answer the research question

by studying intelligence dissemination as storiyiglland as prediction. It will explore literature
and theory on intelligence, prediction and narggl As gaining an understanding of the
concepts in the research question — intelligencktla@ dissemination of it — is part of the thesis'
project, each of these concepts will be elaborateseparate stages in the study. The purpose of
this section, then, is to shdwowthe thesis will conduct this exploration of thencepts.

1.3.2 Place in Research Field
This thesis will study one particular segment aélilgence, its dissemination from the provider

to the consumer. If the larger field of researchirdelligence is represented by the (somewhat
normative) question 'what constitutes good intetige?' (cf Lowenthal 2009:174), the thesis'

relative position in the field is illustrated byéire 1.1.

The thesis will not explicitly debate other questioThough, delineating dissemination towards

other parts of the research field and intelligeagae will at times be necessary to elucidate its
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properties. This goes in particular for intelligeprocessingdissemination's forerunner, and for

intelligence and itpurpose which dissemination serves.

. . . 5
What is believable to the What consitutes good inteliigence \ What is the purpose
consumer? of intelligence?

What is

demanded in
order to direct
intelligence?

What
characterises

dissemination of
intelligence? /

\ What characterises
analysis and processing

of intelligence?

What characterises
intelligence
collection?

Figure 1.1. The intelligence research field. Research questions are examples only.

1.3.3 Progress of Inquiries
The research question is a rather broad and openTtwe project of answering it will be broken

down into four specific questions, which will bepdored and discussed in turn.

- What constitutes intelligence, and how is it pujetiher and conveyed to the end user?
Answering this question provides a framework foalgsing dissemination's role as part of
the intelligence process. It is done in chapter 2.

- What is achieved at the dissemination stage of itielligence cycle?Answering this
question provides an understanding of the purpbskseemination and the tasks attributed
to it. It is done in chapter 3.

- How does intelligence dissemination adhere to naftomy? Answering this question
provides an insight to how intelligence dissemmratmay stand out in a larger flow of
information. It puts intelligence dissemination time context of strategic communication,
where several sources claim influence on and aterfrom the decision-maker. It is
explored in chapter 4.

- What needs to be disseminated to support a prediconclusion’Answering this question
provides an understanding of how assessments wittorresponding factual basis can be
made understandable. It does however require alesupptary exploration of what an
intelligence prediction is, and how it is constecttduring intelligence processing. This is

done in chapter 5.

By this approach, the analysis to follow aims tplexe, describe and discuss the dissemination
of intelligence, not only from textbook or doctrindaow-to’ positions, but as well from

perspectives of content, challenges and commuaitati



- 12 --

1.3.4 Dissemination: What and Why
This thesis is all about the concepts of dissenunaand its character. As a preliminary

operationalisation, intelligencdisseminationdenotes the conveying of information from the
intelligence organisation to the end user. Thighis study's subject, and it will be detailed

extensively, starting in the next chapter.

The motivation for studying intelligence dissemioat is twofold. One is the contrast in
intelligence literature referred to at the startlo$ chapterAnotheris intelligence's place in the
flow of information inflicting on the decision-makeDescribing hiswar Amongst the People
paradigm, Sir Rupert Smith illustrates the chaleebg a commander trying to win the public's
hearts and minds (2007:36):

'We operate now as though we were in a theatre or Roman circus. The theatre commander needs
to produce a more compelling narrative than his opponent in the minds of the people.’

He concludes (2007:40):

'We must put the information out. We must capture the narrative. We must understand the theatre
of operations as a theatre and the theatre commander [...] must be setting out in his campaign to
write a more compelling script than his opponent. We must explain ourselves to the people in the
theatre and those at home and in parliament.’

Looking at his approach allegorically, from the gpactive of intelligence, demonstrates the
importance of successful dissemination. The tempocantemporary decision-making is
increasing (Coker 2007), and intelligence needstamd outto its audience. If not, the rather
expensive process is in vain. To do so, intelligecan be analysed like storytelling — just as Sir
Rupert indicates that strategic communication oas.intelligence often implies prediction
(Hagen 2009), an intelligence narrative conveysoaysof how future developments will be.
Bent Flyvbjerg (2001:137) indicates that a nareatiorm is particularly beneficial for conveying
predictions, as narratives

'provide us with a forward glance, helping us to anticipate situations even before we encounter
them, allowing us to envision alternative futures.'

This is the reason for the selection of topicsudeld in the thesis. Answering the research
question by way of this approach may contributéht® understanding of how intelligence can

stay relevant and applicable to a decision-maker.
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1.3.5 Characteristics: What and How
Where and how, then, will the study look for thbaractet of intelligence dissemination? In

broad terms, the thesis will understand 'chareastiesi as
- what dissemination 'does' or ‘achieves' — its tasks
- how itis formed by its challenges, and how it fateem; and

- its relationship to other phenomena or entitieheintelligence process.

However, the subject matter of this thesis is sohawhard to grasp. 'Dissemination’ is a phase
in a cycle. Chapter 2 will show it as a square floa-chart. Can a phase have character? Which

qualities are implicitly conferred upon a '‘phaseaiproject looking for its ‘character'?

Chapter 2 will argue that dissemination is a furctin the intelligence process, not a structural
element. This is a study of that phase, not ofoaigrof human beings. Stating, as this study will
repeatedly do, that dissemination 'does' sometisirtherefore troubled. Whether the phase is
active, in creating or adapting something of vdoethe decision-maker, or passive, merely
transmitting products previously constructed, igugstion that will be debated several times
over. The thesis will, however, show that what amel in or during the dissemination stage of
intelligence-making is different from what goes wnthe other stages. And, obviously, the
process is not a machine. What is done, is donéumgans. Some of them are analysts or
managers, as well as disseminators. And in th&, dasiay be useful to know the crafts apart.

The thesis will, for good and bad, tend to treasdimination as an active entity, at least

linguistically. In the following, intelligence dismination will 'do’, 'act’, and 'achieve'.

The analysis to follow will isolate and explore at@ncept related to the research question at a
time. It will attempt to elucidate disseminationlgaracter inwo parallelways.Oneis to study
dissemination from several perspectives.

- Initially, the dissemination stage will be studiedm the perspective of if®rmal positionin
intelligence at large.

- Expanding this, dissemination will be studied frone perspective ofommunication as
intelligence, in order to stay relevant, needs tand out amongseveral sourcesof
information that inflict on a policy-maker's decisi

- Intelligence dissemination will as well be discusse the context of what kind of product
that is to be conveyedredicting future events is dorte of intelligence. Foretelling the

unknown is a demanding task to dissemination, aay raveal more of its character.
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The secondangle to character elucidation is to contrastifigd with a line-up of challenges

facing them.

- The description of dissemination is contrasted witimne sources of error in the intelligence
cycle, in order to conclude which role disseminmatias in mitigating them.

- The brief exploration of narratology is contrasteyg the concept of discourse failure in
intelligence dissemination, in order to shed lighh how compelling, consistent
dissemination can maintain an innovative edge wharsferring predictions.

- The outline of prediction in science and intelligens challenged by strained validity and
high demands to reliability. The contrast shedbtlign which preconditions that may back
up a presentation of predictive intelligence.

Overall, positive and negative qualities will beatievith rather equally. The study's purpose is

to explore and describe. It will be modest whatrdg the normative. It is ambitious for a study

like this to go into explicit recommendations onesmdments, just as it is prudent not to over-
emphasise any problems and challenges to its sufijee thesis, therefore, will be careful on
both accounts. The aim of the study is not to fivttht may be wrong with dissemination and

why things do not work, but to point to what doesrky and why these things carry importahce

1.4 Review of Literature
While being elusive and brief on dissemination @shs the literature on intelligence production

and the relationship between intelligence provatet consumer is in steady voluminous growth.

This overview will mention some works that influenthis thesis. The literature falls in three

main categories

1. Textbooksaiming at academic and professional educatideriofy a holistic perspective on
intelligence's role and function.

2. Texts onspecific subjectsA not insignificant portion of these are on tleuses and effects
of intelligence failures.

3. Doctrinal texts aiming at providing guidelines (how-to and SORS) personnel actively

engaged in intelligence production, managemenbos@mption.

% There are numerous studies on what does not whigkwill not be another. How intelligence oftenstsidied by
its negation is returned to in section 3.7.

% A fourth categoryis intelligence history, but this bears less om tiesis and is thus omitted. A fousburcefor

the thesis is the works on epistemology, predictind narratology. These are not works on intelligespecifically,
as this section discusses, and will be referraéd $ection 1.5.3.
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Two textbooks will be keystones among the thesis' sources. Michderman's (1996)
Intelligence Power in Peace and Waovers history, purposes, processes and debateg ab
intelligence, primarily from a British point of wie Mark Lowenthal's (2009ntelligence — from
Secrets to Policys remarkable for its brevity on disseminationggs 62-64), but re-captures
most of dissemination's qualities in its preseatabf intelligence analysis (chapter 6). Written
from a US point of view, the™edition offers modern and recognisable considemation the

intelligence process, and is overall more practeal less philosophical than Herman's book.

Academic texts on specific subjectare abundant — and a large part is on intelligence
shortcomings. Uri Bar-Joseph's (2003; 2005) efftotexplain the lead-up to the 1972 Yom
Kippur war has identified several concepts of ligehce failure with universal value. Richard
Betts (2003; 2009) contributes to understandingitipiaation and the unavoidability of
intelligence failure. Traditional studies of intgince failure tend to focus on errors based within
the intelligence organisation (cognitive errors),eoror erupting from mission creep (integrity
errors). Neumann and Smith (2004) introduced dismtrilure as a source of error embedded
in the linguistic and conceptual interface betwdenintelligence organisation and the consumer.

This is a third category of error, presenting gaitar challenges to the dissemination stage.

Woodrow Kuhns (2003) offers employable discussionsvalidity and reliability in predictive

intelligence. Peter Gilet. al's anthology on intelligence thedrgontains several elaborated,
specific contributions to intelligence productiopyurpose and provider-consumer relations.
Marrin (2009) and Johnson's (2009) articles, irtipalar, go into some detail on dissemination

and on its delineation towards other parts of thelligence process.

Study ofdoctrinal textsis limited by the classification official texts antelligence procedures
naturally are bound by. Only two will be referredin the thes® TheNorwegian Armed Forces
Joint Operational DoctrindFFOD 2007) outlines intelligence briefly, but lble assumed to be
in accordance with the current state of play. Tlwewégian Army's handbook on operational

planning (FR 3-1 2004) outlines tactical and opera guidelines in more detail, though in the

* Gill, Peter, Stephen Marrin and Mark Phythian (tigelligence Theory — Key questions and dehaieingdon:
Routledge, 2009.

® NATO's Allied Joint Intelligence, Counter Intelligence aBecurity DoctringAJP 2 2003) offers a basic and brief
view of NATO's best practice on intelligence protitue. For reasons of classification, it is usextlusively as
backgroundfor this thesis. In spite of being classifiBBATO/PfP Unclassifiedits content and positions anet
generally releasableThe doctrine has, however, been used to checkghge of other doctrinal documents. Apart
from this note, it willnot be referredn the thesis.
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same vein. Ulfving (2002), thought@xtbook is based closely on Swedish and NATO doctrinal
approaches. It will as well be used as a sourcere@nt practice.

As a consequence of the literature's lack of deptlthe dissemination of intelligence, there are
few pointers to what — if anything — the dissemmatstage does to improve intelligence, reduce
error or enhance understanding. (However, therglargy of pages written on what can be done
by collection or processing.) This thesis will exj@ what role, if any, dissemination may have

to these ends.

1.5 Research Design

1.5.1 Approach to Research Design
This chapter has outlined most of the thesis' rebedesign already: It has a qualitative,

literature-based, exploratory approach, open-endaidhing to identify some characteristics, or
the lack of such, unique to intelligence dissenmdamats a phenomenon. Tippenomenorns a
phase in the intelligence-making process, whereutsome is transferred to the end user. This is
not a case study, as it does not study one or m@tancesof dissemination, which can be
singled out in time, space or context (Jacobse®:32). Delineating the subject matter is indeed
an implicit part of the thesis' inquiries. It igvever, a study of an activity, a process (Creswell
2009:13). Studying a phenomenon shares itliensive research desigof a case study:
collecting and analysing information (literaturedaprevious studies) in order to draw some
conclusions that may contribute a clearer undedstgrof the phenomenon (Jacobsen 2005:89).

This thesis has modest ambitions beyond this. @rbésis of this approach, it has limited merit
to attempt generalisations to all cases of intelige dissemination. However, the elucidation of
the phenomenon's character invites coming to a whatedetailed understanding of the dynamic
between the factors included (Jacobsen 2005:97ap€h 6 will attempt to conclude by an

outline to that effect. Therefore, modestly, thesik will border on generalising a theoretical

contribution to the study of intelligence dissentioa.

The research question does not presuppose anylibaosaorrelation, and therefore, the thesis
is not founded on any explicit variable interpldy.will not seek causal explanations (cf

Jacobsen 2005:108ff). The intelligence processoisaausal. Chapter 2 will show it as an
interplay between individuals acting towards a camrmurpose. Chapter 3 and 6 will show that
the character of dissemination as well may surfzai@ before, during and after dissemination

temporally takes place.
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Therefore, the thesis' research design is intenasinge qualitative, exploratory and describing,
based on current practice and academic study, tasidhs at understanding the character of a
phenomenon and a process, in order to contribute diearer theoretical understanding of the

role of intelligence dissemination.

1.5.2 Approach to Theory
This is a study of literature and theory on ingadhce dissemination. Apart from its aim to

contribute to a clearer understanding of the cohaad the concluding outline in chapter 6, the

thesis will notapply, testor createany particular theories or models. The theoretgalts to the

discussions will, however, be of three kinds:

- Intelligence, its purpose and process, including rible of dissemination, will be studied
based on textbook or doctrinal sources. These airé¢heories proper, but the intelligence
cycle will be outlined as a simple model in chag@emhe terminology and frame of analysis
established on this basis will be maintained thhaug the thesis. Primary sources for this
information is FFOD (2007), Herman (1996), Ulfvi(2002) and Lowenthal (2009).

- Narratology, the study of narrative forms, complateethe exploration of intelligence
dissemination. It has its roots the study of litera and creative writing. The thesis will
conduct a discussion on the concept's implicatiganarily based on tutorial texts,
supplemented by von Wright's (1971) and Bent Flgxddgs (2001) theories on social science.

- Prediction is a theoretical and epistemologicalceph. The discussions on its construction
and implications for dissemination are primarilysed on the models of Georg Henrik von
Wright (1971).

1.5.3 Approach to Sources
Intelligence as a topic is not inviting to acadestiedy. Contemporary products and practices are

usually classified, and studying historical sounses/ not produce conclusions useful for today's
circumstances. Sources are thus somewhat probterdte thesis' approach to sources can be
outlined according to their three kinds (cf £:4)

® Apart from the sources explicitly mentioned, ialof course never be ruled out that other backudo lectures,
texts, discussions and experience influence theigh&his does not, however, have any conscioudrgean the
text, which is based on the sources quoted. Aqadati note should be made, however, on that | duttie work on
the thesis was allowed to participate in NATO'ssBrManagement Exercise in March 2010. This pravigduable
insight into strategic intelligence warning, progiag and dissemination. My participation was orgadijointly by
my employer and NATO IMS, and | am grateful to bfatbilities.
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1. Academic texts are prone to studying history, oy @ based on the personal experience of
their author. They do, however, constitute a mpgot of the thesis' source material, and will
be exploited to the degree they contribute to fitation and inter-linking of concepts related
to intelligence dissemination and prediction.

2. The texts on specific subjects will be exploitedhasimilar scrutiny as textbooks. When
views differ, they will be contrasted in order togrove insight and understanding. This goes
in particular for the sources on philosophy or kiemlge theory in chapter 4. The sources for
this information are primarily textbooks, some ohieh are primers for undergraduate
philosophy studies. This way the thesis aims tg stdhin 'mainstream’ interpretation of
epistemological concepts. Original sources are ymsedarily in the cases of von Wright
(1971) and Flyvbjerg (2001). When applicable, thguthese sources will be contrasted
against textbook positiohs

3. The few doctrinal texts and guidelines will be séadat face value — meaning that their
content is assumed to loeirrent practice It has slim academic benefit to assume that the

opposite might be the case.

1.5.4 Alternative Solutions
This introduction started out with a not-so-latemiticism of the poor state of studies of

intelligence dissemination. On that basis, a stadgking to explore the field could take a
number of approaches, apart from and along withotiteedescribed and chosen here. The same
can be said for the approach to the research questibroad and open question like that can be

answered in a number of manners. A couple of atem solutions may be mentioned here.

In one end of the spectrum, an obvious way to stifigctive dissemination of intelligence

products is tasurveythe intelligenceconsumersWhat kind of product do they need, and when,
in their view, does the intelligence agency sucdaeatisseminating their products convincingly?
The results would be subjective to the decisionenskof course, but could be of fundamental
importance in learning about why resource-demandlmeglligence products are sometimes

ignored in decision-making, and how the agencieg imarove their standing.

" Flyvbjerg (2001) sparked a certain debate on th@qae and method of social science. The antholMaking
Political Science Matter: Debating Knowledge, Reshaand Method edited by Sanford F. Schram and Brian
Caterino (New York: New York University Press, 20@Bought some positions together, and will berrefito as
appropriate. The reason Flyvbjerg features repbatedhe thesis is that his practical (so-calfgdonetig approach
to social science as a contribution to policy-mgkirears several similarities to the understandihgptelligence
outlined in chapter 2 in this thesis.
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This study does not go anywhere near this solufidre decision-maker as an entity in the
intelligence process is not explicitly studied.idtassumed that he will treat a disseminated
intelligence product with, as a minimum, equal iest as he would any other source of
situational awareness. The reasothigefold Surveying consumers would take both time and
resources, and selecting the proper number and dimgspondents could prove demanding.
Second, attaining unclassified information — bdBicagetting respondents to avoid

contemporary examples — could prove difficult, @m$wers without context could be of less
value. Lastly, a proper starting point for suchuwdg would be to have a fairly good grip on the

characteristics of dissemination as such — whiebhigtthis study aims to provide.

Keeping the analysis internal to the functionsnaéliigence, then, could have made for a study
comparing the qualities of or interaction between dissemdmatand other stages of the

intelligence cycle. Delineation of concepts coulmvé been done by contrasting, rather than
isolating, them. Furthermore, a comparative studyldr have provided knowledge on more than

one stage of the intelligence process, which wbeldefit a challenging academic subject.

When this study does not attempt this approacleeithis for reasons of exploration and space.
Intelligence collection and analysis is prolifigallealt with in the academic and doctrinal
literature already. Dissemination is not. Thusrehis presumable more left to explore in one
concept than in the others. Treating other stagethe intelligence process as deeply as
dissemination is in this thesis, would furthermpuesh the set boundaries of the study. This
would not encourage exploration. And, like with tle¢her alternative above, a proper
understanding of dissemination may be usdiafore moving into comparisons or more

extensive studies.

1.6 Outline and Outlook
Apart from this introduction and from the concluglichapter, in which the research question is

posed and answered, respectively, the thesis witidmposed of four main chapters.

Chapter 2 will describatelligenceas process, product and, most of all, an empowsrofahe
decision-maker. The chapter will establisframeworkand terminology for the thesis, and will
also point out thapredictionis integral to many intelligence products.

Chapter 3 will discuss the features infelligence disseminatioas a part of the intelligence

process. It will argue that this stage, by convgyialevant and applicable information in a
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timely manner, fulfils the purpose of intelligendy introducing cognitive and integrity errors,
the chapter will as well discuss disseminationiitglio amend error, and question the stage's

suitability for separate study.

Chapter 4 will discuss the implications médirrative formsfor the dissemination of intelligence
predictions. By discussing the impact of discouiskire, the chapter shows that a narrative
format alone can not overcome challenges put teedigation. Still, studying narratives in

intelligence dissemination enhances several pdsgbithat may be constructive.

Chapter 5 will discuss some approachemtelligence predictionand thereby identify which
premises need to be conveyed to support forecaatisgssments. By studying how a prediction
is constructed, the chapter shows heliability in the processing of intelligence predictions can

lead to credibility andinderstandingn dissemination

Lastly, chapter 6 will conclude with an attempt deaw a more detailed outlin@f the
dissemination stage of the intelligence cycle gsponse to the research question. It will as well
look back to the both the detailed inquiries intieecl1.3 and to the more colloquial questions in
section 1.1, and briefly discuss whether there amghing to learrfrom the study at all, or if the

literature is brief on dissemination for a reason.



2 Intelligence: What, Why, How

Strategic intelligence is a process, a means tndn

The end is security and the maintenance or enhardenfia relative advantage.
-- Mark Phythian 2009 (:67)

2.1 Purpose and Outline
The purpose of this chapter is to describe whatlligence is, what it does and how it does it.

This is done for two reasons. One is to estab&sminology to be used in the thesis. The other is
to introduce arunderstandingof intelligence by way of itpurpose which in the next chapter

will be argued to bsimilar to those of the dissemination stage in the imgfetice cycle.

This will be done inthree main parts. Sections 2.2 and 2.3 will outline anerstanding of
intelligence along with itsaim and purposeSections 2.4 to 2.6 will describe a common
approach to théntelligence cycleand point to how it is applied and understoodha thesis.
Before a brief summing up, sections 2.7 and 2.8aulline some approaches to the intelligence

product

A main argumenbf this chapter is that intelligence agencies warlservice and empower the
decision-maker, by providing him with processedinfation that increase his foundations for

choosing an adequate course of action

2.2 Intelligence: Product, Organisation, Process
The traditionalunderstanding of intelligencgenotes three parallel concepts (Herman 1996:1-2;

FFOD 2007:145; Lowenthal 2009:8):

- theproductthat the intelligence organisation brings to tbesumer;

- the agency oorganisationthat in itself provides the product; and

- theprocessan which the intelligence product is formed.

Figure 2.1 illustrates these three aspects of mieligpence concept. While not a theoretical

foundationper se these concepts may constitute a framework fatystg intelligence.

Theprocess often referred to as@cle constructs the intelligengeoduct The process and the
product are botlrganisedwithin theintra-intelligence sphereas part of the intelligen@gency

(Lowenthal 2009:3-5). The product is then dissemeitido the consumer, the decision-maker,

! This thesis is not a study of intelligence as sich of the dissemination phase of intelligendeisTchapter, then,
serves to establish general terminology of inteltige that will be maintained throughout the thesigl, as chapter
3 will argue that the intelligence disseminatiotilsithe very purpose of intelligence, it is adtageous to establish
a whole-process view early.
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outside the intelligence sphere.

Intelligence Organisation ?ecision-maker
/
Process Product // Consumer
/
/
Intra- Extra-
intelligence // intelligence

Figure 2.1. Intelligence as organisation, process and product.

The cycle will be outlined in section 2.4 and ithaged by figure 2.2. Thpredictive nature of
some intelligence products will be discussed impbtda5. The intelligence organisations as such
will not be explicitly studied in this theidntelligence disseminatigrthe topic of this thesis,
operates on the fault line between the intra- axtdaentelligence spheres. While it will be
addressed throughout the thesis, chapter 3 willn@x& its position in the intelligence cycle and

its contribution to the purpose of intelligence.

2.3 An Understanding of Intelligence by its Aim and Purpose: Servicing the Consumer
More specifically than the three-partition aboveglligence may be understood by pisrpose

which lies in theextra-intelligence spher€]...] to enable action to be optimized by reducing
ignorance’, as Sir David Omand (2007:99) putsnitelligence’s purpose involves beipgt to
use ‘Intelligence refers to information that meete tstated or understood needs of policy-
makers, and has been collected, processed andwearto meet those needs’, Mark Lowenthal
(2009:1) states. His understanding emphasisesaimgumer of intelligendeand how his needs
are serviced by the work of the intelligence orgation. Highlighting the hunger of the
consumer even more, Jennifer Sims (2009:154) utahets intelligence as ‘'the collection,

analysis, and dissemination of information for dem-makers engaged in competitive

2 This thesis will focus on the way in which theniséerence of an intelligence product serves tal fiié purpose of
intelligence as a phenomenon and service, and thils not enter into historical or structural disgaes on
agencies. Intelligence organisations, what figufe clls the intra-intelligence sphere, will in ttiesis as well be
referred to as thimtelligence provideras opposed to the extra-intelligermosmsumer

® Several phrases are used to refer to this erfiityGustomer, recipient and policy-maker (Herm&®9@:39). This
thesis will employ consumer and decision-makerthm dame end. The use of masculine pronouns to teefiis
entity is not intended to ignore the similar pasitof female and male decision-makers. The the#liseot study the
consumer explicitly. However, the relationship,qmeral and institutional, between the intelligenogaaisation and
the consumer is very likely to inflict on the qulof dissemination (Marrin 2009:147). Cf sectiab.4.
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enterprise’. These approaches all point to gime and purposeof intelligence: to provide a

consumer with information, in order to fill a need.

The aim of intelligencé is to provide the decision-maker with collectedd aelucidated
information that is within his sphere of need antkiiest. Intelligence'purposeis, by way of
such information, to influence and improve the dieci-maker's basis for choosing his course of
action; in short, to put him in a position whereda@mdo something he otherwise could not(db
Phythian 2009:58; Johnson 2009:34-35). Therefdre,information must bapplicableto the

decision-maker (cf Malnes 2009:2).

Michael Herman (1996:2) refers to efficient andlaygble intelligence as the consumer's degree
of intelligence powerunderstood as a ‘capacity to produce effectsateimore advantageous
than would otherwise have been the Cadetelligence is a tool, a service to increase the
analytical ability of the decision-maker (cf Scaitd Jackson 2004:3)

Intelligence organisations provide this power bijeming and processing data and information,
which is submitted — disseminated — to the decismaker. This processing is often referred to
as production and the submitted information, written or oral,referred to as product The

product is thus the ‘processed and narrowed' irdbam which the policy-maker needs. But,
importantly, intelligence does not serve its pugpbyg the product alone, but by the applicability

provided to the consumer by way of the productlanthe way it is disseminated to Him

2.4 Process: The Intelligence Cycle
Intelligence-making is a relay. Each leg, stag@luase works together to fulfil the purpose of

intelligence. As outlined above, this end is reacbely at the last stage, and prior stages may

“ In this thesis, the termim is used to describehatis to be achieved, and the tepmrposewill describewhy; to
what end, the aim is to be achieved.

®> Herman explains that his concept of intelligenoever is built on the quoted definition, which hetimn quotes
from p 291 of L. Freedman's article 'Strategic #sidind the Problem of Power’, in Freedman, LHa&es and R.
O'Neill (eds.)War, Strategy and International Politig®xford: Clarendon Press, 1992). This understanain
power retains the core of conventional social smedefinitions of power, where A can make B do shing A
wants, which B otherwise would not have done, beeald controls some means of sanction (Gilje anan&ni
1993:181-182).

® A note should be made about #ecretive nature of intelligencehich is consciously left out of this description
Intelligence matters are prone to classificationtfeo reasons: i) in order to protect the organisatisalsrces and
methodswhich if compromised, are expensive to restriefan intra-intelligence reason), and ii) in ortteprotect
the decision-makeriitent and knowledgewhich if compromised, will erode the relative adtage he gets from
intelligence, and thus erodes the purpose of igerice (an extra-intelligence reason). Thereby, sberecy
involved in intelligence is aneansto those two ends, and is not a characteristithefintelligence organisation,
process or produgter se and will not be an explicit topic of this the¢ts Phythian 2009:59; Sims 2005:37-40).
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have own, partial aims. This section will outline canventional understandingf the

intelligence-producing relay; commonly referrechtoa process oraycle

Intelligence is formed through a gradual, sequénpiggressive flow of production, where all
functions are inter-dependent (Herman 1996:39; sSamn2009:34; Marrin 2009:131). The
process repeats itself in cycles, building an &etter understanding of the topic at hand (FFOD
2007:147-48; Ulfving 2002:75-76). All stages are@dived at all times, working on different
phases of different topics (FFOD 2007:147). In to@ventional model of the cycle outlined
here, the basic assumption is that the consumeft@mation requirements precede the
intelligence production process, and that the pcodid this process precedes the consumer's
actual decision-making (Marrin 2009:133-36)

There are several models for the cycle (Herman 898; Lowenthal 2009:ch 4; FFOD
2007:147), sometimes adapted to fit different Is\alintelligence. For the purpose of the thesis,
the four stageBirection, Collection ProcessingandDisseminatiorsuggested by thidorwegian
Armed Forces Joint Operational Doctring-FOD 2007:147-148) offer a simple, applicable
approach. These four core stages remain, alongthetltoncept of th€onsumeil(the decision-
maker) (Herman 1996:39), implicitly parts of mosbdels. (It is the direction and content of the
links between them that diff&) In brief, the stages play out like this

- Intelligence Directionprioritises resources in three respects: with neéga tasks from and
needs of the consumer; with regard to the intetloge organisation and the intelligence
process; and with regard to the intelligence orgmion's partners, sources and sensors.

- Intelligence Collectiorexploits openly or candidly, hidden and open, técdl and physical
sensors and sources, in order to gather diverseradile data and information on the topic
at hand, and delivers these to single- or multgalerce processing.

- Intelligence Processingdenominates all collation, analysis, interpretaticelucidating
(Omand 2009) and methodical evaluation of the gathsingle- or multiple-source data and
information, in order to form predictive assessraetitat make uncertain estimates less

uncertain.

" As a.0. Marrin (2009:136ff) points to, this simglpproach may be challenged by the fact that deeisiakers
may have agendas and intelligence personnel mag particular biases or pre-suppositions. This ballreturned
to in chapter 3 and 4 of this thesis. However, wtieimg a rather exploratory study like this, thisréttle reason to
start out with the assumption that the conventiapgroach is wrong.

® See, f.i., Herman 1996:284-296.

° This overview is based on Herman (1996:39-47)yidif (2002:ch 6), AAP-6 (2010:2-1-6) and FFOD (20D47-
148).
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- Intelligence Disseminations made up by the conveyance of the processetligetece
product to the consumer, at a time and in a formchivmakes it understandable, usable and

valuable to him, reducing his degree of situati@mabiguity.

Extra- —
. . —
intelligence _ =
Consumer —
= -
o = _ Intra
[ _ = intelligence
N N =
>
= Y=\
=
=
= Direction
=
=
Dissemination Collection
Processing

Figure 2.2. The intelligence cycle (simplified), adapted from FFOD (2007:147) and Herman (1996:39).

Figure 2.2 illustrates the cyclic nature of theemptay between the four stages, along with a few

other components that inflict on the understandihigitelligence production.

The consumeris the end user of the intelligence product, aaften synonymous with the

requesting or tasking authority and/or the decisi@ker. The consumer is outside the
intelligence sphere (Herman 1996:39) (as illusttdg the dotted line in figures 2.1 and 2.2), but
is inside what Omand (2007:120-122) calls 'thelesrof trust'’; the institutions with access to a

states apparatus of power in dealing with highileeeision- and policy-making.

Returning to the relay analogy; while all stagestloé cycle may have separate tasks,
dissemination as the last stage is to fulfil they\am of intelligence itself: providing applicable
relevant, reliable information in a timely mannBut like in a relay, this last stage cannot do it
all by itself.

2.5 Stages vs Structure
The stages in the intelligence cycle do not coomth the organisational structure of an

intelligence agency (Aasberg 2009). There is naesgarily major physical or mental distance
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between the production and analysis in the proogssiage and the transference of the product
in the dissemination stage. Analysts often constamcl present their own products in person,
adding to dialogue between provider and consunfdrdewenthal 2009:111). Nevertheless, the
processing stage is qualitatively different frore thissemination. Evaluation, interpretation and
integration of collected information demand a beyadnore detailed approach. All aspects of
this processing cannot be transferred to the coasuand the selection of the relevant and
appropriate is done with specific regard to disseton (cf Lowenthal 2009:64). The mental
processes and considerations differ between thestage¥’. While not necessarily a separate
structure in the intelligence organisation, diss&ton is a separate process, and may be suited
for separate study.

2.6 Intelligence Dialogues
A further way of explaining the intelligence prosds by way of dialogues, the internal and

external communication involved in it (Hagen 200B)ese will at times be referred to later, and

thus get a brief mention.

- The tasking dialogueis between the consumer and intelligence directeomd aims at
clarifying what tasks the intelligence organisatisimould perform, what topics it should
study, and to which ends.

- Theinternal dialogueis continuous between all four functions of thelilgence sphere of
the cycle. It is the study of these processeshhatiriggered other, alternative models of the
intelligence process. The dialogue aims at clargythe status of the tasks, the availability of
information, and the appropriateness of the prqdaobrder to determine how the tasks are
being solved-

- The product dialogue between personnel involved in dissemination ef phoduct and the
consumer, aims at determining whether the prodwestsnthe consumer's needs. The output
of this dialogue may trigger the tasking dialogwether illustrating the cycle.

Intelligence is formed and used by individuals. Tomcepts of dialogue therefore underscore

that, in spite of the abstractness of some othecequts elaborated on in this thesis, intelligence

is all abouthuman beings actually talking to another (cf Johna009:46-47; Marrin 2009:147).

19 This will be part of the discussions in chapteend 5.
' Lt-Gen Hagen referred to this as 'intelligencelatjse’. To reduce ambiguity, it is here renameterival
dialogue.'
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2.7 Product: Kent's Typology
While intelligence on the one hand constitutegrvice a contribution to the general power base

of national decision-makers, an intelligence agemoye often than not executes the service by

way of concrete productsanalyses, assessments and estimates — docurnmehtsriafings.

Sherman Kent distinguished between three typestellipence output (Herman 1996:105-108):

1. Current-reportorial intelligence reports recent developments on tipectat hand, and may
offer limited, short-term predictions. The scopettu reporting is limited in both temporal
directions: it constitutes new development, maypsempent regular open-source journalism,
and may offer a most-likely version of what may wrcantil further reporting is available. It
may be immediate during a situation that developiskly or unexpectedly, or it may be
founded on established surveillance in areas ohaeent interest. Its prime characteristic is
that it avoids longer historical trends and any pdemoted features of infrastructure,
ethnography or economy, and that forecasting isflaind of limited ambition. Today,
scheduled routine reporting, delivered at pre-aeiteed intervals (‘reporting periods’) is
usually made up of current-reportorial intelligenemd is in effect referred to asirrent
intelligence (Lowenthal 2009:113; AAP-6 2010:2-Cr20

2. Basic-descriptiventelligence reports outline features of a consilyy more lasting nature.
Such reporting detail permanent or inertly changiogics, and are suitable when
familiarizing a decision-maker with a situationarea. Typical issues are political relations,
economic, resource or infrastructure features sba@ety, military order of battle, religious
influences and biographies of core personnel. Heirg not the content of what is presented,
but the manner in which the data are collectedniedte the product intelligence. Suahisic
intelligence may form the platform for predictianthe two other reporting categories (AAP-
6 2010:2-B-2). The initial stage of Intelligenceeparation of the Battlespace (IPB) would as
well be an example of basic intelligence (cf FR 3003:77).

3. Speculative-evaluativimtelligence reports may be based on both cumegmdrting and basic
intelligence. Their prime characteristic is thempghasis on prediction of future events, days,
weeks or years ahead. Such reports are intendsdpimort longer-term policy, and should
aid the decision-maker to take steps to avoid, gham increase the effects described in the
reporting, all in the national interest. Thus, eutr intelligence may share parts of the
methodology, but is based primarily on ongoing ecent events. Speculative-evaluative
intelligence may be referred to Emg-term as opposed to current, intelligence (Lowenthal
2009:114). It takes any available scope of timecepand force into consideration, and
makes an assessment or an estimate of what willlis.ability to predict is at the core of

any intelligence agencytaison d'étre(Herman 1996:106-107).
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Prediction of future events or developments is iexgh the first and third output type and only
indirectly a part of the second (how will the elmviment inflict on future operations or actions?).
Later on, the thesis will go on to study how pré&de products like these — the outputs of the
processing stage of the intelligence cycle — mayrdneslated through dissemination in order to

constitute an enabling and empowering servicegatdnsumer.

2.8 Product: Warnings, Assessments and Estimates
It may be useful to elaborate slightly on the grief form in intelligence products, in order to

clarify what intelligence dissemination has to ceywvand which bearings this may have on the
study of dissemination. These concepts will berreteto in the discussions later in the thesis.
A.o., chapter 5 will return to predictions, as fdun Kent's typology. These are found in both

intelligence warnings and intelligence estimateassessments.

Intelligencewarning is a central justification for keeping intelligenorganisations (Herman
1996:154; Kuhns 2003:94), and notifies decision-enakhat an incident will happen before the
actual fact. According to James McDevitt {f)dtime is at the essence of warning intelligence.
He distinguishes between tactical and strategicwgr where the former is issued only after a
hostile action is initiated, but before its conseges are severe. Strategic warning issues
notification before any adversary action has taki&ce at all. In order to monitor a given
situation, certain events are assumed to foregavireed-about incident. These are isolated in
intelligence processing asdicators and work best when they are

- necessarypreconditions of the development,

- unambiguouso detection and consequence, and

- visibleto the point where the collection apparatus camadly track them.

When the intelligence analyst determines that eidis are sufficiently telling, a warning may
be issued. This is known as indication and warr(i8yV) methodology (McDevitt; Handel
2003:20; Lowenthal 2009:133).

12 Unfortunately, my copy of James McDevitt's artiee entered in the literature list, is not dategaginated.
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Intelligenceestimategor assessmenjtsre predictive, but not merely warnifgsn an estimate
(as process and product), the intelligence anaiyistidentify the contextual forces involved,
inflicting on the situation and development at h&ikidhns 2003:97). She will consider history,
incrementally, and make judgements as to whetheeuissues are out of step with previous
ones. Assessing this totality, the estimate willken@onditioned, justified statements to the
decision-maker on how the current situation may lat over a given future time period, and
assign a degree of probability to its own assessifiégrman 1996:258; Lowenthal 2009:136-
37). This leaves room for the decision-maker tdweata his situation, and to come to a decision

with considerable room for manoeuvre.

It may seem like a warning is more direct, lessimgied by all-source processing, than the more
carefully elaborated estimates, making the formeremactionable to the decision-maker (cf
Kuhns 2003:94;97). This not necessarily so. Anlligeence warning, due to its indicators, may
be as contextual as an estimate. Intelligence wsgaons will explicitly or implicitly put
analytical scrutiny on any collected informatiomtttmay indicate a warning. Thereby, warning

does not emerge outside a context already proddddnaintained by estimative procesées

2.9 A Summary: Enhancing a Relative Advantage
This chapter has outlined some concepts centrdigainderstanding of intelligence. This was

necessary in order to found the discussions odigsmination stage of the intelligence cycle in

the next chapters.

In this chapter and in the thesis, intelligencenderstood as

- product, process and organisation, which ultimately

- aimsto provide the decision-maker with processed mftion that is within his sphere of
need and interest, for tipairposeof improving his foundation for choosing own aato and

thus put him in a position where he can do somgthanotherwise could not do.

3 The use of the terms estimate and assessmertusambiguous in literature. Herman (1996:237) bowenthal
(2009:136) point to differences between UK and @8ninology, but that is most likely only a part tife
explanation. In US usage, any full-text intelligen@port is referred to as an estimate (Kuhns'3p2@dguments
draw on this American approach.). In British/Eurapeisage, an assessment is the evaluative partinfedligence
report, containing justified, conditioned predictio Estimation is a methodological process, asritestin the text,
as much as a product. This thesis will (apart ftbencurrent section) primarily refer to assessmigntise European
sense, and estimation as its methodology.

% However, it is what is1ot warned about that constitute a surprise. Surprisehat blindsides an intelligence
organisation and a decision-maker — is what wagmpredicted, not analysed, or was put aside. Wiadsides
you is still what you do not see, or do not sed embugh to identify (cf Handel 2003; Wirtz 20035:008).
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Intelligence production isyclic, but the staging of the cycle ought not to be gsedl with the
organisation of an intelligence agency. Intelligerdialogues are maintained at all stages in

order to make production transparent.

Intelligence products take various forms to servéemdnt purposes. Speculative-evaluative
products make long-term predictions or forecastses€ may be expressed as estimates;
contextual, conditioned analyses that present epeled or alternative versions of future
developments. This leaves the consumer free toidemnkis options. Warning is, as a form of
prediction, a core function of intelligence. Wamsnpredict specific events or developments by

way of a set of collectible, clear indicators.

The next chapter will narrow the focus to the tgmioper of the thesis, the dissemination stage

of the intelligence cycle.



3 Dissemination of Intelligence

This end stage is often the most difficult stephia intelligence cycle [...]
-- Loch K. Johnson, 2009 (:46)

3.1 Purpose and Outline
The purpose of this chapter is to describe andudssthedissemination stagef the intelligence

cycle, in order to explore its strengths and itsakvesses. A parallel purpose is to hint at an
answer to the second colloquial question in chaptevhether intelligence dissemination can be

studied as a separate phenomenon.

This will be done irtwo main parts. Sections 3.2 to 3.6 will outline sdmasic understandings of
what this stage is supposed to do, and discuss biisflyapacity to achieve the goals put to it.
Thereafter, sections 3.7 to 3.9 will introduce aabraelection of problems from the abundant
literature on intelligence failure, and point tovh@omesources of erromay inflict on the

qualities of dissemination.

A main argumenbf this chapter is that the dissemination stadféduhe purpose of intelligence
by conveying relevant and applicable informatioraitimely manner. The dissemination stage
can notincreasethese qualities beyond the output from the prongsstage. It does, however,
play an active role in adapting and conveying thi®rmation in a manner which makes it
accessibleand comprehendible to the consumer. The challepge$o the dissemination stage
from sources of error within the intelligence cyadan nevertheless primarily be mitigated

elsewhere. In sum, this points to some challendeswgtudying dissemination isolated.

3.2 The Dissemination Stage
There is little academic or doctrinal disagreemabbut what is to be achieved by the

dissemination stage of the intelligence cycle. M&h Herman (1996:44) states that
‘[dissemination’s] aim is the delivery of usefudetfriendly product at the right time, especially
when timeliness is at the essence for decisiomgakiThe Norwegian Armed Forces Joint
Operational DoctringFFOD 2007:148) explains dissemination as [...] piong the right user
with the right information at the right time' (cfA#®-6 2010:2-1-6). The terminology fits well
with the role of an intelligence agency: the Noriaegintelligence Service aims to provide the

decision-maker wittimely, reliableandrelevantknowledge (NIS 2006:1).

The following discussion will amplify a few key dfaateristics of dissemination, and will take

the Norwegian doctrinal definition (FFOD 2007) &spoint of departure. Whileght userand
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right time are rather functional and measurable entities, uhderstanding of theight
information will be given extra emphasis, as this essentiatipstitutes the qualities of the

product that is disseminated

3.3 The Right User
The consumer's position in the intelligence cyceswriefly outlined in chapter 2. End users of

intelligence are most often pre-determined befbee groduct is ready for dissemination. This
aids in fitting the foci of the product to the neeaf the consumer (through a dialogue or liason)
(Herman 1996:45-46; Johnson 2009:46-47). In opmratilevel intelligence there tends to be an
integral hierarchy where the intelligence orgamwsais tasked to collect, process and deliver
intelligence on a given matter by a given time.Wlwomintelligence is disseminated is thus a
matter of command and control, and of security aathorisation. These subjects will not be
dealt with further in the thesis, which will assuthat the designated consumer is in a position to

task, receive and utilise intelligence products.

3.4 The Right Information

3.4.1 An Overview
In order for the informatiohto be 'right' for the consumer, it must be relévamd applicable.

Relevances about what the consumer needs: whether theuptadswers the questiquut forth
by the consumer, and whether the product exparsdsibivledgeApplicability is about whether
the product, apart from being relevant to the corests sphere of interest, is fruitful tse
whether it can be exploited to his advantage (Jonn2009:46-48). Where relevance,
objectively, points to the consumer's interests questions, applicability is subjective to how
intelligence can contribute to the consumer's aliplp a relative advantage (cf Phytian
2009:67). Nevertheless, none of this takes effedhe product is not disseminated in an

accessiblanannet.

! As the topic of this chapter and the thesis ligbedded within the word ‘dissemination’, a few diren the
paradox of the meaning of this term may be worttevhiEtymologically, todisseminatels based on the Latin
disseminatusof disseminare made up of the prefidis, meaning 'away' or 'in all direction', asdminare(of the
root semel, to 'plant’ or 'sow' (Dictionary.com). Literallyo disseminate means to spread (a message) asawide
possible, and to as many recipients as possibngdinan Dictionary of Contemporary English). In lience,
dissemination relates to specific, tailored conweygaof the intelligence product to a pre-determioaasumer. This

is quite another thing than the limitless, one-waass broadcasting the term dissemination originaipfies.

2 'Information’ — as the doctrine states — is herieet understood as the output of intelligence msiog.

® The concept ofaccessibility ensuring understanding with the decision-makeraddressed in 3.4.3, but is
implicitly the main topic of chapter 4.
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3.4.2 Relevant Information
Relevancdias two dimensions.

- First and obviously, a relevant intelligence prddacswers the question posedeets the
consumer's needs for clearer understanding (Lowae2009:64). Does it not, it will not be
integrated into decision-making, whether or noisiteliable or valid. Should the topic be
picked up on later, the assessments may be ovartakevents, and thus worthless to the
consumer (Johnson 2009:46).

- Second, in answering the question posed, theiggelte product can volunteer information
and assessments needed in order to present adxhland full-spectrum view of the topic.
This may require more or other information and destthan the consumer asked for, but
providesadded valudo his knowledge base (Lowental 2009:111; Sim9D2Eb).

An intelligence agency thus both answers the gouestput to it (through gull-principle’ from

the consumer's point of view), and providgaighey analyses that, based on pre-determined

task-lists and previous questions, ought to bentarést to the consumer. In the second instant,

getting the consumer to take in analyses he didknotv he asked for or needed is a harder
dissemination task than providing answers to gaestin which the consumer has declared

interest (Marrin 2009:131-32; Johnson 2009:46-47).

In any case, the tasking and product dialogues deivihe intelligence provider and consumer
are key to the former's understanding of the Iatteeeds (Herman 1996:45-46). This, as well, is
a double-edged sword. Consumers are more likelgpfureciate intelligence assessments that
solidify existing policies or ambitions (Johnson 09647-48f. Disseminating intelligence
selectivelyin order to get the decision-maker's attentiorsriine risk of losing out on important
or alternative assessments that should have beeideoed.Too little dialoguecan make the
intelligence provider ignorant of the needs of tbal world', rendering the dissonant assessment
irrelevant and ignored by the consumer. Both thgsEnomena relate to politicization (cf Betts

2003), which will be briefly discussed later ingluhapter.

3.4.3 Applicable and Accessible Information
The product'spplicability relates to the consumer's ability to draw usefplis to his decision-

making from the product. This goes beyond the meiee; the product may be relevant, in
addressing the consumer's needs, but if the fonvatling or context is poorly tailored, it will
nevertheless be misunderstood or ignored (Ulfvidg2297). Therefore, the intelligence product

* Chapter 4 will discuss how intelligence can beselisinated to resonate with a decision-maker whasieyp
counters the intelligence product.
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needs to be conveyed in a manner, pace, struaigréoamat which igphysicallyand mentally
accessible to the consumer.

The discussion on the qualities of disseminatiory raaecasionally be lost in practicalities.
‘Electronically, there is never enough communicateapacity’, Herman (1996:45) laments,
reflecting the challenges of secure and precisenm@ communication. These are physical
considerations, solvable by non-intelligence me@wnputer systems, translation, commun-

ication — all speedy, flexible and robust, of ce)ysand will not be further debated in this thesis.

Herman (1996:2) emphasises how adequate inteligdmight information’) empowers the
consumer, increases his clarity of perception sfdwn situation and possible choices, and puts
him in a position where he cact 'Actionable intelligence' is a lauded term (Jam&009:47)
that demonstrates how the disseminated produgclsftitfe aims and purpose of the intelligence
process by beingpplicable Applicable intelligence provides 'information fdecision-makers

engaged in competitive enterprise’ (cf Sims 2009.15

Applicable (or actionable) intelligence consists ioformation that speaks directly to the
consumer's position (Omand 2007:99). The aim istimatt the decision-maker necessarily shall
act based on the intelligence assessments, but tegtdbntribute to alearer perception of
other factors and thereby that the decision-maker eaaluatehis options better. This, as well

as actually taking action, is an outcome of applieantelligencé.

However, for intelligence to come across as achtmaequires that the product msentally
accessibleto the consumer. Wherapplicability is a quality with the content, topics and
assessments of the produatcessibilityis a quality with the dissemination stage as sifcine
wording, perspective or content of the producba far from the consumer's frame of reference,
he will neither understand nor apply the intelligenThe foundation for applicable intelligence
may be laid in stages preceding dissemination thmifoundation for accessible intelligence is
made by the dissemination stage. Here, the output the processing stage is adapted to the

consumer's preconditions for understanding. Thdymts applicability is made accessible to the

® This illustrates why the thesis will employ thents 'actionable intelligence' and ‘applicable ligehce' to similar
ends. The reason is partly semantic (regardingnéleel to use the noun ‘applicability’ (there is inglar noun form

of the adjective 'actionable")), and (more impatigrpartly dynamic, agpplicable intelligencds not necessarily
solely translated to 'action’, but as well encorapaghe consumer’s perception and understandihig sftuation —
his posture
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decision-maker by the way 'the story of the assemstnms told. Chapter 4 will return to this

narrative aspect of dissemination.

Returning to the 'pull’ principle atlevantinformation, in tasking the intelligence providére
consumer needs to take his own aims and ambitiiosaiccount, and know what obstacles he
needs more information about in order to mitigatent. Proper tasking dialogue may allow the
intelligence organisation to add — 'push’ — furthdormation that may be relevant to the
consumer's sphere of need and interest (Herman:4®96ohnson 2009:47). Amplifying the

product's relevance may increase its applicabiityd vice versa.

For instance, when considering different militappeoaches in a peace support operation, the
decision-maker needs to know not only the qualitielis opponent, but as well assessments on
collateral damage and on the assessed responsecfuilians’. With this information, the
decision-maker can prevent unintended implicatibiysengaging constructively with third
parties, giving him an advantage before militariaacis taken. Adding further, accessible value,
the intelligence product can tell the consumer vang how particular key people can aid in
facilitating his intention§ perhaps even to reduce the scale of kinetic tipam At strategic
level, in a trade agreement negotiation, nation#harities will benefit from information on the
adversary's options and desires beside and beyendgreement at hand, in order to determine
who of them needs a rewarding or quick settlembatrhost. Information on the adversary's
motivation or political vulnerabilities may nuddeetdecision-maker to see the value of applying
intelligence information. This, more thanerely lists of facts and figures, orders-of-battle,
statistics and biographies, is actionable and egple intelligence. This separates Kent's
speculative-evaluative category of intelligencepotitfrom the basic-descriptive one. And the

potential for application of intelligence informaiti is the basis for Herman's intelligence power.

3.5 The Right Time
The timely dissemination of intelligence producisges on when it needs to reach its purpose:

when the increased clarity provided by the asseassigan facilitate the consumer's decision-
making. Timeliness is therefore the intelligenceraxy's window of dissemination opportunity.
When circumstance demands a decision, the conswitherot wait for the ultimate intelligence

product. Christopher Coker (2007:87-89) demongtréiew the increasing tempo of modern

® This grows ever more important when considering3sipert Smith's (2008)ar amongst the peopparadigm.
" So-called Key Leader Engagement (KLE).
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operations creates risks in decision-making. Tifiscts intelligence dissemination in that the
consumers' need for risk management and speedgk-fixi solutions may fragment the
consistency of dissemination and understandingtefligence products. Intelligence must reach
him in sufficient time to be actionable (Kuhns 2(%. Therefore, timeliness is in fact
integratedin the concept of applicabilityThe latter will thus be used to this end, as Kedge
presented at an inappropriate time (both too earti/too late) will not be put to use.

Timeliness emphasises the forecasting nature efliggnce. It must look sufficiently far ahead
to remain relevant even when the consumer makdsypdlhereby, timely dissemination is

related to intelligence prediction (returned tchapter 5).

3.6 Dissemination: Aim and Purpose
Based on the preceding outline, thaen of the intelligence cycle's dissemination stagdois

convey relevant, applicable and timely assessmaittsn the consumer's sphere of need and
interest (cf Lowenthal 2009:64), in order to redacebiguities in his situational awareness {SA
and thus fulfil thepurpose of intelligenceto put the consumer in a position where he can do
something he otherwise could not do. For any f thitake effect, though, the dissemination

stage must make the prodacicessiblethusunderstandableto the consumer.

The dissemination stage fulfils the aims and pugpaisintelligence. It runs the last lap of the

relay that is intelligence-making. However, amdally ruining the athletic aspect of the relay

analogy, dissemination has little to offer beyonaimtaining the position the forerunning stages
have provided. The dissemination stage does ntdotpanalyse or produce intelligence. It does
not, it can not, advance the intelligence prodwstamd and above the qualities of processing.
True, bad dissemination can destroy reliabilityt good dissemination can not increase it

beyond where it was following processing. When irsgllcars, good salesmanship cannot
increase the performance of a car's engine beydad was created at the factory. The other way
round, however, bad salesmanship can ruin a car 5aé entire intelligence process has been in
vain if the consumer does not appreciate the messadue, relevance and applicability of an

intelligence product (Johnson 2009:46; Betts 200)3:6

® To achieve and maintasituation awarenesgSA) means that an individual or group of suchaare of current
conditions, understand the situation's immediatpaichy and even may be in a position to foreseefuhber

developments from the current situation (FFOD 298:2:76). In military terms, SA is an operationaldeconcept,
but it may just as well be employed at other levdenominating the oversight held by a decision-enaknabling
the consumer to foresee how current and futureldpseent may impact on his own situation, thus ailgpahim to

find measures to maintain his advantage, may bsidered an aim of predictive intelligence. In tthissis, the term
situational ambiguitydenotes the opposite of SA.
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Dissemination straddles the interface between itr@-i and extra-intelligence activity, where
intelligence products are delivered from the presesunique to the intelligence provider to the
decision-making and implementation unique to thesomer. In the dissemination stage of the
cycle, the output from processing is translatetb 'm form which is both understandable and
usable by the non-expert' (Hastedt, in Marrin 208%). Echoing the aim and purpose of
intelligence, again, dissemination is the craftrahslatingproduct into serviceThe intelligence
analyst,qua disseminator is a bureaucrat, an adviser to thlgsida-maker,'speaking truth to
powel (Marrin 2009:136; Malnes 2009:1-2).

Returning to the car sale analogy, disseminationotsmerely salesmanshig is designand
preparationas well. This final stage between the factory gredconsumer does not do anything
with the performance of the car's engine, but ik@sasure that the seats are comfortable, the
paint job appealing and the instrument panel easysé. However, as Herman (1996:293-296)
points to, this may in fact indicate an alteratioh the intelligence cycle: following the
preferences of the consumer, adjustments to desigrdissemination may affect the production

process in the cycle's next revolutin

The analogy invites comparisons to other conveyprgsenting and disseminating functions,

like news anchors (they do not always write thespn¢ations, and they certainly do not make the
news), spokespersons (they do not decide the gsltbiey present, but they do the writing and
speaking, even take questions, in order to convexessage credibly), weather presenters (who

did not make the weather, nor analysed the indisatomade the forecasts).

This means that creating relevant and applicalitdlijence — and disseminating it — is close to
creating and telling a story, a dynamic of actard aims. On the one hand the steligr can not
change the factual basis or conclusion of the ngessan the other, he can increase interest and
understanding — the perception of relevance anticajpygity — with the recipient by presenting it

in a compelling and accessible manner. Thereby)ewthie dissemination stage passive

regarding the crafting of the intelligence messéfe content of the warning or estimate), it

° The quote is originally by Glenn Hastedt, p 54Tihe New Context of Intelligence Estimating: Palitation or
Publicizing?', in Stephen J. Cimbala (ddielligence and Intelligence Policy in a Democecafiociety Dobbs Ferry,
NY: Transnational Publishers Inc, 1987.

19 This will be briefly returned to in chapter 6, Bigure 6.1's concluding outline of the disseminastage.
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plays anactiverole in adapting the message for consumer apm@iaficis narrative perspective
of intelligence dissemination will be the topictbé next chapter.

3.7 Introduction to Error and Misconception in Diss emination

3.7.1 On Error
Having spent a chapter and a half exploring soropgarqualities of intelligence dissemination,

it is time to introduce some adversity and oppositiIn intelligence, the potential for

wrongdoing has a haunting presence (Betts 2009%8itually any study on intelligence finds it

necessary to outline its own take on the possasliof intelligence errots So will this: The
thesis will study errors in intelligence frafree perspectives:

1. Sources of error in the workings of the intelligenzycle and organisatiorpgnitive and
integrity errors. The impact of these will be discussedhi@a temaining sections of this
chapter. They pertain to the objectivity of the garot and of the intelligence organisation,
respectively.

2. Sources of error in the semantic transferencetefligence;discourse failure This pertains
to the mental accessibility of the product, ancediy affects the dissemination stage. The
impact of discourse failure on intelligence dissegtion is discussed in chapter 4.

3. Sources of error related to the kind of contentclvhis disseminated; epistemological
challenges t@rediction This affects both applicability and accessibjlig it deals with the

conveyance of s statement's reliability. It willdiscussed in chapter 5.

Understanding successful intelligence integrallgagnpasses understanding of how to avoid
common errors identified by the trade and acaddipif@uhns 2003:80; Lowenthal 2009:ch 6;
Herman 1996:ch 13; Bar-Joseph 2005:ch 19). Thidi@mpo some degree that intelligence is
understoodby its negation by blunders instead of adequateness. In thisesestadents of
intelligence are taught the craft in a manner €imib learning to drive by debating ever new
ways to stall or crash the car. On the other hamdlligencesuccesseare not always available
for study. One reason is the obvious concern foursy and necessary secrecy. Another is the
epistemological challenge of determining whetheméaelligence prediction actually corresponds
with the truth (cf chapter &)

1 Academic literature tends to refer to intelligena®ngdoings and the resulting political misundemsing and
inadequate political and military actionfadures (cf Herman 1996:221-226). This study will primgrilse the term
error for incorrect procedure and action within the liilgence cycle, andailure for faulty procedural or political
outcomesof these errors. The terdiscourse failurewill be maintained in discussions in chapter 4jntyadue to

the complexities of its cause and its effect.

12 This is as well why the thesis chose to approachralerstanding of intelligence by fisirposein chapter 2, to
demonstrate the qualities and effect of succegsfiligence.
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Furthermore, when attempting to identify the patdnio overcome or minimize one kind of
error, other kinds must be tested or checked faisudcessful intelligence is unlikely to stem
from one source of error only. The attacks on ti&itd 2001 were preceded both by analytical
errors (the inability to collate collected infornwat on the terrorists' tactical intention and ap)li
and discourse failure (the inability to expressttiveat to American civilian infrastructure). The
misinterpretation of Iraq’'s WMD programme in 2008swa result of both proximity error (the
ClA's alleged willingness to over-represent assesssnin line with the administration's political

needs) and by cognitive error (the incomplete ustdading of Curveball's position).

3.7.2 Cognitive and Integrity Error
Sources of error of the first kind on the abovedisipt in the intelligence process. They tend to

be described in either administrative or analytteains or by such causes. Administrative errors
are about misconduct regarding an intelligence igests role and regarding the purpose of
intelligence. This study will collectively refer them asntegrity errors Analytical errors are
about wrong, insufficient or incomplete thinking time intelligence production process. These
will be referred to asognitive errors This is not to say that one category is lessratisbr more
conscious that the other; they are not necessswilit is the subject matter of the error that

differs: therole and functiorof intelligence versus theroductionof intelligence.

The two next sections will in broad terms desciittegrity and cognitive errors, and discuss
their implications for the dissemination of intgince>. As this is the last stage of the cycle, any

possible source of error in the previous stagesnsitessarily inflict on it downstredfh

3.8 Integrity Errors: Politicization (Proximity Err or)
Politicization implies that the intelligence organisation abstdirmsn reporting assessments

known or assumed to be outside of the consumdesests, aims or perception of reality (Betts
2003:59). It erodes integrity and objectivity, &g intelligence provider tailors reporting to the
consumer's preferences and perception of realityl ot to its own judgement (Marrin
2009:136).

3 The general sources for the description and casagimn of errors include Herman 1996:ch 13; Baseph
2005:ch 19; Neumann and Smith 2004:96. Further orenspecific sources will be noted in the text when
appropriate. The outlines in this and the next tdvapare, however, condensed and selective, antbdaim at
being a full-scale description of the intelligerareor field.

% And, as the process by name and nature is cyalig,error erupting in or carried on by the dissextiam stage
will inflict on dissemination again, one cycle fuetr on.
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Politicization implies mixing up tasking and protlutalogues, as discussions on the product's
form and content and on the intelligence orgarosatifurther tasks are conducted in the same
fora. The outcome is flawed inputs to the intelige cycle, making politicization self-

reinforcing.

Politicization inflicts on intelligence disseminais conveying the 'right information' to the
consumer. It particularly inflicts how informatidhat has not been requestedpisshedto the

consumer, in order to fulfil intelligence's purpo#iels the double-edged sword of applicability.
If providing applicable information gets more imfaont to the intelligence organisation than
providing relevant information, then thproximity of the provider to the consumer is skewed.
The CIA has been accused of this following its infguthe Bush administration before the 2003
Irag invasion (Marrin 2009:139-40). However, theickes that lead to such role or proximity
error are not made by the people disseminatindliggace. They are made by those directing
intelligence, and the decision on howattt on any intelligence assessment is obviously mgde b

the consumer.

The degree of closeness between intelligence peovidnd consumers is illustrated by the
different positions of former head of the ONE ShemnKent and former DCI Robert Galtes
(Betts 2003:60-62)Kentargued that the credibility of an intelligence amgsation hinged on its
objectivity, and that this should not risk beingmgromised by proximity to policy-making
processes. This implies that the intra- and extr@lligence spheres in figures 2.1 and 2.2 should
remain intact. Kent's view favours tihelevance of the produaver its applicability, meaning
that all factors are objectively analysed at thpemse of providing the decision-maker with
intelligence tailored to his needs. While challeshgethe US, Kent's view remains a cornerstone

of intelligence organisations' self perception ataim to relevance (cf NIS 2006:6).

Some decades later, Rob&dtestook the position of applicability, fearing théet Kent model
could lead the Agency to political irrelevance @e2003:61; Herman 1996:109-110). As was
the case after no WMD arsenals were found in litae)Gates approach risks that an intelligence
agency is held responsible for the political dexisi of the consumer. The intra/extra-intelli-
gence spheres are breeched. But, by being ovenlsitse not to care about the consumer's

agenda and need to act politically, the Kent matds that the disseminated product is

!> Sherman Kent headed CIA's Office of National Eati#s from 1952 to 1967, and had formative influemeéhe
development of the intelligence craft in post-we8AJ Robert Gates was Director of Central Intelligetetween
1991 and 1993.
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overlooked, and thus irrelevant, in spite of itsecto relevantly push objective assessments.
Intelligence is a service, and a service withoutead user is pointless (Johnson 2009:46).
Intelligence products are in support on one pddrcpolitical actor, they are not neutral (Sims
2009:156). On the other hand, intelligence may als@ corrective, a 'devil's advocate' versus
pre-determined policies (Omand 2007:107-08; Be®89289-93°. And, as often may be the
case when studying the extremes of a spectrunmtie fruitful approaches are usually found

somewhere between them.

3.9 Cognitive Errors: Analysis and Perception
As phenomenon, activity and method, intelligenca isognitive, mental process. Thereby, the

analytical activity — of both collected single-soairdata and in processing of multi-source
estimate¥ — is wide open to a number of inaccuracies, mesions and other imperfections
of the human mind. The literature on this kind obes is extensive, and this short list is based
on Bar-Joseph's (2005) and Neumann and Smith'gl{200nmaries.

Politically or culturally conceived world-views afdividuals or groups affect and limit their
ability to study matters neutrally and level-hedgedhis makes for conscious or unconscious
presupposition obias, and ends up in incomplete analy§ésecause of selective collection and

interpretation of data and/or incomplete processing

The multitude of interpretation that biases mayllea echo in some degree the Duhem-Quine
thesis, which points to that any observed data remd to more than one theoretical
generalisation; so-callectontrastive under-determinatiorof data (Stanford 2009. In
intelligence terms, this means thmbre than onessessment or prediction may be drawn from
each set of collected data/hichassessment is eventually drawn may be determinddases,

and the result is brought into the product.

'8 Both Omand and Betts illustrate intelligence asmective to policy-making by similar anecdote$i® president
(Reagan and Johnson, respectively) makes an analbgpolicy-making as milking a cow, with intelligea
eventually ruining the milk by swinging the cowal ttrough it. Laconically andery precisely, Betts (2009:90)
adds: 'From the point of view of the consensusisggholitician, this was criticism; to a pure argtlyit would have
been flattery.'

" That is, analysis done in both the collection pretessing stages of the intelligence cycle.

'8 In this context, incomplete’ or 'sub-optimal' wiéfer to analyses or processes that have not beeied out in
full, meaning that there were other, available dext(which is not necessarily the same as factgotesider or
include. However, a 'perfect’ intelligence analysigprocess is unattainable, as it seldom is plessibgather all
data or input on a particular subject.

19 Stanford 2009 is an entry Btanford Encyclopedia of Philosophyn the website of the Center for the Study of
Language and Information, Stanford University, foafia, USA, and is therefore not paginated.
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The human need for certainty and order limits tireetindividuals allow a problem or situation
open to a wide spectrum of exploration or intemtietf’. Delineating the discussion at a sub-
optimal point in time, may lead twgnitive closureThis may be both a prerequisite as well as a
result of biases, and prevents information whicimt®@mpatible with the established views from
being evaluatedGroupthink is a collective form of cognitive closure, and imp that a
consensus or least common denominator is estadlighiein the analytical community, limiting
awareness of situational change or factors outbieleonsensus. For dissemination, the outcome
is the same as from biases: themisesof the assessment or prediction are incomplete or
flawed. Cognitive closure is a common explanatmnAman's failure to warn Israeli authorities
at the outbreak of the Yom Kippur war in 1973 (Baseph 2005; Lowenthal 2009:324-325).

Basing the (expected) behaviour of others on anefs pattern of action is referred to ragror
imaging (Lowenthal 2009:7-8; 120-21). In part a formalitzd error of induction, it implies an
assumption of universality, where more than onerautill act identically given the same
circumstances. Mirror imaging may to some extentrdédated to the rational actor theory in
international relations (cf Phythian 2009:57-58uN@nn and Smith 2004). As intelligence deals
with explaining and understanding an actor's dibnat self-perception and intended aims and
actions, mirror imaging is a fundamental error,démg the very bedrock of intelligence's

purpose.

The errors listed above can emerge in all stagehefintelligence process. Though they are
obvious fallaciesin the processing stagesuch flaws of human analysis and perception are
present in all stages of the cycle. The impact e disseminated product is obvious, as the
errors inflict on the premises of the analysis asslessments. Both tasking, internal and product
dialogues are affected. The consumer and the direstage, along with processing, contribute
to collection plans, and analysis of single- andtisource data are both prone to losing out on
vital information because individual analysts aedms of such do not realise the significance of
the collected materials at hand. In sum, therenisalaundance of ways in which collection,
analysis and processing can be affected by erioas stem from the natural and even
unavoidable imperfect mechanisms of the human rheagmitive processes (Heuer 2006:pt III;
Schulsky and Schmitt 2002:ch 3).

20 Bar-Joseph (2003:182; 2005:248-251) bases higomtiation of cognitive closure on Arie Kruglanskiheories
of lay epistemics and the concept of epistemicziree Bar-Joseph points to Kruglanski's ‘concepthef"need for
nonspecific closure”, that is a concept that "repnés the desire for a definite answer on some tapy answer as
opposed to confusion and ambiguity" (Bar-JosefB82082).
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By the time cognitive errors in the intelligenceoguct reach the dissemination stage, there is
precariously little that can be done to mitigatenth An incomplete analysis can appear perfectly
rational, objective, reliable and valid, and cansimitted convincingly to the consumer. An
analysis can state, correctly, that the sky is bromhen it is based on observations on a cloud-
free, sunny day, though (consciously or unconstypusade through dark, tinted sunglasses.

In the end, nevertheless, objectivity, relevance thiereby applicability lose out. Political — not
to mention military — actions decided on flawedimation may end in fiasco. This was the case
with the 1973 Yom Kippur war, which the Israelisjdiased by their perception of own military
supremacy, did not conceive the Arab states asot@pa willing to initiate. In several respects,
the US' inability or unwillingness to realise Jagsa ambitions in the Pacific facilitated the 1941

attack on Pearl Harbor.

Though the literature on intelligence failure isuatlant with suggestions and practices to avoid
or limit the extent of cognitive errors, (see fawenthal 2009:143ff; Herman 1996:228ff), it also
acknowledges that the risks are not likely to benamently overcome (see f i Betts 2009).

3.10 A Summary: the Most Difficult Step
This chapter has explored the dissemination stdgineo intelligence cycle. An employable

understanding of dissemination may be expressedhiis:

- Theaim of the intelligence cycle's dissemination stagwisonvey relevant, applicable and
timely assessments within the consumer's spheneaxt and interest, in a manner accessible
and understandable to him, with tipairposeto reduce ambiguities in the consumer's

situational awareness and increase the value dfdsis for decision-making.

The quality of intelligence dissemination is tiecthree conditions:

- ltsrelevance meaning the degree to which it provides the coresuvith assessments he has
requested or needs to be made aware of. Produtttsuvirelevance will be ignored by the
consumer.

- Its applicability, meaning the degree to which the consumer canagntpé information for
his own purposes. Non-applicable products soonresson and relevance for the consumer.

- lts timeliness the degree to which the product is still actidedor the consumer when it
reaches him. Assessments that are overtaken bytseaes not applicable and thus of no

value.



- 44 --

Intelligence products that aret disseminated in this manner lose accessibility @sid being

ignored or left unutilised by the consumer, renaigthe rather expensive intelligence process in
vain. However, the intention of an intelligence gwot is not merely that the consumer should
actupon it, but that it assists him in perceivingestfactors and other information more clearly,

thus (again) reducing his situational ambiguity.

The dissemination stage is vulnerable to integral aognitive sources of error. However,
overcoming them cannot be done in disseminationealdhey erupt at earlier stages in the
process, and good dissemination can only make dasmam@endments. This last stage cannot
increasethe quality of an intelligence product beyond vehér was following analysis and
processing. However, during dissemination, the wufpm the processing stage is translated
into a service to the consumer, by securing thaintlkessage is understandable and accessible to

him.

Dissemination is separated by function and aim feamier stages of the intelligence process. In
spite of this, the discussions of this chapter sézmhoubt the stage's applicability for separate
study. In particular, it depends on a qualitativglyod processing output in order to fulfil its

purpose. The rest of the thesis will continue thel@ation of the dissemination stage with this

aspect in mind.

This chapter did primarily studyhat the dissemination stage is to achieve; relevance,
applicability, timeliness. The next chapter willeidy how this may be achieved, how the

relevant, applicable and timely intelligence pradsanadeaccessible



4 Intelligence Dissemination and Narratology

Speaking truth to power is notoriously difficult,

because power often refuses to listen
-- Loch K. Johnson 2009 (:47)

4.1 Purpose and Outline
The purpose of this chapter is to explore narrgilaand discuss its implications for the

dissemination of intelligence. The idea of stofytgl — narrative communication — was
mentioned in the previous chapter; understandingattees may be important to make
intelligence accessible to the decision-maker (Bjigng 2001:137; Smith 2007:40). Therefore,
this chapter will consider the relationship betwégelligence dissemination and narratology —

'how best to get an honest story honestly tolde(&ein Flyvbjerg 2001:137.

This will be done irthreemain parts. Sections 4.2 to 4.4 vdkscribe narratologyits form and
implications for intelligence dissemination. Refagto the potential for error in intelligence,
section 4.5 will discusdiscourse failuran dissemination. Section 4.6 will follow this disssion
up by debating whether narrative intelligence drasation may reduce discourse failure when

the intelligence product concludes in adverse efdbnsumer's political ambitions.

A main argumenbf this chapter is that there are several sintiéibetween narratology and
intelligence dissemination, but it may be debatdattver this actually constitutes news or real
progress in understanding the latter. A narratorenit alone can not overcome challenges put to
dissemination. Studying features of narratives damwyever, provide useful perspectives on

accessible, applicable intelligence dissemination.

4.2 Narratology
Intelligence needs to be disseminated convincinggrman (1996:46) implies: 'Salesmanship is

part of the game'. While intelligence should refrdrom any recommendation on policy
(Lowenthal 2009:3-5), chapter 3 argued that irdelice products need a sound presentation in
order to resonate with the decision-maker. Thisligspa relationship of trust (Herman 1996:45).
This is based not only on the intelligence provel&nack record, but as well on how intelligence
products are substantiated and disseminated (M&009:137-138). The applicability of an
intelligence product depends on whether the consuumelerstands the premises of the

assessment (Johnson 2009:46-47). As will be redutmen chapter 5, this maintains reliability

! The quote is originally from Clifford Geert#Vorks and Lives: the Anthropologist as AuthStanford. CA:
Stanford University Press, 1998, p 9.
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from processing through dissemination. It contmsuto accessibility, to being understood, to
convincethe decision-maker of the applicability of the gwot.

However, intelligence products are not decision-engkonly source for situational awareness.
Other sources and considerations influence themweals (Johnson 2009:47), and while
intelligence may not be more truthful or importaatiot of resources are wasted if intelligence
products are left irrelevant for the consumer'sgyolSir Rupert Smith (2005:284-285) illustrates
how media influence both the public and the denisiaker, and points to the need to 'write a
more compelling script' (2007:40). To present ayuarent or assessment in such a manner that
people draw conclusions from and act on it, to sadcin the 'narrative battle' (Freedman

2006:75;78), are similar to the purpose of inteltige dissemination (Hagen 2009).

Narratology is the study of the structure and impaicnarrative forms (Felluga 2003; Jahn
200%; Flyvbjerg 2001:137). Freedman (2006:22) defines narrative in strategic
communications as ‘compelling story lines which can explain esecwnvincingly and from
which inferences can be drawn.' Jahn (2005) poitshat

[...] all narratives present a story. A story is a sequence of events which involves characters.

Hence, a narrative is a form of communication which presents a sequence of events caused and
experienced by characters.'

Both understandings illustrate some common featlresveen narrative storytelling and
intelligence dissemination. While Jahn emphasibesfdaturesof the narrative (a sequential
story, actors, actions and consequence), Freedmahasises theonsequencesnferences, of
the narrative for the audience — the consumer. ifiwiges two discussions, on the content of the

narrative, and on its implications. The next twotises will take the discussions‘bn

2 Felluga 2003 and Jahn 2005 are both tutorial tprtted on the websites of College of Liberal ARsydue
University, Indiana, USA, and English Departmentjvérsity of Cologne, Germany, respectively. Tharses are
therefore not paginated.

% And, to be thorough, communication can be defimsd'the sharing of meaning through the exchange of
information' (Castells 2009:54). This thesis is tiyoabout 'sharing' (form) and 'meaning’ (content).

“ A note on terminology: A narrative isfarm of communication or dissemination — a way of préinpa message,

a story. Narratiogy is the study of narratives. This thesis will enyptbe two terms similarly when it comes to the
impact or lessons of studying or employing a nareaform. However, intelligence cannot be 'disseated
narratologically’. Occasionally, theerms 'narrative dissemination' or ‘intelligence narmtiare used to denote
intelligence dissemination that apply (consciousiyiot) elements that are re-found in narrativesasratology.



- 47 --

4.3 Narratives and Intelligence Dissemination: Stor  y, Agency, Structure
Jahn's understanding of a narrative points tinteynal features: a story, a sequence of events,

experienced by actors. Intelligence products asgegslopments and actors that inflict on the
decision-maker's position. They may be disseminateduentially, emphasising how one
development lead to another. An ‘intelligence nareamay thus present a sequence of events
caused or initiated by specific actors or condgioand experienced by those actors and by the
decision-maker. This may aid in emphasisingptemisef the assessment.

Furthermore, Jahn points to characters, actorsyhad provides the dynamics of the narrative
storyline. This introduces thegency-structurgroblem, which persists in both intelligence and
social science: where to look for explanationsnalgses and processing, and what to emphasise
when establishing understanding in disseminatiériv@nes 2008:159-160; Ulfving 2002:91-
92). Actors are able to make motivated choicesiciiii on their surroundings. These
surroundings may be structural, but they are a$ msitutions and mechanisms, created by or
made up of other actors. The structures creataraefivork the actor must adapt to rather than
overcome (Hovi and Rasch 1996:84-85; Grimen 2009)cfThe understanding of the interplay
between agents and structures provides fruitfultsigo both social science and intelligence
analyses. Intelligence may successfutigmbine structural and agency considerations, and
present assessments of how a given actor and kisoement will inflict on the decision-
maker's situation (Ulfving 2002:92).

A regular threat assessment may illustrate thisaggessment of a potential threat is made up of
a multiplicative equation of the adversary actodpabilities (structural; man-made and nature-
given,secret$ and intentions (un-materialised; embedded withaagentmysteries Analysis

of one part of the equation is meaningless witlamsidering the other.

Capability Intention Threat
. Superior military force = Coastline and natural
= Securing Kuwait will resources will make Likely that Iraq will attack
recover Iragi economy Iraq regional great Kuwait to secure natural
(Irag financed the war X | TNl — resources and end debt
= No interference from

on Iran by loans from L
Kuwait) Arab states or Soviet

Union expected

Structure Actor Assessment

Figure 4.1. Agency and structure in a threat assessment (example from Gulf Region early 1990).
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This demonstrates how a combination of structunal agency considerations are necessary in
order to produce a reliable intelligence assessmattlligence products benefit little from
purely individualistic or collectivistic methodsgent-less structures or structure-less agents do
not present all the relevant premises of the canmtu(Ulfving 2002:92; cf Grimen 2004 ch 9).
This reciprocal interaction between agent and structure is part of what Bdgvbierg
(2001:137-40; cf Schatzki 2006:126-127) callsronetic social science. Flyvbjerg (2001:138)
argues that:

'Phronetic researchers deliberately seek out information for answering questions about what

structural factors influence individual actions, how those actions are constructed, and their
structural consequences.'

The same can be said of intelligence analysts {{uif2002:92).

This discussion illustrates two matters:

- The terminology may be slightly different, but theb done by a narrative and by
disseminating an intelligence product senilar: Telling a story in order to convince a
recipient that the presentation is of value. Natogly does in this respenbt addsignificant
new insight to dissemination.

- The agency-structure discussion pertains just ashma theprocessingstage as to the
dissemination stage. The former considers both @gand structural data to construct an
assessment. Narratology aids thus slightly delineating between processing and

dissemination, or rather, illustrating how thedatprings from the former

4.4 Narratives and Intelligence Dissemination: Appl icability for the Consumer
Freedman's definition, while maintaining the aspeat compelling story lines, includes the

aspect ofthe narrative's implicationswhich Jahr's does not. Adding value to the corsism
situational awareness is likewise the purpose wiligence. Freedman's approach reflects this
similarity, and that it is théake-awayfrom the narrative format that is importangt the form
itself. The latter is merely a means to reach ah &farrative intelligence dissemination may
stand out in the decision-maker's stream of infoiona(cf Castells 2009:142-144), and may
avoid him ignoring or missing significant analysse to what Johnson (2009:48) calls ‘other

pressing concerns'.

® Which, given the intelligence cycle in figure 2rally is not much of an insight, either.
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Intelligence processing includes a plethora ofdextand data, agents and structures, in an
attempt at creating objective, thorough analyses 6f cognitive error. When disseminating the
analysis, the narrative approach, still honeshé&dutput of processindeductively ‘'selectsiow

and when to convey the output (cf Lowenthal 2008:29f. Dissemination's aim is to 'explain
events convincingly' (cf Freedman 2006:22), thusp@nwering the decision-maker to draw

inferences and act to secure a relative advanRigghian 2009:57).

This perspective returns to the understanding tefligence dissemination outlined in chapter 3.
Dissemination ensures the accessibility of the pcgdand translates it into a service for the
decision-maker. All findings, all conclusions aetprocessing stag#o notfind their way into
the disseminated product. The produadsaptedto the needs of the consumer. Through internal
vetting, it is made as applicable as the providem make it (see a o Betts 2009:100-01;
Lowenthal 2009:139-40) The ensuing narrative is a balance between leatansumer asked
for (‘pulled’ in the tasking dialogue) and what frevider finds relevant to add (‘push’, a.o.

through the product dialogue).

Dissemination, like a narrative, can 'link certawvents while disentangling others’, in order to
‘explain events convincingly' (Freedman 2006:22-2Bhereby, the narrative perspective
increases the understanding lwdw intelligence dissemination makes processed igtiice

accessible to the consumer.

4.5 Narratology and Discourse Failure
Chapter 3 discussed the potential for conceptudliategrity error in the intelligence process.

This chapter has shown that intelligence dissemanatontains narrative elements. It may
therefore be worthwhile to view narrative dissertiorain the light of misconceptions that may
erupt in the actual semantic transference of infdiom and understanding. This section will
study the impact of discourse failure, as outlifed Neumann and Smith (2004), on the
conveyance of accuracy and understanding in tlaioakhip between the intelligence provider

and consumer.

® This, by the way, is whyrevity is hard to achieve when analysts prepare their dissemination (Lowenthal
2009:147). The analyst can simply not refrain froutting forthall nuancesof her work, while the decision-maker
most often only has time for the highlights.

" This, of course, runs the risk of integrity errifrassessments or information that the consumeulavnot like to
hear' are deleted. In order to reduce this ridleriral vetting may focus on ‘'what the consustesuld (endure to)
hear', rather than what he wouydceferto avoid listening to.
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4.5.1 Discourse Failure
Neumann and Smith (2004:96) defidiscourse failureas '[...] the constriction of the language

and vocabulary to identify, analyze, and accept @ahsignificant threat exist[s]'. discoursecan

be understood as an applied framework for actarsincunication (Flyvbjerg 2001:123-24). In
intelligence dissemination, a discourse betweenirtaligence provider and consumer is an
outcome of the content, langudgmd inherent expectations and sublime understgadinthe
three intelligence dialogues (see section 2.6)s the context of language that an intelligence
product is delivered in. It forms the basis for tlesulting understanding with the consumer.
When this framework is inaccurate or not understsadilarly at both ends intelligence
dissemination can not serve its purpose. Or warsegounterproductive, in that the consumer is

left with a mirage.

Discourse failure amplifies any other errors préserthe intelligence process. The causes of
discourse failure are not necessarily foundrat one stagén the intelligence cycle. Language
and context exisbetweenthe stages. Discourse failure can be understood @gsfunctional
language-contextual frame of reference, withinittielligence organisation, with the decision-

maker or between the two.

The 2001 attacks on the USA may serve as an exarpke failure of the US intelligence
community to collect, collate and convey domestieats before September™ 2001 was
enhanced by discourse failure. The language toesgphnijacking and crashing of fully loaded
civilian aircraft into populated buildings did ekisn September 0 Thewords were there, it
was possible to create and present this versidheofuture (Johnson 2009:47). But the proper
discoursewas not present, there was no context, no undhelisig in which to construct or
express the scenario, both within the intelligenoenmunity and between the community and
the consumer. Thus, it never was, and by SeptermBBr hindsight had made the scenario

grimly obvious (cf Goodman 2005:60).

4.5.2 Causes and Expressions
Discourse failure may be caused or created by -@giermined position or agenda in one of the

parties to the discourse. Pre-determination ofcgolith the decision-maker can, according to
Neumann and Smith (2004:98-106) emerge from thitigad) left or right:

8 Language, in this context, has of course nothingict with grammar, syntax or linguistic knowledgiehas, as will
be shown below, to do with the epistemic and conzdpeference of the language, words and syntax.

°® The 'Mars and Venus' terminology in interpersoraationships similarly indicate divergent discass- a
discourse failure.
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- Discourse failure on thkeft is understood as an overly benign understandingubtstate
actors and anti-western attitudes, as was displayeice. the Clinton administration in the
1990s. This resulted in an under-estimation ottineat from f.i. al-Qaida.

- Discourse failure on theght is understood as a lack of comprehension thatstate-actors
like al-Qaida could constitute a persistent thra#tout extensive support and direction from
a state proper, as was displayed i.e. by the Bubkhinestration both before and after
September 2001 (Neumann and Smith 2004:103-05).

Furthermore, depending on which account the dis®oig inaccurate, discourse failure can take
epistemicor conceptualform'®. Epistemic discourse failureeflects a mismatch between the
applied wording and reality. Conspiracy theories/iha an exampt& assuming that something
exists where it does not. In understanding thentrdas of a counterpart, misinterpretations of
agency or structural indicators may lead to ovérregion of threat. Epistemic discourse failure
was manifested on the right in 2003, when the URiadtration made its case for an Iraqi
WMD programme and for a working link between thagirregime and al-Qaida. Policy over-
rode (lack of) evidence (Neumann and Smith 200405

Epistemic discourse failure may express itselfdaghe intelligence sphere, like a bias or other
cognitive errors: If the intelligence organisatisrculturally liable to overestimate the malicious
intentions of one particular actor, this will le&ml incomplete, flawed analyses. Furthermore,
epistemic discourse failure may as well be itheersionof bias or conspiracy theories; seeing
nothing where harmful intentions in fact are — as in disse failure on the left (the US'

ignorance of Japanese intentions in late 1941 agsin, serve as an example).

Conceptual discourse failureeflects a mismatch between the applied wording &me
interpretation of the words. Before September 2@0ti-US terrorism seemed to be commonly
understood as small-scale or executed ovelseHse terrorism discourse did not allow for the

term to include asymmetric armament and methodstamgets on US soil. The discourse failure

9 This dichotomy was first outlined by Raino Malnasd | am grateful for being allowed to borrow it.

1 At least the faulty ones.

12 Neumann and Smith (2004) hint at the influencelagsic realism in the study of international ielas as a cause
of discourse failure on the right. In this respélcgése understandings of pre-determined contettidrintelligence
provider-consumer relationship are related to ¢vell of analysis issue; where to look in orderind fwhat explains
developments, threats and opportunities in int@nat relations. Realists consider states the gatinit of the
international system, and discourse failure orritjet fails to see nuances beyond that. It is, hamenot a task of
this thesis to study how any approach to intermafioelations may inflict on intelligence mattec$ Phythian 2009;
Malnes 2008:7-8).

13 With the exception of home-grown terrorism; thda@loma City attack in 1995 was not small-scalebvoad.
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on the left in the 1990s likewise failed to atttdthe fitting label (‘threat’) to movements like a
Qaida. It may be argued that, had the west engalg@dida militarily or politically in the 1990s,
the potency of the organisation in the 2000s maae leecome severely reduced (Neumann and
Smith 2004:102).

The next section will discuss whether narrativerf®do intelligence dissemination any favours

in the face of discourse failure and pre-determinalcty.

4.6 Narrative Intelligence Dissemination, Discourse Failure and Pre-determined Policy
By default, policy-makers have policies. In a dematic society, a majority of the informed

voters ratify this policy by regular intervals. T@&nton administration's discourse failure on the
left and the Bush administration's ditto on théhtigzere sanctioned twice each by US voters.
Therefore, as was mentioned in chapter 3, it idl@hging to convey assessments thatrarein

concordancewith the desired policy (Johnson 2009:47-48).

The intelligence cycle (as described in chaptas 2pnstructed on the assumption that decision-
makers do not make policy before evaluating irgetice inputs. Stephen Marrin (2009:136ff)
argues that this assumption is incorrect, and teedptermination of policy implicit in discourse
failure supports his argument. This section willsadiss whether narrative intelligence
dissemination can dull, if not overcome, such pmditadversity.

Addressing political adversity is about presentisgessments that are unfamiliar to the decision-
maker's world view. Narratives are contextual, atdrt on '‘common ground' (Flyvbjerg
2001:137; Freedman 2006:90). In dissemination,rtedligence analyst can make a conscious,
deductive choicef where to form the basis of the conveyed pradlisis may reduce the risk of
conceptual discourse failurevhich evolves from a lack of common context.ded not change

the assessment to please the consumedesbigngt to beunderstandabléo him.

However, in order to know ‘'where to start', theslligence provider must be familiar with the
decision-maker's position, in orderdboose contextual factorgithin his perceptive range. This
line of argument highlights the Gates model of proty, as well as the tasking and product
dialogues between the intelligence consumer andgen(cf Neumann and Smith 2004:106-07;
Hagen 2009).
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Epistemic discourse failurdnowever, evolves from a lack of understandin¢pofual intentions

or abilities of an (adversary) actor, which maydiéa over- or under-representation of the threat
he poses (cf Neumann and Smith's definition ofalisge failure and the outline of a threat
assessment in figure 4.1). The narrative's aliitgonvey understanding of an actor's intentions
and structural constraints can alleviate this (ef Wright 1971:5-7; Flyvbjerg 2001:70-71).

Intelligence can furthermore shape the discoursey,ebefore other sources engage in the

narrative battle for the heart and mind of the siea-maker. Disseminating products early

displaces the battlanaking intelligence stand out, allowing it toptare the narrative' (Smith

2007:40) and to serve its purpose. Intelligenceamdmeve this for two reasons:

- Intelligence is an institutionalised service, dedicl to the decision-maker's purpds&@he
tasking dialogue thus puts intelligence ahead tBggmwhat the consumer needs.

- The uniqueness of its sources (cf Lowenthal 2009;1vhich makes data available for
analysis and subsequent dissemination at an eatige than intelligence's competitors in

the narrative battle.

Such reliance on théorm of disseminatiormay, however, be a false promise. Context and
understanding is constructed by the preceding peneg, not by the form or time of dissemi-
nation. The narrative form helps, though, in 'timgkoutside the box' in order to break discourse
failure, by linking and disentangling factors (Fate®an 2006:23). It attains its compelling power
by selectingpremises for a conclusion or prediction, but thecpss also risks 'settling’ a topic
prematurely. Such convincing story lines may insecanepistemicdiscourse failure, where the
story compellingly reinforces a misconception dlity (cf Laitin 2006:48-49), which can have

evolved from a cognitive error at earlier stagethefintelligence cycle.

Therefore, narrative dissemination can be leadiegconsumer from one 'box’, one mindset, to
another. Nassim N. Taleb (2007:308-09) refersdoralar concern as marrative fallacy where
the need for confirmation and order (cognitive ale$ leads to a narrative being retro-fitted to
scarce or insufficient data. Narrative intelligenitgsemination may thereby turn out todmh a
helpful tool and a risk, bringing the provider-consumer discoursg of an inadequate

framework, but just as easily intenewedcognitive closure or discourse failure.

4 This may sound like politicization. It is not. Thmtelligence organisation exists for — and is feicdy — the
decision-maker, and is thus a tool in his policykmg. This is an institutionalised relationship,dajust as the
intelligence organisation is directed to providesezvice to the decision-maker, the latter needinform the
organisation about his needs at the earliest pedsibe (cf Sims 2009:154-56).
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4.7 A Summary: Notoriously Difficult?
This chapter has explored narratology in the cdrt€intelligence dissemination, and discussed

the usefulness of a narrative approach in mitigaf@ulty discourses in the intelligence provider-
consumer relationship. In intelligence disseminmgti@ narrative can be understood as a
consistent story line emphasising the possiblearnés of a dynamic agency-structure interplay,
from which the consumer may draw conclusions thatira his decision-making. A narrative
may aid in making the disseminated product acclesdithecomes easier to understand and thus

to apply for the non-expert (cf Marrin 2009:135).

The value of a narrative as a tool in disseminaboras a frame of reference to understand

dissemination has been discussed against disctaihgsee. Combining findings on intelligence

dissemination and narratology has some merit iramveing discourse failure manifested as a

pre-determined political ambition with the decisimaker. When intelligence products are

disseminated to a non-receptive consumer, narrattedligence dissemination can alleviate

conceptual and epistemic discourse failure by

- establishing a common, contextual frame of refezdyetween the provider and consumer of
intelligence,

- disseminating an understanding of other actorshiians, and

- do this early and timely enough to shape the dismand win the narrative battle.

However, narrative dissemination is merely a fotement, and remains a double-edged sword.
It can bring the discourse out of an inadequatendw@ork, but can just as easily close the

contextual framework again, ending in renewed dognclosure or discourse failure.

The chapter may thus conclude that narratives aralirpowerful tools that can aid in all of
intelligence dissemination's problems. Narratolagy a complementary approach, not an
alternative to the findings of chapter 3. Howeveiscussing narratives in intelligence
dissemination enhances several possibilities, teants obscurities, and the understanding of

intelligence dissemination may be better off for it



5 Intelligence Dissemination and Prediction

By knowing things that exist, you can know that efhdoes not exist.
-- Miyamoto Musashi, Gorin no Sho, the Book of the Void, 1645

5.1 Purpose and Outline
The purpose of this chapter is to explore prediciio science and intelligence, in order to

demonstratevhat needs to be disseminatedsupporta predictive statement. The chapter will
study the premises that make predictions reliablan Inductive-Probabilistic model, and how
intelligence predictions are disseminated in a neamvhich preserves their reliability. This may
elucidate the character of dissemination by stuglyfre actual product, as well as the challenges

connected to disseminating it.

This will be done irthree main parts. Sections 5.2 to 5.4 wikscribe scientific predictigrihe
epistemological challenges to it, and briefly cwlivon Wright's Inductive-Probabilistic model
for prediction. Sections 5.5 and 5.6 will introdwsmme concepts afitelligence predictionsand
show how narratology ties in to elucidate the psmsithat support a predictive intelligence
conclusion. Section 5.7 will finalise the thesigalyses by discussing whether narratology

implies that the product's convincing ability hagrenmerit to the consumer than its truth.

A main argumenbf this chapter is that a intelligence predictisfiounded on a context familiar

to both the provider and consumer. The uncertaoftthe predicted development is explicitly
stated, and the prediction arcs from context toclkmion via this probabilistic conditioning.

Therefore, the reliability of a prediction can baimained, in spite of it remaining inductive and
uncertain. Nevertheless, there may be instancesawhe applicability of predictive intelligence
sometimes may be a better measure of successshdegree of truth.

5.2 Prediction: Definition and Typology
Prediction is, along with description and explam@atione of three functions of science (Hovi and

Rasch 1996:123; Kuhns 2003:85). Hovi and Rasch@123) define prediction as a 'justified
statement which forecast at least one observatioichnvs not already known to the person
making the predictioh’ and emphasise the need for an accompanying @digifying the
statement's degree of probability. Their definitialso covergetrodictions statements about

unknown factors of the past.

! My translation.
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Hovi and Rasch (1996:124-129;133-137) add two wopiels to the concept of scientific
prediction. Depending on its justification, a pitain can be

- based on a pre-observenhpiric regularity

- aforecasting based dmeoretic reasonor

- aself-fulfilling prophecy

And, depending on its degree of stated certaihtyan be

- deterministi¢ absolute and unconditioned; or

- probabilistic uncertain and conditioned.

This chapter will study intelligence predictions @®babilistic, based on theoretic reason or
empiric regularity. As it is the decision-maker,trbe intelligence agency, who may decide
action and thereby influence future events, thespeot of intelligence predictions as self-

fulfilling prophecies may for this study be ruledto

Predictions based on observed regularity are fodirate inductive reasoning, generating an
estimate of future development from the outcomespmvious, similar events (cf Kuhns
2003:88). Predictions based on theoretical reassasa future outcome based on an inductive
development from pre-suppositions, indicataad hypotheses (which, in the Popperian sense,

are not yet falsified)

5.3 Knowledge, Truth, Validity and Reliability
‘Intelligence is really little more that useful kmedge — useful to the policymaker — and

epistemology is the study of knowledge' Kuhns (280Bstates. Hovi and Rasch's definition of
prediction states that a predictive statement @iahan entity which isiot known and therefore
needs to be justifiedKnowledgeis commonly understood as a justified, true be{Maines

2008:97). These approaches point to the needustification in order to make a prediction

2 In theory about the advancement of knowledge, irductive approach implies generating theories or
generalisations on the basis of a limited numbepludervations (f.i., concluding that all swans afgte after
observing 50, 100 or 1000 swans). In spite of applieable conclusions drawn from them, inductionaym
eventually turn out wrong (the Earth net flat, and it isnot at the centre of the solar system), as they do not
conserve truth. The opposite is donel@duction which aims to maintain truth by concluding on #pecific from

the general (f.i., swans are birds, as they hawe wings, reproduce via eggs and are bipedal, alvluth are
defining characteristics of birds). A deduction mwanbe wrong, because its antecedents are coaéstvan' that
does not reproduce egg-wise, have more than twodad no wings, would thus not be a swan at dllJgcobsen
2005:28-29; Popper 1960:16-17).

® The 1&W methodology mentioned in chapter 2 maydssessed as predictions (warnings) based on theoret
reason: the hypothesis that a given set of indisatwill pre-determine and forego another, specéieent
(McDeuvitt).

“ Predictions are naturally inductive, as they dreua future (or, as in Hovi and Rasch's definitianleast about the
unknown). It is logically impossible to deduce frdine truthfulness of present observations to thenawn future.
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understandable to the recipient. An intelligencedption, therefore, is challenged its degree of

truthfulness by itsvalidity andreliability.

Truth is a concept open to some epistemological delddt&itkham 1995), it will for the
purpose of this thesis simply be understood ag@seonding relationship between a statement
and the phenomenon the statement descr{béaines 2008:96; Kirkham 1995:ch 4).

The validity of a scientific statement or conclusion denotesdbgree to which it corresponds
with (the observable) reality — the social or hig@a phenomenon it describes, explains or
predicts. In qualitative social science, validisydften understood as the statement's credibility
and trustworthiness (Creswell 2009:190-91; Reps@@7:134-35). In prediction, therefore,
validity translates to whether the predicted depelentactually takes placeThis can only be
determined retrospectively, at which point any di&i inquiry will no longer deal with
prediction, but with thexplanationof a historical occurrence. Assurimglidity in predictionis

therefore closing on the logically impossible (Kat#2003:93).

The reliability of a scientific statement or conclusion denotes degree to which it evolves
justifiably and transparently from its premises.qurlitative social science, reliability is often
understood as others' ability to corroborate tatestent; in effect, to which degree the reader is
justified in assuming that the conclusion is carrgosen the available data or premises (Repstad
2007:134-35; Creswell 2009:190-94; Johnson 2009:46 prediction, reliability concerns two
matters:

- whether the current events that may lead to theigtel conclusion are true, and

- whether the premises of the predictive statemestifyu— lead logically to — it.

In short reliability in prediction is the foundation forpaediction's epistemological success, and
depends on whether the prediction is drawn fronicatdrs sufficiently relevant to it (cf Handel
2003:20; Hovi and Rasch 1996:124)

Assuring the reliability of a predictive statememiay be somewhat more subjective, and
dependent on what the consumer deems crediblecdllgsia statement's credibility to the
consumer depends on whether it is sufficiently anrespondence with his present knowledge

® This is in essence what is known as¢berespondence theoof truth.

® Johnson (2009:46-47) usascuracyto similar ends as reliability, and points to this one of four qualities of
intelligence dissemination, along with relevanametiness and applicability.

” In 1&W methodology, the reliability of the predieeé statement rests with the necessity, clarity asibility of the
indicators (see section 2.8).
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and perceptions (Malnes 2008:111-12). The closerptfediction is to the familiar, the more
likely it is to be found reliable, and vice versgis, of course, is a challenge to intelligence
dissemination. Too far away from the familiar, aetevance and applicability is lost; too close

to current perception, and intelligence runs tek af proximity error.

5.4 Anatomy of Prediction: the Inductive-Probabilis tic Model
This chapter has shown that a predictive statemmeist be justified in order to make it credible

and thereby applicable to the consumer. As intticge predictions are probabilistic (Marrin
2009:143; Lowenthal 2009:131-33), they need, as$ platheir justification, a statement that
sums upboth the analyst's confidence in its premisasd (thereby) in the conclusion drawn on
this basis (t.i. theeliability of the statement). In terms of the intelligenceleyhowever, this

concerns the craft afitelligence processindiow a prediction is constructed.

In order to exploravhat needs to be disseminatiedorder to support a predictive conclusion,
this section will takeone step backom intelligence dissemination and study an appioto the
processing of a predictionAs an example of how a predictive statement mayrddiably
constructed, this section will in brief terms déserthe Inductive-Probabilistic model for

prediction, as developed by Georg Henrik von Wright

The objective of the example is to shbawthe contextual and justifying premises need to be

carried into the presentation of a predictive cosicn in order to maintain its reliabilfty

Von Wright took Carl Gustav Hempel's Deductive-Ndogical model as a point of departure.
This model intended to explain a foregone eventobifining its antecedents: its contextual
circumstance and the effect of a (inductively reasl) covering law for this particular instance
(Hovi and Rasch 1996:41; Grimen 2004:183). Hempdalsous example was based on: the
contextual circumstance C, leaving a car in sulbb-remperature with its radiator brimming with
water, and the covering law L, that water freezed expands its mass at such temperature.
Together, these premises produced, and therebgiagg| the event E: the ruptured, leaking car

radiator the following mornirty

8 Von Wright (1971:11-12) refers to the premisegtsf explanation or prediction as basis or antedsdém this
thesis, the terrpremiseis used to the same end: to denominate what &et@oiwvn as C and L/Lp, or in intelligence,
considerations forerunning a prediction.

° The contextual preconditions may as well be spliwo: one general (there is a lot of water in thdiator) and
one specific 'trigger' (the temperature drops beloC) (Gilje and Grimen 1993:109-13). As the pupf the
example is to showhe evolutiorof the model by von Wright, it will stick to thegular version.
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Georg Henrik von Wright (1971:11;13-15) presentsadaptation of Hempel which he calls an
Inductive-Probabilistic model for prediction. In ¥Hoand Rasch's typology, this approach is
probabilistic and based oempiric regularity Using similar terminology as the covering law
model, von Wright (1971:13) explains:

"The object of an inductive-probabilistic explanation, too, is an individual event E. The basis is a

set of other events or states Eg,..., En- The covering law, the "bridge" or "tie" connecting the basis

with the object of explanation, is a probability-hypothesis to the effect that on an occasion when
Ei,..., E., are instantiated, it is highly probable that E will occur.’

Applied to the same example as Hempel, wtlindicating a degree of probability of the
regularity of the law, the Inductive-Probabilistimdel would b&

Explanans: C,, Cy, Cs...C, Water-filled radiator in sub-zero temperature

Probabilistic law: Lp1, Lpo, Lps...Lpy Water has previously frozen and expanded in
sub-zero temperature

Explanandum: Epy The radiator will break, with x probability.

Von Wright points to théridging natureof the law. It leads the reasoning from the cotuialx
events C to the unknown event E. In this respéadds transparency to scientific prediction,
and the method increases the predictive conclssielmibility. Its validity would still depend on
the degreeof probability versus the factual outcome.

At the same time, the law allows for inductive ma@sg, from the known C to the unknown E. It
merely adds the possibility for and acceptancéhat 'E might havéailed to occur' (von Wright
1971:13). To Karl Popper, this uncertainty is nolycacceptable; it is the keystone of science.
The potential that the next observation of watera demperature below 0 °C (Bpwill not
involve expansion of mass; the potential that #ve isfalsified is to Popper the very thing that
would make this three-part argument scientificalbceptable (Kuhns 2003:86ff; Skirbekk and
Gilje 1987:301-02; cf Popper 1960:33-38).

5.5 Prediction in Intelligence

Quoting Nicholas Reschir Kuhns (2003:85) states that

'[...] an intelligence forecast, like one made in science, should be a "rational prediction that is based on
grounds whose merits are discernible prior to the event ... Predictions whose merits are discernable only
after the fact are useless.™.

1% For consistency and simplicity, the lettering @ anfrom Hempel's model is retained, rather than Wright's E
and p.

' Kuhns quotes Rescher's contribution on predictioithe Oxford Companion to Philosopk@xford: Oxford
University Press, 1995), which | unfortunately hae¢ had the opportunity to study.
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Rescher's approach to intelligence predictions dmfth scientific prediction and intelligence

dissemination:

- 'Discernible groundsare re-found in the premises of a predictiveestant.

- Predictive intelligence, like any intelligence puat, must beimelyin order to be applicable
(cf chapter 3); it must be brought to the consumé¥en he needs it, as, obviously,
predictions must be made before the fact.

Chapter 2 showed that prediction is integral teelligence (Hagen 2009). This section will
outline how prediction is integrated in intelligenand give a simplified example of how the
Inductive-Probabilistic method is echoed in inggince products.

5.5.1 Uncovering the Unknown
Returning to Sherman Kent's categories of inteflage output, prediction is re-found in

speculative-evaluativand current-reportorial intelligence. The latter kind forecasts into the
rather near future, but longer-term prediction & tmainstay of speculative-evaluative
intelligence. Intelligence predictions, therefor@ways need approaches that improve the
possibility to observe and uncover that ‘'whicha$ already known to' the analyst (cf Hovi and

Rasch's definition).

Kent as well distinguished between three typesi@iligence statements (Kuhns 2003:84):
- indisputabldacts

- theknowable but unknown; and

- theunknown

Predictive intelligence assesses the unknown aegkptly unknowable.

Simplifying further, Robert Gates dichotomised ligence's focus into 'secrets’ and ‘'mysteries'
(Herman 1996:103; 2002:11).

- Secretsare known to some, but hidden; thus, potentiatigvikable.

- Mysteriesare not known by any, and thus presently unknogvabl

A state's order of battle, the location of a tasttw safe haven, a doctrine, a conscious intertion
all these are secrets. Uncovering them may takestigation, good collection and prudent
interpretation of the collected information (Ulfgr2002:83-84). How a state will fare militarily
in conflict next week, how the terrorist will opggafrom the safe haven, how the doctrine and

the intentions will be implemented — these are Bry&ss$. Uncovering them is impossible. Unlike
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the secrets, they are not existing entlfiePredictive intelligence may however assess these
developments, by studying their corresponding s$ecr@nd as Hovi and Rasch's definition

indicated, make justified statements about the ankn

Gates' dichotomy of secrets and mysteries refleots Wright's (1971) studies on scientific
inquiry. On the distinction between explanation gmediction, he wrote: 'Prediction looks
forward from what is to what will come, explanatiasually looks back from what is to what
went before' (von Wright 1971:1-2). As the latteaynbe revealed through the study of truthful
correspondence (Malnes 1996:3), it relates to pasit, the Gallilean tradition (von Wright

1971:2-4) and to Gates' secrets, the uncoveringpethidden, the knowable. This knowledge

contributes to theontextual conditionfor the prediction.

Prediction, on the other hand, is in von Wrightew (1971:2;5-7) related to the Aristotelian
epistemological tradition and to the qualities widerstanding(cf Flyvbjerg 2001:70-71;
2006:73). Understanding 'the aims and purposes afyant' involves a 'form @mpathyf...] or
re-creation in the mind of the scholar of the meatmosphere, the thoughts and feelings and
motivations, of the objects of his study' and anlwected withntentionalityin a way explanation

is not' (von Wright 1971:6). These are as goodestants on the purpose of intelligence and
intelligence analysis as any (cf Herman 1996:106-10hnson 2009:41-42; Ulfving 2002:81).

5.5.2 Construction of an IPB
Intelligence Preparation of the Battle-space (IRB)y serve as a demonstration of the Inductive-

Probabilistic aspect of an intelligence predictiorin operational-level intelligence, the IPB

produces and maintains assessments of interestridarces and operations in a given area. It is

done by three sequential stages:

1. Description of the area of operations, in ordeevaluate its effects (including both mental
and physical constants) on plans and operations.

2. Threat evaluation, in order to assess how any adwgrneutral or friendly actor in the area

ordinarily operates.

2 |ntelligence collection can only gather data oméfistingsecretsat best. It takes analysis and processing to enter
into mysteriesand prediction. The Inductive-Probabilistic modemonstrated one approach to the latter in science.
These principles are just as employable in inteflite processing.

'3 The sources for this information are a.0. FR 3A77ff; Ulfving 2002:79-81 and FFOD 2007:147. Theline

is much simplified (a.o., it is often describedfdmir, rather than three phases (here, the defiofrie battle-space

is combined with area description)), however, thierntion of the example is to demonstrate the stggecess
towards assessing a mystery, the prediction. IPBg@marily used in operational and tactical raitit contexts, but
theprinciple may just as well take effect when constructingtsigic or speculative-evaluative intelligence.
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3. Course of action (CoA) evaluation, in order to asskow the actors will act when own

forces commence operations.

The first stage is descriptive, focusing on basiteliigence and the uncovering of Kent's
indisputable facts and Gates' knowable secretss hakes up the prediction's context, its
explanans (E, in the Inductive-Probabilistic owglabove).

Thereafter, IPB analyst develops the actor in dor'st commonplacenodus operandihis
doctrinal course of action, the manner in whiclmgisi have been observed to be done earlier (L,
above). The likelihood that these observations ragaay take effect is given a degree of
probability (p, above). The sources for this staggy both be of Kent's secretive and Gates'
mystery kind, as the link between past and futwiealiour and intentions may be incompletely

developed, even with individuals.

In the IPB's final step, the bridging nature of grebabilistic law assists the processing analysts
crossing into the predictive assessment. The aoalytutcomes of the two previous stages (C
and L) are combined to form a prediction about hite actor will operate in the given

environment (E, above).

This is merely the processing side of things. Havethe IPB is builtand disseminated,
incrementally to the consumer. Each stage is ptedendividually, which allows the consumer
to change, adapt or advance plans at a similar. fdus ensures that all assessments, at each
step, are anchored to the already known, the umedyehe familiar (cf FR 3-1 2004:.ch 7;
Ulfving 2002:79).

5.6 Disseminating Predictions
So far, this chapter has explored prediction irrsoe and its application in intelligence. This

section will outline an understanding of predictiveelligence, point to how predictions are

supported by their context, probability and timed ahow some common features with narrative
dissemination. This improves understanding of tharacter of intelligence dissemination, as it
shows how it can create accessibility, understandinthe premises of a predictive conclusion,
and thereby make it actionable.
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5.6.1 Predictive Intelligence
Predictive intelligence can be understoodcastextualised and justified intelligence analyses

that forecast future development at an event haribat allow decision-makers to act in order

to influence own position, and that assign a certaiegree of probability of the actual

occurrence of the forecast developmeAtsather bulky sentence, it at least brings tbgesome

of the features that need to be brought into digs&ion in order to present predictions to

decision-makers in a relevant, applicable manner:

- The context provided by general knowledge, news sources,iqusvintelligence reporting
or by knowable secrets, uncovered in the foregoitedligence cycle.

- A probabilistically conditionedlustification, usually (as in the IPB) incrementally based on
previous behaviour of the actor, or on the actiesed intent, when assessed credfbEhe
temporal scope of the prediction must be in acamdawith itstimely delivery enabling the
consumer to take appropriate measures to secuoevhignterests.

- These premises arc into tlpeedictive conclusionhow the actor will behave given the
context, in a given future.

This may not always be made explicitly, though. Moes it have to be. Intelligence products

and presentations do, however, tend to expliciiffeckntiate between what is fact (in Kent's

terms) or (knowable) secrets (in Gates'), and whtlite uncertain assessment, the prediction of a

mystery (cf Ulfving 2002:97-98).

5.6.2 Context
The contextual factordorm a starting point, one end of the 'bridge'nWright 1971:13) that a

predictive statement makes from the present tofuh&e. The discussion on narratives and
discourse failure in chapter 4 similarly showed hawcontextual 'bridgehead' can improve
common understanding and alleviate conceptual disedfailure. In the same vain as narratives,
this context consists of actors, their intentiond their ability to adapt to their surroundinggeli
von Wright (1971:6) hinted at.

5.6.3 Probability and Time
Intelligence predictions, like Inductive-Probaltiis ones, need probabilistic conditioning

(Marrin 2009:143). The conditioning illustrates erainty. It highlights the possibility of
inductive misassumptions in the premises — the daththe indicators — and thereby in the
conclusion itself. Thereby, the probabilistic cdrmaiing maintains the reliability of the product

to the consumer.

1 This assessment is further conditioned, addirthedotal probabilistic uncertainty.
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In practice, this is done by assigning a phrasgyntax regarding the likelihood of the statement
to it (cf Lowenthal 2009:1325;

'‘Based on the stable current conditions, it is likely that policy X will continue for the next six
months. Therefore, development Y is highly likely, while the likelihood of event Z is low'.

An assessment like this, while abstract for theesafithe example, includes the context (‘current
conditions’), the inductive, incremental probalitisassumption or ‘law' (policy likely to

continue), followed by two conditioned predictions.

The example as well included an assessment oftehmporal scopeof the prediction (the
predictions are reliable for six months, the saredod as policy X is assessed to hold up).
Chapter 3 showed that timely dissemination is a&s®ary condition for applicable intelligence.
In prediction, there is an explicit conflict betwegpending time collecting and analysing data to
increase reliability of the premises, and the rteegoresent the prediction at a time when it holds
actionable value to the consumer. Intelligence pectgl need to reach the decision-maker well
before the fact (FFOD 2007:146). Forecasts of pteg intelligence allow decision-makers
enough time to take active measures, not only yas$his window could be five minutes or 50

years, the essential feature is that predictiv@ligence is sufficiently long-term to allow for it

5.6.4 Prediction and Narratives
Von Wright's approach to scientific prediction dttated how an intelligence prediction is made

reliable to the consumer by maintaining the antentxd The conclusion appears correct, given
the available data and premises. By conditioning phemises by uncertainty and temporal
scope, the prediction can maintain applicabilitpgé&ther, these antecedents of the prediction
provide the decision-maker with informatibeyondthe predictive statement itself. They expand
his basis for taking pre-emptive action. In thighti predictive intelligence, while challenged

regarding truth and validitycan be disseminated in a manner that fulfils the psepof

intelligence.

It is alluring to conclude thatraarrative formis suited to convey predictions.
- Like predictions, narratives build (in von Wrighti®rds 'bridge’) from a familiar context of

actors and their environment.

!> The discussions on the labels in disseminatiorgeseing (cf Lowenthal 2009:131-33). This thesistfees more
on the methodology of presentation than on theiteriogy of it, and thus leaves this discussion out.
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- A narrative can convey history, how the actors itiagklly manage themselves, thereby
elucidating their intentions.

- The narrative can, based on this, outline a futage of events, where the character of the
actors, their intentions and their context create\a, reliable development.

It could, however, just as well be the other wayndy that conveying a prediction nevertheless

implies 'doing narrative' (cf Flyvbjerg 2001:136).

Anyhow, for the sake of the character of dissenmatit is worth noticing how three different

understandings of a setting for strategic commuitic® sharea number of features:

- Intelligence disseminatiorelies on relevance, applicability and accessybili

- Narrativesare based on familiar contexts and story lindgrémces for and understanding to
the recipient.

- Prediction is based on context, and arc through probabilitp ian outline of future
development.

This shows the complexity of intelligence dissertiora particularly when presenting

predictions. Furthermore, it underscores how digsation differs from processing, as it takes

the processed intelligence further, making it asiids and understandable to the consumer.

The next section will discuss whether these featpré intelligence dissemination in a position
where the applicability and accessibility providedits (narrative) form is more important than

its actual content.

5.7 Narrative Intelligence Dissemination, Applicabi  lity and Truth
Returning to an offspring of the Kent and Gatesrapghes to provider-consumer proximity, this

section will debate whether the applicability sompellingly and accessibly conveyed in

narrative dissemination can make up a predictiaestent's lack of truth.

This chapter has shown howalidity is challenged in intelligence prediction and ire th
assessments on mysteries. This challenges the yamue ofknowledge as knowledge invokes
truth (Kuhns 2003:81, Malnes 2008:97-98). Howewbgpter 3 tended to argue tlaguplicable
insight is of more value to the consumer than is rele\aawledgealone Chapter 4 further
indicated that the knowledge gained from an irgeliice narrative allows the consumer to

'® |n this context, strategic communication can belenstood as the sharing of a uniform message fram o
institutional actor (the intelligence provider)another (the consumer).
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discern among the other compelling stories in theative battle (cf Smith 2007:40; Freedman
2006:22;78).

Furthermore, in the Gates model of proximity betweégelligence provider and consumer, the
applicability of the product can, at least to d&@erdegree, take precedent over its relevance and
objectivity. Even for Sherman Kent, beirgelievedwas a major ambition of intelligence
providers (Lowenthal 2009:146). Actionable intedigce has more value than non-actionable
(Johnson 2009:47), and narrative dissemination &ntome across as accessible, and thereby
secure theinderstandingat the consumer end. A conclusion could be thav#hdity, the degree

of truth and correctness of the predictive stateémisnless important than the inferences the
consumer can draw from it (cf Flyvbjerg 2001:137erian 1996:47). This is implicitly

supported by Freedman's definition of a narratbe® (section 4.2).

Emphasising applicability over objectivity is closethe Gates approach to provider-consumer
proximity. This line of thought is as well obvioystlosing on politicization and conceptual
discourse failure. It may, as the Kent approacpraximity would argue, eventually reduce the
long-term reliability of the product and thereby thfe intelligence provider. The contrast
between the Kent and Gates approach illustrates libth positions fear losing political

relevance though for different reasons (either by ignorarecéact or by obscurity to realitf).

However, while truthful knowledge may be relevamtiie consumer, he is still likely to act on a
storyline that is accessible andhderstandableto him. Knowledge and truth are thuet
sufficientto put the consumer in the powerful position Hemnadicates, where his relative
advantage is exploitable (cf Phythian 2009:67).réree several lines of argument to approach
this position by.

1. The truthfulness of a predictive statement — or, tf@at matter, any statement on Gates'
mysteries -eannot be measured@his makes, essentially, the corresponding asyeatth in
knowledge irrelevant for predictive intelligence. Instead, the decisinaker needs
something to work with. He needs actionable ins{gbhnson 2009:47).

2. As intelligence exists to empower politics, it maydefinition spur action from the decision-
maker. This action may aim thangethe impact and form of the predicted events. Messu

employed by the consumer wahape future developmerts a degree where the original

" Which may seem like similar causes, but ignoranckact implies lack of objectivity, while obscuyito reality
implies a lacking sense of purpose.
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prediction turns out incorrect versus actual fatie validity of the original statement is thus
not only impossible to ascertain, itiigelevantto begin witH®.

3. This as well highlights the temporal imperativeaof applicable prediction. Being correct or
truthful is of no valuewhen the prediction is made to late for the corstsmwindow of
opportunity. In the early phases of a developmantuncertain prediction may habetter
chanceat winning the narrative battle (and thus shagediscourse), as it presents itself as
actionable. While not precise, a timely predictadlows early action, which may very well

be a better outcome than no action

These lines of argument are somewhat far-fetchedy o, however, underscore two points,

which make up @aradox of truthfulnes the dissemination of predictive intelligence:

- a statement does not have to be a true representdtfuture events to be applicable, and

- when the statement cannot become true, its dedrizatb is an irrelevant measuring stick
for its quality.

For the intelligence provider, the paradox undessahe importance alctually forwardinga

product, even if it is less than perfect. Epistergadally, the paradox is created by the lack of

validity, of confirmable correspondence, betweer firedictive statement and actual fact.

Narratologically, it is enhanced by the dissemmastage's ability to present a compelling story

line that is more easily perceived as actionabléhbyconsumer.

5.8 A Summary: That Which Does not Exist
This chapter has explorgualediction in intelligenceroducts, and discussed how the character of

prediction may inflict on its dissemination. Thamaiof predictive intelligence is to enable

decision-makers to prepare for or influence a dgwekent before it actually takes place.

18 Say, for instance, that ISAF's intelligence brapoédicts increased Taleban activity in an Afghegion, based
on observation of current preparation and on thiebgan's regulamodus operandiThe insight comes in time, is
actionable, and ISAF may increase its own actiwityhat region. This, in turmrevents or dullshe impactof the
Taleban offensive, both for ISAF and for local Gauis. On the one hand, this erodes the relatipniseiween the
intelligence prediction and the actual fact. On ohieer, it does not erode the relationship betwidencontextual
factors and the factual development: at the tineeatbsessment was made, the Talebanmwgt recruiting in the
area and planning concrete actions. Thus, the sresed might actually say that the Taleban plasningfor action
(intention) and gaining strength (capability), whitogether made up the threat that, if unchecked)d have
implications for ISAF in the region.

19 For instance, the intelligence organisation mayesthat event E (an escalation of military trajnamd readiness
in a neighbouring state) will happen at time T fwit 14 days). This information enables the decisi@ker to
instigate measure M (increase own readiness anctiance along the border). However, by T, E doettake
effect. Instead, an even more aggressive move E+éq(istic exercise involving hostile positionifag invasion in
border areas) happens at T+1 (within the month)il&Mkrong in two instancegextent and time), the original
intelligence product allowed the decision-makeddoM, by which he was prepared for an exercise,aridt+1 was
in a far better situation (having improved SA) wderstand what was going on. Had the assessmenbma forth
in the first place, because of the risk that it waeng, the decision-maker would be susceptiblmiginterpreting
E+1.
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Prediction deals with the unknown, what Robert &atalledmysteries It rests in what von
Wright called the Aristotelian scientific traditipemphasising theinderstandingof another

actor and hidgntentions

Prediction is a scientific concept, a rational amtified statement on an unknown development.
While the validity of such statements is constdgtéheir reliability may be constructed and
illustrated through contextual and probabilistiempises. This justification is however not able to
overcome theproblem of induction the possibility that human experience (on which
assumptions of the future are based) will be proveang at the next crossroads. The discussion
in this chapter seems to indicate that these pesnsigpport the reliability of a predictive

statementvhen they are disseminated along with it.

However, emphasising the narrative aspects of misseion, a predictive product's truthfulness
can be subordinated to its accessibility and apbpiity. A prediction's degree of truth is
impossible to ascertain, and can thereby not betdredard to which a prediction is held. At the
same time, a statement does not have to be agpuesentation of future events to be applicable

to the consumer, actually improving his situatiomabreness.

For intelligence purposes, this chapter has argiugidthe ability to predict in a probabilistic, but
timely and reliable, manner is vital for an intgince provider. Predictions about matters of
concern and importance for the consumer may catetiimportant inputs for his further
decision-making. This is why reliability in the messing of intelligence predictions can lead to

credibility and understanding in dissemination.



6 Towards Some Conclusions

Dissemination tends to be intelligence's AchilleseH
-- Michael Herman 1996 (:45)

This is what will be.
-- Bruce Springsteen, ‘Magic', 2007

6.1 Purpose and Outline
The purpose of this thesis has been to elucidatauraterstanding of what and how the

dissemination stage contributes to the purposeatefligence, in order to contribute to a better
understanding of how the stage is utilised to teeefit of intelligence agencies and their
consumers. Four chapters have examined the purpase process of intelligence, the
dissemination stage of this process, the relatipnbletween intelligence dissemination and
narratology, and the particularities of dissemmgtintelligence predictions, respectively, in

order to answewhat characterises dissemination of intelligence

This concluding chapter will revisit the findingeschmake an effort at bringing them together as
a whole. The chapter does sofgur parts. Section 6.2 will answer the research qoedby
providing a simple model for dissemination in tlomtext of the intelligence cycle. Sections 6.3
and 6.4 will then answer the specific questions tieailed the research question in chapter 1,
and as well indicate what the thesis has comedarding the informal inquiries on studying
dissemination that introduced the thesis. Thenti@e®.5 will note a few lessons on research
design, before section 6.6 finally concludes onthiesis' research question.

6.2 The Character of Intelligence Dissemination: To  wards a Detailed Outline
The character of intelligence dissemination wadireed in basic form in chapter 3, and the

discussions in chapter 4 and 5 added further déthé dissemination stage of the intelligence

cycle translates the processed intelligence inpvogluct servicing the consumer, fulfilling the

purpose of intelligence by providing him with impeal situational awareness. The

dissemination stage does this by

- Deductively selecting premises and conclusions ftleenprocessing stage for presentation to
the consumer. This is done by vetting, internallyhe intelligence organisation, and ensures
that the disseminated product conveys and maintties reliability and justification
established in processing.

- When conveying predictions about an unknown, futleeelopment, providing the consumer
with a familiar context or starting point, therelgducing the risk of conceptual discourse

failure.
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Ensuring that a product actually is disseminatedch dime when it is applicable for the
consumer. Assessments of mysteries will never belately truthful, but they may shape the
consumer's perception of context and discourse &a#y stage. Thus, intelligence may go
forth in the narrative battle and find itself in Bmproved position to provide the consumer

with even more precise estimates as the situatiogresses.

Some of the features discussed in this thesis ewaght together in figure 6.1. Here, the

dissemination-consumer relationship of the intelige cycle shown in figure 2.2 is outlined in

more detail, emphasising how the processed inggitig at the dissemination stage is translated

into a service.

. Extra- Policy
intelligence
r
Decision - e
. improved
making
N Conscious demand Altered demand
dialogU®
—_— —_— —_— — —_— —— — —_ "
Service \\ ﬂ
Dissemi - <« \
nation Product \ \ D
Intra- 1 .
intelligence Processed intelligence '”teé';%‘lfgce

Figure 6.1. A simplified outline of the dissemination stage of the intelligence cycle.

The 'standard model' of the intelligence cycleuffeg2.2) is shown bottom right. The dotted
square shows the portion detailed in figure 6.1.

The output of the processing stage is translatesdw@s outlined above) from product to
service, resulting in the consumer improving hisational awareness.

The disseminated intelligence product addresseslteady stated (conscious) demands of
the consumer (which he 'pulls’' from the intelligermrganisation), but as well stays relevant
by 'pushing’ further insight intended to aid his. 2#1y unresolved issues with the consumer
are sent back to the cycle (cf the discussion erdirection of the cycle in section 3.6).

The resulting policy changes the consumer's demamdisthe cycle re-starts.
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The outline suggested in the figure is based orfitisengs of the thesis, and gains on the simple

outline in chapter 2 by illustrating

- the deductive selection of premises — context ammbgbility — from the processed
intelligence product;

- the interplay between provider and consumer inedmsation; and

- the value added to the consumer's SA by way ointieligence product and service.

The figure illustrates the character of dissemargtiin that it isthis stageof the intelligence
process the consumenteracts with The dissemination stage is the face of intellagenit
delivers what the consumer needs and can act arefidne, the dissemination stage plays an
important role in validating intelligence at lards; making sure that the preceding process has

not been a waste of time and money.

6.3 Understanding Intelligence Dissemination: Quest  ions and Answers
Section 1.3 posed a collection of particular questj detailing the overall research question. The

analytical chapters made an attempt to answer omestign each. Summed up and brought

together, this thesis arrived at these answers.

6.3.1 What constitutes intelligence, and how is it put together and conveyed to the end user?
Intelligence is a an institutionalised process thitvides information tailored to a decision-

maker's area of need and interest, in order toawghis situational awareness, making him
capable of achieving something he otherwise cowld While specialised, the structural and
cyclic stages of an intelligence organisation aighlly inter-dependent. This has provided a
framework for analysing dissemination as a pathefprocess, as well as the interaction in it.

6.3.2 What is achieved at the dissemination stage o  f the intelligence cycle?
The dissemination stage of the intelligence cydaveys processed, relevant, applicable and

timely assessments from the intra-intelligence sph®@ the consumer outside this sphere. This is
as well the object of intelligence itself, as thissdmination stage translates the processed
product into a service and improves the consuns@tsitional awareness. This understanding

isolates the purpose of intelligence dissemindftiom the other phases of the intelligence cycle.
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6.3.3 How does intelligence dissemination adhere to narratology?
In intelligence dissemination, a narrative can hedasstood as a consistent story line

emphasising the possible outcomes of a dynamiccgggrnucture interplay, from which the
consumer may draw conclusions that aid in his datisaking. Narrative intelligence
dissemination stands out in the decision-maker&ast of information, and puts intelligence
ahead in the narrative battle. Studying dissenonafiiom the perspective of narratology puts it
in a realistic context of strategic communicatid®his makes the purpose of dissemination and

advantages of intelligence stand out clearly.

6.3.4 What needs to be disseminated to support a pr  edictive conclusion?
Predictions are about mysteries, the unknowabledi€tive intelligence seeks to enable the

consumer to prepare for a development before itiadlgt takes place. Predictions lack
corresponding truth, and are therefore hard to eprnwm a reliable manner. They rely on
justifying analyses based on contextual and prdistibipremises. These support the reliability

of the prediction when they are disseminated aieitig it.

6.4 On Studying Intelligence Dissemination
Chapter 1 started out with three rather collogiriglires on the virtue of studying intelligence

dissemination at all. The thesis has not addretse directly, but given that it started from the

paradox of slim academic emphasis, the inquiriegide a brief mention at this point.

6.4.1 The Troublesome Dissemination Stage
Chapter 1 inquired whether the dissemination stagg cause trouble for the intelligence

process. The thesis has shown that it can. In gpitgood processing, incomprehensible
dissemination can ruin the value of intelligendeisl therefore, most likely, not thiack of

challenge that causes literature to be brief oglligence dissemination. Both Johnson (2009:46)
and Herman may (1996:45) be correct in their lanmnthe challenges of the dissemination

stage.

6.4.2 Disconnecting Dissemination from the Cycle
Chapter 1 inquired whether studying disseminat®amisolated phenomenon is at all possible.

The thesis has shown that it at times is hard eating the study of intelligence dissemination
from, particularly, intelligence processing. Theality of the product eventually delivered to the
consumer depends on the quality, thoroughnessctobig and reliability of the analysis at the

processing stage. The discussion on the relialofifgredictive intelligence shows that studying
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dissemination alone can not provide a fully satrgfyanswer. The literature, too, tends to draw
lessons on dissemination from the discussions alysis (see f.i. Lowenthal 2009:ch 6).
Therefore, the integration of the intelligence @s& may be a reason for the apparent brevity of

the literature on dissemination proper.

6.4.3 Former Studies on Intelligence Dissemination
Chapter 1 indicated that intelligence disseminati@y not have been subject to extensive study.

This may be so, as no entry in the literaturebstiow has the word 'dissemination’ in its title.
That, of course, does not say much. There are, Venwelenty of sources on the interaction
between intelligence provider and consumer andhenpurpose intelligence is to serve. This
thesis has as well been swimming those waters.existing literature, though, fail at times to
make the connection that Johnson (2009:47-48) maked that has evolved through the
analytical chapters of this thesis: that intelligenmeporting may be ignored, lost or not deemed
actionable, because of pre-determined policy oeroflourcesapturing the narrative ahead of

intelligence

6.5 Notes on the Research Design
Section 6.2 answered the research question bynoglsome details on how the dissemination

stage serves its purpose. Above, the other questiom chapter 1 have as well been addressed.
The thesis has thereby done what it set out tocdacluding on a modest contribution to
modelling and theory. However, a brief evaluatibthe thesis research design is due.

6.5.1 Method
The thesis has employed an intensive, exploratbigtature-based approach, in order to

understand the character of intelligence dissenonats a phenomenon. This approach has

proven fruitful in answering the both the specifjoestions and the research question. The

character of intelligence dissemination has beendgirt out gradually:

- Studying intelligence-making at large was necestagonclude on dissemination's context;
its position as both a separate stage and an altegrt of a whole.

- Studying what constitutes dissemination was necgdsaapproach its contents; what the
stage aims to achieve.

- Studying narration in intelligence was necessarycomclude on how the intelligence
provider can gain the attention and understandintpe consumer, by shaping a common
frame of reference and bring the story to the comsuat a point in time where he is
receptive to it.
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- Studying prediction was necessary to specify hownateling intelligence content is
conveyed; as intelligence commonly features predist conveying them is part of
dissemination's character. The outline of predictas well highlighted how elements of
narratives and prediction work together to makeliigence dissemination accessible and
understandable. This clarity is as well a charastterof intelligence dissemination.

This approach has contributed to reliable conchssia the thesis, given the applied sources.

In retrospect, the thesis' major methodologicahdsntage is its unconfirmed validity versus
actual intelligence dissemination. To ensure thasilel have required a case study proper, or a
survey of the processing and dissemination of abaurof factual intelligence products. For the
purpose of this thesis, that was not possible.ay,rhowever, be subject to other studies, as may

any of the other approaches mentioned in chapter 1.

6.5.2 Use of Literature
The available literature on intelligence is aburidamough to study both dissemination and its

place in the intelligence process at large. Thaishaimed to balance some selected doctrinal
guidelines and specific texts with mainstream teakbapproaches, in order to gain a middle
ground on what characterises intelligence dissemmaThis proved useful. Initial parts of the
thesis relied on textbook and doctrinal approactesg¢ribing what Merrin (2009) would call a
'standard model' of intelligence. As the thesisnprily was exploratory, this was the natural
starting point. Later, the thesis moved to souspexifying particular challenges or weaknesses
in dissemination and intelligence provision. Thigpwach modified the original textbook
positions, but as well made for new insight: dedtinen of concepts, the importance of premises
and context to the conclusions, and the discourapisg impact of an intelligence narrative.
This was done with a conscious attempt at maintgitihe epistemological dimension of both

prediction and narratives.

The draw-back is of course that this approach tiseraabstract and theoretical. This was not a
case study, in the sense that there was no exampistorical instance that could give shape to
the presentation. This as well affects the validityhe conclusions: they are hypotheses, in that
the thesis has not tested them against anythingy Hne drawn from literature, not from a

sample of reality.

In spite of this, the thesis managed, by way oktkploratory design and sub-sets of questions

and inquiries, to come to an understanding of igerhice dissemination that was not present and
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explicit in either single source before. Therelhe thesis has fulfilled its modest ambition and

purpose.

6.6 'This is What Will Be' : What Characterises Dissemination of Intelligence
The dissemination stage of the intelligence cy@edlates processed intelligence into a product

servicing the consumer. It maintains the reliapibf the conclusions, as it was formed at the
processing stage. It works from a context of actamsl their environment, familiar to the
consumer. It delivers the service at an approptiate. This way, intelligence dissemination
makes the output of the processing stage accessidl¢hus applicable to the consumer. This is
how the stage fulfils the purpose of intelligence fgroviding the consumer with improved
situational awareness and an ability to createcpotif a quality otherwise impossible. In
combining these features to a narrative, intelligecan stand out with the decision-maker.
Intelligence can shape the discourse, succeedinghén narrative battle. Through the

dissemination stage, intelligence providers camiaai relevance and avoid miscommunication.

This is what characterises dissemination of irgehice.

January 6" —
May 24" 2010
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